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1. llesu u 3212494 AU CIUILIHHBI

[{esnp IUCHMIUIMHBI — TO3HAKOMUTB CTYAEHTOB B TEOPUM U HA IIPAKTUKE C COBPEMEHHBIMU
METOJaMU IOCTPOEHHUS KOMIIBIOTEPHBIX CeTe. 3a/1aul JUCUUILIMHBL: 1aTh IPEICTaBICHUE
0 CTEKE TEXHOJIOTHM, NCTIOJIB3YEMBIX ISl HOCTPOEHUS COBPEMEHHBIX KOMIIBIOTEPHBIX
CeTeH, 1aTh HAaBbIK OpraHu3aluy, KOHQUIypaluKi U aHaJIM3a KOMIIBIOTEPHOU CETH.

Kparkoe conepxanmne TUCHMILTHHBI

Kypc «KoMribtoTepHbI€ CETH U CUCTEMBD)» YUTACTCS CTyACHTaM Ha YETBEPTOM CEMECTpE
OakanaBpuara. ITOT Kypc AaeT 0030p COBPEMEHHBIX TEXHOJIOTUH, UCIIOJIb3YIOIIUXCS TTPU
NIOCTPOEHNUH KOMITBIOTEPHBIX CETEU. YIOP B KypCe JIEIAETCs Ha IPAKTUYECKOE
UCTIOIh30BAaHHE COBPEMEHHBIX TEXHUK, aJITOPUTMOB, COBPEMEHHOTO aIllapaTHOTO U
IPOrPaMMHOTO 00€CTIeUeHUS, UCTIONB3YIOIINXCS IPU TU3AHE U TOCTPOCHUH
KOMITBIOTEPHBIX ceTeld. [IpakTndeckne 3aHsATHs TO3BOJIST CTyJICHTaM HapaboTarh
MPAKTUYECKUN ONBIT PaOOTHI C CETHIO, BKIIIOUAs €€ MOCTPOSHUE, MOJCIIMPOBAHUE U aHAIHU3
ee paboThl. B Kypce CTy/leHThI HaydaTcs UCIOJIb30BaTh MHPOPMAIMOHHBIE TEXHOJIOTHUU U
MaTeMaTU4eCKUe METOIBI ISl ONITUMHU3AINHN X Oymy1iei npodeccuoHaIbHOM
NeSATENHHOCTH 1 9()PEKTUBHOTO peIIeHUs CIY>KEOHBIX 3a/1au.

2. Komnerenuuu odyuyarwmerocsi, opmMupyembie B pe3yJibTare 0CBOCHUS
AUCUMILTHHBI

[TnaaupyemMble pe3yabTaThl OCBOCHUS [Tnanupyemblie pe3yabTaThl
OII BO (komnieTeHIIuN) 00y4eHHUs 110 AUCUUTUIHHE

ITK-1 CriocoGeH cTpouTh npocTenme Gu3ndecKue
¥ MaTeMaTHYeCKHe MOJICTU MPUOOPOB, CXEM,
YCTPOMNCTB M YCTAHOBOK AJIEKTPOHUKH U
HAHOJICKTPOHUKHU PA3TMYHOTO (DYHKITMOHATLHOTO
HA3HAY€HUs, a TAKXKE UCIIOJIb30BaTh CTAHJAPTHHIC
MPOrpaMMHBIE CPEJICTBA UX KOMITBIOTEPHOTO
MOJICTTUPOBAHUS

3HAeT: MPUHLIUIIBI IPOEKTUPOBAHUS U HACTPOUKU
KOMIIBIOTEPHBIX CETEH U CUCTEM

3. Mecro nucuuninubl B ctpykrype OII BO

[lepedens mpeAnIeCTBYIOMUX TUCIIATUIHH, [lepedens MOCIETYIOMNX AUCITUTITNH,
BUJIOB paboT yueOHOro MiaHa BUJIOB paboOT

Cratuctuueckas pusuka,

CxeMOTexXHHKa IU(PPOBBIX YCTPOUCTB,
CrienivasbHbIE TTIaBbl KBAHTOBOW MEXaHUKH,
Du3rKa KOHICHCUPOBAHHOTO COCTOSHHSA,
BBenenue B KkBaHTOBYIO0 00paboOTKy HH(OpMaLuy,
Teopust pyHKIMIT KOMIUIEKCHOTO TIEPEMEHHOTO [IporpaMMHBIE CUCTEMBI MH)KECHEPHOT'O aHAJIN3a,
YpaBHEHHs MaTeMaTU4eCKoi (pU3HKH,
BrraucnurenpHas MaTeMaTHKa,

TexHoNIoruu BaKyyMHOTO HallbUICHUS,
[Tpon3BoACTBEHHAS TPAKTHKA (HAy4HO-
Hccie0BaTeIbckas padora) (8 cemectp)

TpeOoBaHMs K «BXOIHBIM» 3HAHUSM, YMEHUSM, HABbIKAM CTYIE€HTA, HEOOXOAUMbIM
IPY OCBOCHHUH JJAHHOM AMCLMIUIUHBI U MPUOOPETEHHBIM B PE3YJIbTaTe OCBOCHUS
NPEALIECTBYOIUX JUCUUILINH:



Hucuuninmnza

TpeboBanus

Teopust pyHKIMI KOMIUIEKCHOTO IEPEMEHHOTO

3HaeT: MOJIOKEHUS TeOPUN (PYHKIUI KOMIIEKCHOTO
MEePEMEHHOT0, He0OXOUMbIE AJI1 MOCTPOCHUS
(GU3NYECKUX ¥ MAaTEMATHYECKUX MOJICIIA MOJIEIICH,
y3J10B, OJIOKOB AJIEKTPOHUKH U HAHODJIEKTPOHUKH
pa3IMYHOTO (PYHKIIMOHAIBHOTO Ha3HAYCHUSI YMEET:
NmMeeT mpakTHYECKUI OTIBIT:

4. O0bém 1 BUABI YUeOHOI Pa0dOTHI

OO6mas Tpya10eMKOCTh TUCIHUIUIMHBI cocTaBiseT 3 3.e., 108 4., 70,25 .

KOHTaKTHOUW pabOThI

Pacmipenenenue mo cemectpam
N Bcero B Hacax
Bun yuebuoid padots: 4acoB Homep cemectpa
4

OO61mas Tpya0€MKOCTh AUCIUTLITMHBI 108 108

AyoumopHvie 3auamusi: 64 64
Jlexuuu (JI) 32 32
[IpakTudeckue 3aHATHS, CEMUHAPHI U (MJTH) APYTHE BUIBI

ayauTopHbIx 3aHatuil (I13) 32 32
JlaGopatopusbie padotsl (JIP) 0 0

Camocmosmenvras paboma (CPC) 37,75 37,75
[ToaroroBka K MpakKTUYECKUM 3aHATHIM 18 18
ITonroroBka K KOHTPOJIBHBIM MEPONPUATHIM 14 14
IToxroroBka k 3adery 5,75 5.75

KoHcynpranyy u npoMexyTouHast aTTeCcTalus 6,25 6,25

Bu koHTpoJIs (3a4eT, 1ud.3a4eT, SK3aMeH ) - 3a4eT

5. ConeprkaHue TUCHMIIIMHBI

No HaiMeHoBaHHe pasienon JMCIHITHAEL O06beM ayqUTOPHBIX 3aHATUN IO BUJAM B 4acax
pazaena Bcero JI I13 JIP
1 Cereas monenb OSI. YpoBuu UuTepHeTa 26 14 12 0
2 |KommyTanus ¥ MapmpyTu3anus 22 10 12 0
3 |CereBas 6€30maCHOCTh 16 8 8 0
5.1. Jlekuuu
Ne No Koa-
rexuuulpasena HaumenoBanue nin KpaTkoe coepKaHue JIEKIIMOHHOTO 3aHATUS BO
4acoB
1 1 Beenenue B aucuumuinHy. Moaenb OS], 0CHOBHbBIE YPOBHU MOJIETH 2
) 1 [TpunLMIIBI TOCTpOCHUA ceTeil. IHKancymsaIus, MapIpyTU3aius, KOMMYTalusl. )
CeTeBOll YPOBEHb.
3 1 (lIpotokomn IP. IP aapecarnus, moaceTu. 2
4 1 Tpancnoptabiii ypoBeHb. IIpotokon TCP, ero cBoiicTBa, peanusanus. Koneunsiii )
aBromar TCP. Koppekius ommbok B TCP




5 1 HpOTOKOJIvTCP. MexanusMm HajexHoM nepegaun gaHHbix B TCP, crparerun )
MOBTOPHOI! Mepeaaqn
6 1 |[Ipotokonsr UDP, ICMP 2
7 1 (KananwHbIil ypoBeHb. [IpoTokons! komektuBHOro qoctymna: Ethernet, 802.11 2
8 2 |Kommyrtanus naketoB B UnTepHere. 3anepxku. Teopus ouepeneit. 2
9 2 [Tpaucastopsl ceteBbix aapecoB (NAT). JlokanbHas cethb. Tumnbst NAT 2
10 2 |Mapumpyrtu3zaius naketoB B IHTepHete. TaOnuisl MapIipyTH3AHH 2
1 ’ AJNTrOpUTMBI MapipyTH3anuu nakeron: bemman-®opa, elikctpa. Ipad 2
WNurtepuera. MCST
12 ) Hepapxuueckoe crpoeHre MHTepHeTa. ABTOHOMHBIE CCTEMbI. MapiipyTuzanus 5
MeX/1y aBTOHOMHBIMH CHCTEMaMu
13 3 CeteBas 6e3onacHocTh. KonpuaenmansHocTh B UHTEpHETE. CHUMMETpUYHBIC )
anroputmsel mmdposanus: AES, DES. Acummerpuunsie anroputMel: RSA, DSA
14 3 Ayrtentudukamus B latepuere. Anroputmsl ayrentudukanuu. Ludposas )
MOJITHUCH.
15 3 Ceprudukanus nyonnuHoro kitoya. Lluppossie cepTudukarsl, HIEHTPHI )
cepTuduKarum.
16 3 besomacHocTh Ha ceTeBoM ypoBHE. [IpoTokonsl IPSec. BupTyanbHbie yacTHbIe )
cetu (VPN).
5.2. IIpakTHyeckue 3aHATUS, CEMUHAPBI
Ne Ne Koa-
sansuspasiena HaumeHnoBaHue nim KpaTKoe coJepKaHue MPaKTUYECKOro 3aHsATUS, CEMHUHApa BO
4acoB
1 1  |OGxum ceTeBoro Kabens 2
2 1 Pacuét moncereit IPv4 2
3 1  |CocraBnenue kapThl ceTn IHTEpHET ¢ TOMOIIBI0 KOMaH I ping U traceroute 2
4 1 |[[IpocmoTp cereBoro Tpaduka ¢ momoIisko nporpamMmbel Wireshark 2
5 1 Wcnons3zoBanue Wireshark nist HaGmioeHus 32 MPOIIECCOM TPEXCTOPOHHETO 5
pykonoxarust TCP
6 1  |M3ydenue 3axBaueHHBIX naHHBIX DNS UDP ¢ momomrsio mporpammer Wireshark 2
7 2 [YcranoBka nporpammsl Cisco Packet Tracer 2
8 2 |MonenvupoBaHH€e NPEICTaBICHUS CETH 2
9 2 [BuakomcTBO ¢ Cisco IOS, naBuramus B 1OS 2
10 2 |MogenupoBaHue TOAKITIOUEHUS TIPOBOJHON U OECIIPOBOIHOM ceTH 2
11 2  |[UccimemoBaHue CXOOUMOCTU CETH 2
12 2 |CpaBHenue MeToi0B BbIOOpa myTH B npoTokonax RIP u EIGRP 2
13 3 [Hactpoiika ayrentudukanuu nporokosiaoB PAP u CHAP 2
14 3 |Ornaaka PPP c ayrenTudukanmeit 2
15 3 [Hacrtpoiika cereir VPN 2
16 3 |Hacrtpoiika nporokosna GRE 2

5.3. JIaboparopHbie padoThI

He mpenycmoTtpenbt

5.4. CamocrosiTesibHasA padoTa CTyIeHTA

Brimonmuenne CPC




Crnucoxk nureparypsl (¢ yKa3aHUEM Kou-
[Tonux CPC pasnenos, raB, cTpanuil) / cceuika Ha  [CemecTp| BO
pecypc JacoB
Pakutun P. 1O., Mockanenko E. B.
[IoaroroBka K NpakTUYECKUM 3aHATUAM KomnbiotepHeIe cetw, rit. 2-3, c1p. 28-61, 4 18
1. 9, ctp. 161-178, . 8, ctp. 148-160, r.
5, ctp. 75-100
Pakutna P. 0., Mockanenko E. B.
[lonroToBKa K KOHTPOJIBHBIM MeponpusaTusaM [KomnbsroTepHble cetu, pasn. 4.2-4.3, ctp. 69- 4 14
78, 1. 7, ctp. 124-147
Pakutnn P. 0., Mockanenko E. B.
KomnbroTepHsie cetu, pasa. 4.2-4.3, ctp. 69-
[ToaroroBka k 3a4ery 78, 1. 7, ctp. 124-147, 1. 2-3, cTp. 28-61, 4 5,75

1. 9, ctp. 161-178, . 8, cTp. 148-160, 1.
5, ctp. 75-100

6. ®oH/1 O1IEHOYHBIX CpeaCTB JIf IPOBCACHHUSA TEKYIIECI0 KOHTPOJIA YCIIEBACMOCTH,

HpOMe)I(yTO‘IHOﬁ arTeCcralmmn

KOHTpOJ'II) Ka4yCCTBa OCBOCHMUA O6p&30B3T€JIBHOI>i IMporpaMmeal OCYIICCTBILICTCA B
cooTBeTCcTBUM ¢ IlonoxxkeHueM o 6aHHLHO-p€I>'ITHHFOBOﬁ CUCTEMC OLICHUBAHUA PC3YJIBTATOB

y4eOHOM IeSITEIIHHOCTH 00yJaIOIIUXCSI.

6.1. Kontpoabubie meponpusitus (KM)

Ha3zsanue
KOHTPOJIBHOTO
MEpOTIPUSITHS

Ce-
MECTp

Bung
KOHTPOJIS

KM Bec

Makc.
Oamn

[Topsimok HauwcIeHus: 6aIOB

Yuu-
THIBA

ercs
B [1A

OO0X1UM BUTOI
napsl

Texymnii
KOHTPOJIb

10

[TonHbIil Gass cTaBUTCS 3a MOJTHOCTBIO BEPHO
U C TIEPBOM MOMBITKUA 00XKAaThIi Kaleb.
Kaxas ommobka mrpadyercs CHITHEM JIBYX
0aJI0B, OCIIE YET0 HEBEPHO 00KATHIM
KOHHEKTOp 00pe3aeTcs, U CTYIEeHTY
MpeayaracTcs mepeo0xarh MOTydeHHBII
KoHel. MUHMMaJIbHOE KOJIMYEeCTBO OaIoB,
MOJIy4aeMBbIX 32 padoTy, - 2.

3a4CT

PacueTr macku
[IOJICETH

Texymni
KOHTPOJIb

10

Crynenty naercs 10 3aganuii, B Kaxa0M U3
KOTOPBIX JIaHbI 2 ip-ajipeca U MacKa MoJCEeTH;
CTyZIeHTYy TpeOyeTcsl OnpeAeInTh, B OHOM JIH
MojiceTH HaxomsTcs anpeca. Kaxnas ommobka
mrpadyercs 2 Ganmnamu, 6onee 3 ommOoK
orieHuBaroTcs B ) 6ayioB.

3a4CT

Tabmuma
MapIIpyTU3auN

Texymnmi
KOHTPOJIb

10

CTyneHTy naeTcs Tabiuia MapuipyTH3auu
poyTepa, CTaBsIasi B COOTBETCTBHUE MO/ICETh
1 uaTepdeiic poyrepa, u 10 ip-agpecon
HA3HAYCHUS MIPUILIEANINX MAKETOB; CTYACHTY
TpeOyeTCsl ONpeNeuTh HHTEpdEiic, 10
KOTOpOMY OyZeT MapIIpyTU3HPOBAH TAKET.
Kaxxnas ommbka mrpadyercs 2 6amiamu,
6onee 3 ommboK oreHnBatoTcs B 0 6asios.

3a4CT

Pacuer
KOHTPOJIbHOM

Texymnii
KOHTPOJIb

15

Crynenty naercs 3 ciosa B ASCII-
KOJIUPOBKE; CTY/ICHTY TpeOyeTcsl pacCunuTaTh

3a4CT




CYMMBI KOHTpPOJIbHYIO0 cyMMy (checksum) kaxaoro
13 cyoB. Kaxxp1il mpaBUIJIbHBIA OTBET
OLICHUBAETCS B 5 0alJIOB.

CryneHTy 1aeTcsi B3BEIIECHHBIN
MOJTHOCBS3HBIN rpad cetu. CTyneHTy
ITocTtpoenue [IPEJIAracTCs MOCTPOUTH C IIOMOILBIO
Texymnii MCST anropuTMa J{eKcTpbl MUHUMAJIbHOE
KOHTPOJIb aJIrOpPUTMOM CBSI3yIOIIEE JIEpeBO rpada c HauYaIoM B
JlefkeTphl onpeaeneHHoM Hoje. Kaxknas ommbka
(neBepHo nobasnenHbit B MCST y3en)
mrpadyercs 2 OayuiaMu.

3a4CT

Crynenty naercs mapa RSA-kiroueit u
Texymuit | IudpoBanue YHCII0, KOTOpOe He0OX0AUMO 3a1ugopoBaTh
KOHTpOJIb |aJIrOpUTMOM RSA anroputMoM RSA. [IpaBuiibHbI OTBET
OLIEHUBAETCs MaKCUMaJIbHBIM OaJljIoM.

3a4YCT]

CTyaeHTy MOXKET ObITh HAYUCIICHO 110 15
0aJIJIOB 32 KOHCHEKT JeKIid. OTCyTCTBHE
Ka)KJI0H JIGKITUU HakJaaeiBaeT mrpad B 1
Oa.

7 4 bouyc  |Koncnmekr nexumid| - | 15 3a4eT

'YCTHBIN OITpocC 1o TeMaM Kypca. KomnuecTBo
3agaBaeMbIX BOIpocoB - 10. IIpaBunbHbIN
OTBET Ha Ka)blid BOIPOC OlLIEHUBAeTCs B 4
Oanna.

IIpome-
8 | 4 | xyrouHas 3auer - | 40
arTecTanus

3a4CT

6.2. Ilpouenypa nposeaeHusi, KpUTEPUH OLlEHUBAHUSA

Bun
MIPOMEKYTOYHOHN [Ipouenypa nposenenus
aTTecTaluu

Kpurepun
OLICHUBAaHUS

[IpomesxyTouHast aTTecTalusi MOKET OBITh BBICTABJICHA 110
pe3ysbraTtaM TeKyIero KoHTpoist. CTylIeHT MOXET MOBBICUTh (B cOOTBETCTBHHU C
3a4er PEUTHHT, IPOH KOHTPOIBHOE MEPOIIPUITHE TPOMEXKYTOUHOU |riI. 2.5, 2.6
aTTecTally, KOTOpoe MPOBOIUTCS B (hopMme yCTHOTO onpoca 1o ([lonoxkeHus

TEMaM Kypca.

6.3. IlaciopTt ¢goHIa OLIEHOYHBIX CPEACTB

Komnerennuun Pesynbrarel 00yueHus

3HaeT: IIPUHIOHUIIBI IIPOCKTUPOBAHUA U HaCTpOﬁKH KOMITBIOTCPHBIX ceTell

T1K-1 FHHHAHAHAHAHH
CHUCTEM

TumnoBbie KOHTPOJIBHBIC 3aIaHUS 110 KaAXKAOMY MCPOIIPUATHIO HAXOIATCA B
IMPUITOKCHUAX.

7. YueOHO-MeTOoAMYEeCKOEe 1 MH(OPMAILIMOHHOE O0ecredeHUe TUCHMILIIMHBI

IleyaTHas ydyeOHO-MeTOANYECKAS JOKYMEHTAIUS
@) OCHOBHAs TUMepamypa:
He npenycmorpena

0) OononHUMENbHASL IUMePamypa.:
He npenycmorpena




8) omeuecmeenHvle U 3apyOedtCHble HCYPHANLL NO OUCYUNTUHE, UMerowuecs: 8 OudIuomexe:
He npenycmoTtpenbt

2) Memoouueckue yKazanus Os CMyOeHmos8 no 0C80EHUI0 OUCYUNTUHDL.
Co6oneB A.H. KomnbroTepHBIC CETH M CUCTEMBI. MeTOuYeCKIe
MaTepHUaIbl JIJIsi CAMOCTOATEILHOM pabOTHI CTYICHTOB

1.

U3 HUX: Y4eOHO-Memoouyeckoe obecneyerue camocmosamenbHol pabomsl CmyoeHma:
Co6oneB A.H. KomnbroTepHsie ceTy U cUCTeMbI. MeToudyeckue
MaTepUaJIbl JIJIs1 CAMOCTOSATEILHON pabOTHI CTYICHTOB

1.

DJIeKTPOHHAsI Y4eOHO-MeTOoAnYeCKAasl IOKYMeHTaI[Us

HaumenoBanue
Ne Bun peeypea s bubnuorpaduueckoe onvcanue
TUTEPaTyPHI ANIEKTPOHHOUN
bopme
Ceprees, A. H. OCHOBBI JTOKaJIbHBIX KOMIIBIOTEPHBIX CETEN :
DIEKTPOHHO- yaeOHoe nmocobue ais By3oB / A. H. CepreeB. — 3-e uzn., crep.
OnbIMoTeUHAs — Cankr-IletepOypr : Jlanp, 2021. — 184 ¢. — ISBN 978-5-
JlonoHUTENBHAS . N .
1 TenaTvha cucrema 8114-6855-3. — Tekcrt : »nekTpoHHbIH // JIaHb : 371€KTPOHHO-
patyb M3/1aTeNIbCTBA 6ubnuoreynas cucrema. — URL:
Jlanp https://e.lanbook.com/book/152651 (nara obpareHus:
22.10.2021). — Pexxum mocTyna: AJis aBTOpH3. TIOJB30BaTENCH.
S EKTPOHHO- Paxutun, P. 0. Komnbrotepnsie cetu : yueOHoe nocobue / P.
6H6HHE TedHas [O. Pakurtun, E. B. Mockanenko. — bapnayn : AntI TIV, 2019.
b OcHoBHast crCTeMa — 340 c. — ISBN 978-5-.88210-942-3. — Tekcr :
nmuTepaTypa S 1aTeIILCTE PIIEKTPOHHBIH // JIaHb : 27eKTpOHHO-OMOIMOTEUHAsl CUCTeEMA. —
.HaII[{L URL.: https://e.lanbook.com/book/139182 (mara obpaienus:
22.10.2021). — PexxuMm gocTyma: Ajad aBTOPU3. MOIb30BaTeNE.
y P

[lepedeHb UCTIONB3YEMOTO TPOTPAMMHOTO O0ECIICUEHMS:

1. The Wireshark developer community, http://www.wireshark.org-Wireshark
(6eccpouHo)
2. Canonical Ltd.-Ubuntu(6eccpouno)

[Tepedenp ucnonb3yeMbIx MpohecCHOHABHBIX 0a3 TaHHBIX U UH(DPOPMAITMOHHBIX
CIIPABOYHBIX CUCTEM:

Her

8. MarepuajibHO-TeXHHYECKOE o0ecreYeHne 1 CIUIITHHbI

No OcHoBHOE 000pyI0BaHUE, CTEHBI, MAKETHI, KOMITBIOTEpHAS TEXHUKA,
Bun 3anstuit . I_l MpeayCTaHOBICHHOE MPOTpaMMHOE 00ecTiedeHre, UCTIONb3yeMOoe s
YA Pa3TUYHBIX BHJIOB 3aHATHI
IIpaxkTuueckue 463 . .
p KomnbrorepHslii kinacc Ha OC Linux
3aHATHS U ceMuHapsl |(1)




