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1. llesu u 3212494 AU CIUILIHHBI

N3ydenne ocHOB KHOEpyrpo3 B IPOMBILIUICHHBIX U KOPIIOPATUBHBIX CUCTEMAaX
aBToMaTu3alnuy. M3yuyeHue MeTof0B U MOAXOJ0B K OLIEHKE KHOEpyIrpo3 B MPOMBILUIECHHBIX
Y KOPIIOPAaTUBHBIX CUCTEMAX aBTOMATU3ALNU

Kparkoe conep:xanue 1ucCUNIMHBI

AKTyanpHBIE YTPO3bl HH(OPMAITMOHHOMN 0€30MaCHOCTH MPOMBIIIIEHHBIX KOMITAHUH,
TEKYILE€ COCTOSIHUE U 3BOJIIOLUIO KHOEPYTpO3 KaK OTBETHYIO PEAKIIMIO HA BHEAPEHUE
CpeICTB U Mep MHPOPMALIMOHHOM Oe30macHOCTU. THIIBI COBPEMEHHBIX KHOEPYTpO3 B
IPOMBIIIEHHBIX U KOPIIOPAaTUBHBIX CUCTEMAaX aBTOMATU3AIMH, AKTyaJIbHbIE BEKTOPHI aTak
Ha npombinieHHbie ceth ACY TII; cpenctBa u Mepbl HHPOPMAIMOHHOM O€30MaCHOCTH,
IpUMEHSIEMbIE B IPOMBIIIJIEHHBIX U KOPIIOPATUBHBIX CUCTEMaX aBTOMATU3ALINH.
Nnentudukaius 1 MoaenpoBaHue KaHaJIOB BO3MOXKHOI'O IECTPYKTUBHOTO
UH(OPMALIMOHHO-TEXHUYECKOTO BO3IEUCTBUS B IPOMBIILIEHHBIX U KOPIIOPATUBHBIX
CUCTEMaXxX aBTOMAaTU3aluu. AHaIU3 U OLIEHKAa PUCKOB MH(OPMAIIMOHHON 6€30MacHOCTH B
IIPOMBIIIJICHHBIX U KOPIIOPAaTUBHBIX CUCTEMAaX aBTOMATHU3alui. AHAJIN3 COBPEMEHHBIX
KUOepyrpo3 B MPOMBIIIJICHHBIX M KOPIIOPATUBHBIX CUCTEMAaxX aBTOMaTH3alluH, AKTyaJIbHbIE
BEKTOpHI arak Ha npomsinuieHHble ceth ACY TII. Ouenka ya3BUMOCTEHN 1O OTHOLIEHUIO K
COBPEMEHHBIM KHOEpyrpo3am npomeinuieHHbIx ceteir ACY TII.

2. Komnerenuuu odyuyawmerocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS
AUCUMILTAHBI

[TnarupyeMble pe3yabTaThl OCBOCHUS [TnanupyeMblie pe3yabTaThl
OIT BO (kommieTeHIInN) OOy4eHUs 110 TUCHUTUTHHE

3HaeT: akTyaJbHble YIpO3bl HH(POPMAIIMOHHOMN
0€30MaCHOCTH MPOMBIIIJICHHBIX KOMIIAHUH, TEKYyIIIee
COCTOSTHHE H DBOJIIOIIMIO KHOEPYTPO3 KaK OTBETHYIO
[PEaKInio Ha BHEIPCHUE CPE/ICTB U MEP
nHGOPMAITMOHHOM 0€301acHOCTH

'YMeeT: aHaIM3UPOBaTh U OLIEHUBATH PUCKU
MH(pOPMAaMOHHON 0€30MaCHOCTH B MMPOMBIIIUIEHHBIX
Y KOPITOPATUBHBIX CHCTEMaX aBTOMAaTH3aluU

MmeeT MpakTUYeCKUil OMbIT: UACHTU(UKALINT U
MOJIEIIUPOBAHNUS KAHAJIOB BO3MOKHOTO
NIeCTPYKTHBHOTO HH(POPMAIIHOHHO-TEXHHYECKOTO
BO3/ICHCTBHS B IPOMBIIIICHHBIX H KOPIIOPATUBHBIX
CHCTEMax aBTOMAaTH3allUH

ITIK-1 CriocobGeH MoieTupoBaTh 3alluIleHHbIE
ABTOMATU3HUPOBAHHBIC CUCTCMBI C LICJIBIO aHAJIN3a UX
ySI3BUMOCTEHN U 3PHEKTHBHOCTH CPEJICTB U
CHoco00B 3aIUTHl HHPOPMAITUH

3HaeT: TUIIbl COBPEMEHHBIX KHOEpyrpo3 B
MPOMBILUIEHHBIX U KOPIIOPAaTUBHBIX CUCTEMAX
ABTOMaTHU3alllM, aKTyaJIbHbIE BEKTOPHI aTaK Ha
npomsbinuieHHble cetu ACY TII; cpenctBa 1 Mepsl
UH(QOPMAILMOHHON 6€30I1aCHOCTH, IPUMEHSIEMBIC B
[POMBILUIEHHBIX U KOPIIOPaTUBHBIX CUCTEMAX
aBTOMaTH3aL1H

'YMeeT: POBOUTh aHAJUTUKY COBPEMEHHBIX
KHOEepyIrpo3 B IPOMBIIIIEHHBIX U KOPIOPaTUBHBIX
CHUCTEMax aBTOMAaTU3allMH, aKTyaJIbHbIE BEKTOPBI
aTak Ha npombliiieHHble ceTu ACY TII

lMeeT MpakTUYEeCKUM ONBIT: OLIEHKH YSI3BUMOCTEN

[TK-3 Crnioco0GeH BBITIOTHATH PaOOTHI IO
MOHUTOPUHTY U ayIUTy 3alUIIEHHOCTH
nH(pOpMaIMK B aBTOMAaTU3UPOBAHHBIX CHCTEMaX




M0 OTHOIIIEHHUIO K COBPEMEHHBIM KHOEpyrpo3am
npombinuieHHbIX ceteit ACY TII

3. Mecro nucuuninubl B ctpykrype OII BO

[lepedens mpeAnIeCTBYIOMUX TUCIIATUIHH,
BUJIOB paboT yueOHOro MiaHa

[TepeueHb MOCIEMYIONIMX AUCITATLINH,
BUJIOB paboT

1.0.05

1.©.07
1.0.09

TCXHOJI

Her 1.0.06

1.0.10

Koaunposanue nndopmanuu B

ABTOMATU3HWPOBAHHBIX CUCTEMAX YIIPABJICHUS,

3ammuTa EKTPOHHOTO JOKYMEHTO000poTa,
KubepOe3onacHOCTh HHTEIIEKTYaIbHBIX

ABTOMATH3UPOBAHHLIX CUCTEM YIIPABJIICHUSA

OTUYECKUMU MPOLIECCaMU,
MouuTopuHT HHPOPMAITMOHHOM

0€30MacCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM
yIpaBICHHUS,

MaremaTtnueckoe MOAETUPOBaHUE

MH()OPMAMOHHBIX TIOTOKOB M CHCTEM 3aIINTHI
UH(OpMAITIH

Tpe6OBaHI/I$I K «BXOIHBIM» 3HAHUAM, YMCHUAM, HABbIKAM CTYIACHTA, HGO6XOI[I/IMI)IM
IIp1 OCBOCHHUHU I[aHHOI\/JI JAUCHUITIINHBI 1 HpI/IO6peTeHHLIM B PC3YyJIbTAaTC OCBOCHUA

MPEAIECTBYOINUX TUCITUTIINH:
Her

4. O0béM 1 BUABI y4eOHOI padoThI

OO0uas TpyA0€eMKOCTh JUCHUILIMHBI cocTaBisieT 3 3.e., 108 4., 54,25 4.

KOHTaKTHOU paboThI

Pacrnipenenenue mo cemectpam
N Bcero B Jacax
Brn yueonoi padoret 4acoB Homep cemectpa
9
OO6mas Tpya0€MKOCTh AUCIIUTLITMHBI 108 108
Ayoumopmvie 3aHAmMUA: 48 48
Jlexumu (JI) 32 32
[IpakTueckue 3aHATUS, CEMUHAPHI U (WJIN) IPYTHE BUIIbI
ayuTOpHbIX 3aHsaTHi (I13) 16 16
JlaGoparopHsie paboTsI (JIP) 0 0
Camocmosmenvuas paboma (CPC) 53,75 53,75
C IPUMEHEHHUEM JIMCTAHIIMOHHBIX 00pa30BaTeIbHBIX 0
TEXHOJIOTHIA
baza 3nanmit 25 25
PykoBozcTBO 28,75 28.75
KoHCynbranuu v npoMeKyTouHasi aTTeCcTalus 6,25 6,25
Bua konTposs (3adet, qud.3a4ueT, IK3aMeH ) - 3a4eT

5. ConeprkaHue TUCHMIIIIMHBI




OO0beM ayTUTOPHBIX 3aHATUN
paizgena HaumenoBanue pa3aenoB AUCUMIIIMHBI 110 BUaM B 9acax
Bcero J | 113 | JIP
1 OcHOBHBIE TIOHATHS U orpeaeneHus. Kubepyrpossl B 24 61 3 0
[TPOMBIIIVIEHHBIX 1 KOPIIOPATUBHBIX CUCTEMAX aBTOMATHU3AL[UU
) Onenka KuOepyrpo3 B IPOMBIIIJIEHHBIX U KOPITOPATUBHBIX 24 16 3 0
CHCTEMax aBTOMAaTU3aIM1
5.1. JIleknun
Ne Ne Koa-
HaumeHnoBaHMe niM KpaTKoe coepKaHUE JIEKIIMOHHOTO 3aHATUS BO
NeKIuu[pasaena
4acoB
AKTyaJIbHbI€ YIpO3bl HH()OPMAIIMOHHON 0€30MaCHOCTH MPOMBIIIIICHHBIX
1 1  |komMmaHui, TeKyIee COCTOSHUE U SBOJIIOLUI0 KHOEPYTPO3 KaK OTBETHYIO peakiuo | 6
Ha BHEJIPEHHUE CPEJCTB U Mep MHGOPMAIIMOHHOM 06€30MacHOCTH
Tunbl COBpeMEHHBIX KHOEPYTPO3 B MIPOMBIIIEHHBIX U KOPIIOPATUBHBIX CHCTEMAX
) | [ABTOMATH3ALMH, AKTYaJIbHBIC BEKTOPBI aTak Ha MPOMBILIIEHHDIE CETH ACY TIJ; 6
CpencTBa U Mepbl HHGOPMAIIMOHHON 6€30MacHOCTH, MPUMEHSIEMBIC B
MIPOMBIIIIEHHBIX ¥ KOPIOPATUBHBIX CUCTEMAX aBTOMATHU3AIUU
VneHTudukanys 1 MOJIeIMPOBaHNE KaHAIOB BO3MOXKHOTO JIECTPYKTUBHOI'O
5 1 [uHpOPMAIIMOHHO-TEXHUYECKOTO BO3ACHCTBUS B MPOMBIIIUICHHBIX U 4
KOPIIOPaTUBHBIX CUCTEMAX aBTOMAaTU3AlINU
3 ) AHaJ3 ¥ OlIEHKa PUCKOB MH(POPMAIIMOHHOM 0€30MacHOCTH B POMBIIIIEHHBIX U 4
KOPIIOPAaTUBHBIX CUCTEMaxX aBTOMAaTH3alluU
AHaJ13 COBPEMEHHBIX KHOEPYTpO3 B IPOMBIIIJIEHHBIX U KOPIIOPATUBHBIX
4 2 |cucTemax aBTOMAaTHU3alUH, aKTyaJIbHbIE BEKTOPBI aTaK HA POMBILIUICHHBIE CETH 6
ACY TII
6 5 OreHKa yA3BUMOCTEH 10 OTHOIIEHHUIO K COBPEMEHHBIM KHOEpyTrpo3aM 6
npoMbinuIeHHBIX ceTeil ACY TII
5.2. llpakTHyeckue 3aHATHS, CEMHUHAPDbI
Ne Ne Kox-
HanmeHnoBaHMe Uin KpaTKkoe coAepKaHue MPAaKTUYECKOT0 3aHATHsI, CEMUHapa BO
3aHATHApa3eNa)
4acoB
VneHTudukanys KaHaJIoB BO3MOXKHOTO JIECTPYKTUBHOTO MH(OPMALIMOHHO-
1 I  |[TeXHUYECKOro BO3JACHCTBHS B MPOMBIILUICHHBIX U KOPIOPATUBHBIX CUCTEMAX 4
aBTOMaTHU3alNH
MopenupoBaHue KaHaJI0B BO3MOKHOTO J1I€CTPYKTUBHOTO HH(OPMAIIMOHHO-
2 l  [TeXHHMYECKOro BO3/AEMCTBUS B IPOMBIIUICHHBIX U KOPIIOPATUBHBIX CHCTEMAX 4
ABTOMAaTHU3AIHI
3 ’ O1eHKa ys3BUMOCTEH 10 OTHOLIEHHUIO K COBPEMEHHBIM KHOepyrpo3aM 4
npombinuieHHbIX cetedl ACY TIIT
4 ) AHaJIN3 COBPEMEHHBIX KHOEPYTPO3 B MIPOMBIIIJICHHBIX M KOPIOPATUBHBIX 4
CUCTEMax aBTOMAaTH3aLlNH,

5.3. JIaboparopHbie padoThI

He npenycmorpensl

5.4. CamocrosiTesqibHasi padoTa CTyIeHTa




Brimonuenune CPC

Kon-
C /
Tomsix CPC IHCOK JINTEPATyphI (C YKa3aHUEM pa3/iesioB, INIaB, CTPaHMLL) Cemectp| Bo
CCBIJIKa Ha pecypce
4acoB
basa 3Hanunii ATT&CK ICS nns XapakTepHUCTUKH U ONIUCAHUS
ba3za 3HaHMI1 [IOBEJICHU 3JI0YMBIIIJICHHUKA [TOCIIE KOMIIPOMETALIUU 9 25
https://collaborate.mitre.org/attackics/index.php/All_Techniques
PykoBoactBo ATT&CK ICS mjist XapaKTEpUCTUKHU U OTTUCAHUS
PykoBOICTBO KHOEpyTrpo3 B MPOMBIIIIEHHBIX U KOPIIOPATUBHBIX CUCTEMAX 9 28,75

ABTOMAaTHU3allu

6. @oH1 OLIEHOYHBIX CPEICTB AJIA MPOBEACHUS TEKYIIero KOHTPOJIA yCIIeBaeMOCTH,
NMPOMEKYTOYHOM aTTeCTalluu

KonTpons kauecTBa 0CBOCHUS 00pa30BaTEILHOMN MPOrPaMMbl OCYIIECTBIISCTCS B
cootBeTcTBHH ¢ [TonokeHreM 0 OaTbHO-PEUTUHTOBON CHCTEME OTICHUBAHUS PE3YIbTATOB
y4eOHOM IeSITEILHOCTH 00yYarOIIUXCSl.

6.1. KouTpoabusie meponpusitusa (KM)

Vun-
Hazsanue ThIBA
Ne [ Ce- Bun Makc.
KMImeernl konTmoms KOHTPOJILHOTO Bec SaILL [Topsiaox HauncaeHUs 6aTOB -
p p MEPOTIPHUATHS ercs
B I[TA
VizieHTudHKamms u [Ipu orleHMBaHUY PE3yIBTATOB yUEOHOM
MOLETHPOBAHHE e TENBHOCTH 00YYaroIIerocs Mo
KAHATOR B(I))3MO)KHOI‘O MACHIUTIIIMHE UCTIONIb3YyeTCsl 0alIbHO-
1eCTPYKTHBHOTO PEUTHHIOBasE CUCTEMA OICHUBAHUS
4 €3yJIbTAaTOB Y4eOHOH AeSITEILHOCTH
UH(POPMAITTOHHO
1 9 Texymmit Texf{) HHeCKODO 11 40 oOyyaroruxcs (yTBEp>KIeHa MPUKA30M Lauer
KOHTPOJIb BOMICHCTBHS B pekropa ot 24.05.2019 . Ne 179).
DOMEILILICHHLLX 1 [Tokazatenu ouenuBanus. [lpu ycnoBun
E SO — KOPPEKTHOTO ¥ TIOJTHOTO 3aIMOJTHEHUS
pcn (E)TeMax 3amanus o0ydaroriemy Hauucisercs 40
0ayu10B. MaKkcHMaJIbHOE KOJIUYECTBO
aBTOMAaTH3allNHU
6amnoB - 40. Becooii ko durment - 1.
AHAIS [Ipu orleHMBaHUH PE3YIBTATOB YUEOHOM
COBDEMEHHELX nesaTeTbHOCTH 00yYaroIIerocs mo
. 6% 003 B TUCITUIIIMHE UCTIONb3YeTCs OaIbHO-
I OMHIQ;GI; HEIX 1 PEUTHUHTOBAsI CUCTEMa OlCHUBAHUS
E OpTIOPATHBHbIX PE3yIBTaTOB YUEOHOM NeSTEIbHOCTH
Texymni oOyyaromuxcs (yTBEpKIeHa MPUKA30M
2 9 cucTemMax 1| 40 3a4ueT
KOHTPOJIb ABTOMATH3ALIH pektopa oT 24.05.2019 . Ne 179). Ilpu
AKTVAIEHLLC BeKTO’ o YCIIOBUH KOPPEKTHOTO U MOJTHOTO
y ATAK 1L P 3aroJIHEHUS 3a7aHusl 00ydJaromeMy
DOMBIILICHHELE CETH Hauncisgercs 40 0amnoB. MakcuMaiabHOE
p ACY TII konuecTBO 0annos - 40. Becosoi
ko3¢ durmeHt - 1.
[Ipu olieHMBaHUU PE3YyIBTATOB yUeOHOM
[Tpome- NesATeTbHOCTH 00yYJaroIIerocs mo
31 9 | xyrouHas 3auer - | 40 |gucuMnIMHe UCIONIb3yeTCs OaIbHO- 3a4eT
arTecTaus PEHUTHUHTOBAs CHCTEMa OICHUBAHMS
pE3yIBTATOB YICOHOM NESTEIILHOCTH




oOyyaroruxcs (yTBEpKIeHa MPUKA30M
pekropa ot 24.05.2019 . Ne 179).
[Toka3arenu oneHuBanus. 50 6amIoB —
OTBET Ha BOMPOC COMEPIKUT JIOTHUHOE,
10 CJIEI0OBATEILHOE H3JI0KEHHE
MaTeprayia ¢ COOTBETCTBYIOIIIMMH
BbIBOAaMU U OGOCHOB&HHBIMI/I
rnojokeHnsaMu; 30 0aJIOB — OTBET
COIIep)KI/IT B [ICJIOM FpaMOTHO
W3JI0)KEHHYIO TEOPETHUECKYIO TJIaBy,
OJIHAKO C HE BIIOJIHE 000CHOBAHHBIMU
BBIBOIaMH; 10 O6aym — oTBET Oazupyercs
Ha MPaKTUYECKOM MaTepuaie, HO UMeeT
[MOBEPXHOCTHBIN aHAIU3,
MPOCMaTPHUBACTCS
HEIIOCJICI0BATEIIbHOCTD U3JI0KEHHUS
MaTepI/IaJIa, HpGI[CTaBJICHBI
HeoOOCHOBaHHEIE BEIBOALI; 0 OaIOB -
OTBCT OTCYTCTByeT.

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEeHMBAHUSA

Bun npomexyTouHOR

[Iponenypa npoBeneHus Kpurepun onienuBanus
aTTeCcTaluu POHEAYpa HpOBEA pHaTep I
3auteHo: PeiTHHT 00y4aromerocs 3a MEpONpusTHE
o . B cooTBeTcTBUM C mII.
3a4yer 6onbire win paseH 60 %. He 3auteno: Pelitunr

oOyuarorierocs 3a Meponpustrue MeHbIe 60 %

2.5, 2.6 IlonoxxeHns

6.3. Ilacioprt ¢goHIa OLIEHOYHBIX CPEACTB

KomrmereHmn

Pesynbrarsl 00yueHus

[1K-1

3HAeT: aKTyallbHbIC YTPO3bl HH(OPMAITMOHHON 0€30MaCHOCTH MTPOMBIIUICHHBIX
KOMIIAHHUH, TEKYIIIee COCTOSHUE U 3BOJIIOLIUIO KHOEPYTPO3 KaK OTBETHYIO PEAKIUIO Ha
BHEJPEHUE CPEJICTB B Mep HHPOPMAIIMOHHOW 0€301TaCHOCTH

+

[1K-1

YMeeT: aHaIM3UpOBaTh U OLIEHUBATH PUCKU MH(OPMAIIMOHHOH 0€301MacHOCTH B
[TPOMBIIUIEHHBIX ¥ KOPIIOPATUBHBIX CUCTEMAX aBTOMATHU3ALUU

[1K-1

Nmeet HpaKTI/I‘IeCKI/Iﬁ OIIBIT: I/I)IeHTI/ICbI/IKaHI/II/I U MOACTIUPOBAHHNA KaHAJIOB
BO3MOKHOTI'O ICCTPYKTHBHOT'O I/IH(pOpMaLII/IOHHO-TCXHI/I"IeCKOF (&) BO3HCﬁCTBHﬂ B
IIPOMBIIIIJICHHBIX W KOPIIOPATHBHBIX CUCTEMAX aBTOMAaTU3aIlun

[1K-3

3HAET: TUIIBI COBPEMEHHBIX KHOEPYTPO3 B MPOMBIIIJIEHHBIX ¥ KOPIIOPATUBHBIX
CHUCTEMAaX aBTOMAaTHU3allMH, aKTyaJIbHbIE BEKTOPHI aTaKk Ha IPOMBILUIEHHbBIE ceTH ACY
TII; cpencTBa u Mepbl UHPOPMAIIMOHHOM 0€30aCHOCTH, IPUMEHSIEMBIE B
[IPOMBIIUICHHBIX Y KOPIIOPATUBHBIX CUCTEMAX aBTOMATHU3ALUU

[1K-3

YMeeT: MpOBOAUTH aHAJTUTHKY COBPEMEHHBIX KUOEpyTpo3 B MPOMBIIIIIEHHBIX U
KOPIIOPaTUBHBIX CUCTEMAX aBTOMATH3alllU, aKTyaIbHbIE BEKTOPHI aTak Ha
npombinuieHHbie ceti ACY TII

[1K-3

VMeeT npakTUYeCKU OTBIT: OLEHKU YSI3BUMOCTEH 110 OTHOILIEHUIO K COBPEMEHHBIM
krOepyrpo3am npombiiuieHHbIX ceteit ACY TII

TumnoBbie KOHTPOJIBHBIC 3aJaHUS 110 KaXKAOMY MCPOIIPUATHIO HAXOIATCA B
IMPUIIOKCHUAX.

7. YueOHO-MeTOoAMYeCKOe 1 MH(OPMAILIMOHHOE 00ecredeHUue TUCHMILIMHBI




ITeyaTHas ydyeOHO-MeTOMUYECKAS JOKYMEHTALMS
@) OCHOBHAsL IUMepamypa:

He npenycmorpena

0) dononHumenvHas iumepamypa:

He npenycmorpena

8) omeuecmeenHuvle U 3apy0edCHble JHCYPHANLL NO OUCYUNTUHE, UMerowuecs 8 bubauomexe:
He npenycmorpenst

2) MemoouuecKue yKazaHus 0 Cmy0eHmos8 no 0C80EHUIO OUCYUNTUHDL.
PykoBonctBo ATT&CK ICS n1st XapakTepUCTUKH U ONIHUCAHUS
KHOEpyrpo3 B MPOMBIIIJIEHHBIX U KOPIOPATUBHBIX CUCTEMAX aBTOMAaTU3AIINU

1.

U3 HUX: Y4eOHO-Memoouyeckoe obecneyerue camocmosmenbHol pabomsl CmyoeHma:
PykoBoactBo ATT&CK ICS m1s1 XapakTe€pUCTUKH U ONTHCAHUS
KHOEpyTrpo3 B MPOMBIIIUICHHBIX U KOPIIOPATUBHBIX CHCTEMaX aBTOMAaTH3aIluy

l.

BHCKTPOHHaH yqeﬁno-MeTonnquKaﬂ HOKYMECHTaAIlUA

HanmenoBanue
Ne Brn peeypea s bubnuorpagpuueckoe onrcanue
JIUTEpaTypbl AIIEKTPOHHOMN
dopme
Jluorenec, FO. Kubepbe3omnacHOCTh. cTparerus arak 1 000pOHBI /
DJIEKTPOHHO- oo .
- 1O. lnorenec, D. O3kaiis ; mepeBoj ¢ aHMcKoro 1. A.
1 OcHoBHas clCTeMa benukoa. — Mocksa : /IMK Ilpecc, 2020. — 326 ¢. — ISBN
muTeparypa 978-5-97060-709-1. — Texkct : anekTpoHHbIH // JIaHb :
W3/1aTeNILCTBA
Mame DIIEKTPOHHO-OUOIMOTEYHAS CUCTEMA.
https://e.lanbook.com/book/131717
DIEKTPOHHO- benoyc, A. 1. Kubepopyxue u kubepode3omacHocTh. O CIOKHBIX
ononHuTebHAS O6ubnuoreyHass  [Bemiax mpocTsiMU ciaoBamu / A. U. benoyc, B. A. Cononyxa. —
2 TeDpaTYDA cucreMa Bonorna : Undpa-Unmxkenepust, 2020. — 692 ¢. — ISBN 978-5-
patyp W3/1aTeJIbCTBA 9729-0486-0. — TekcT : 31eKTpOoHHBIN // JIaHb : AIIEKTPOHHO-
Jlanb oubnuoreyHas cucrema. https://e.lanbook.com/book/148383
benoyc, A. 1. OcHoBel kubepOe3onacHocTr. CTaHIapPTHI,
DJIEKTPOHHO- .
SuGmoteunas  [(CTUETIN, METO/IbI 1 CPESICTBa o0ecrevueHus : YHIMKIONeans /
3 OcHoBHas cHCTeMa A. U. benoyc, B. A. Conomyxa. — Mocksa : TexHocdepa, 2021.
uTeparypa — 482 c. — ISBN 978-5-94836-612-8. — TekcT : 31€KTpOHHBIN
U371aTeIbCTBA
Mo // JIaHb : 3JI€KTPOHHO-OMOINOTEYHAs CHCTEMA.
https://e.lanbook.com/book/181222
benoyc, A. 1. Kubep6e3omacHOCTh 00bEKTOB TOTUTHBHO-
DIEKTPOHHO-
HHEPreTHYECKOTo KoMITIeKca. KoHmenum, MeToabl U CpeicTBa
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[TepeyeHb UCMOIB3YEMOrO MPOrPAMMHOTO OOECTICUEHHUS:




Microsoft-Windows(6eccpodHo)
Microsoft-Office(6eccpouno)

Python Software Foundation-Python (6eccpouHo)
-Python(6eccpouno)
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[lepeueHp HCTONB3yEMBIX MTPOPECCUOHATBHBIX 0a3 TaHHBIX U HHPOPMALIMOHHBIX
CIIPABOYHBIX CUCTEM:

1. OOO "T'apantYpanCepsuc"-I'apant(31.12.2020)
8. MarepuajibHO-TeXHHYECKOe o0ecredeHne T1CIUTTHHbI
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