FOJ)KHO-YPAJIBCKHUI T'OCYJIAPCTBEHHBIA YHUBEPCUTET

YTBEPX/IAIO:

JIBHOCTH

mens: sokolovan
02.07.2024

A. H. CokosioB

PABOYAS ITPOI'PAMMA

aucuuuinHbl OJ1.02 MounuTopuHT HHGOPMAITMOHHOM 0€30MaCHOCTH U aKTUBHBINA MOMCK

Kubepyrpos

g cnenuaabHoctu 10.05.03 MndopmanmonHas 6€30MacHOCTh aBTOMaTU3UPOBAHHBIX

CUCTEM
ypoBeHb CrieniaauTeT
dpopma o0OyueHust ouHas

kadenpa-pa3padoruuk 3ammra nHGopMauu

PaGouas nporpamma coctasiena B coorBeTctBuu ¢ @PI'OC BO no HanpaBieHUIo
noxaroroBku 10.05.03 MapopManmonHas 6€301acHOCTh aBTOMAaTU3UPOBAHHBIX CHCTEM,
YTBEPKAEHHBIM TpuKkazoM MuHoOpHayku oT 26.11.2020 Ne 1457

3aB.xadenpoii pazpaboTynka,

K.T€XH.H., JIOII.

Pazpabotuuk nmporpamMmel,

CTaplLIMy IPENOIaBaTellb

|

TIDI1, xparTes B chetene
mooGopora

1OYpry

CBEJIEHUSI O BIIAJIEJIBLIE TT9TT

o8 A. H.

=z
552

lovan
02.07.2024

0 yHiBepeHTeT

YenssOMHCK

A. H. CokomnosB

H. C. Autacos



1. llesu u 3212494 AU CIUILIHHBI

[enpro n3yueHus: AUCIUTUTHHBI « MOHUTOPUHT MH(HOPMAITMOHHOM 0€30MMaCHOCTH U
AKTUBHBIN MMOMCK KNOEPYTpo3» SABISAETCS TEOpPETUUYECKasi U MPaKTUYeCcKasi MOArOTOBKA
CHELHUATUCTOB B 00JIACTH pearupoBaHusl HA MHUMJAEHTH HHPOPMAMOHHOW O0€30MaCHOCTH.
B paMkax ocBOeHUSsI JUCUUIUIMHBI CTYACHTBI 3HAKOMSTCS C TAKTUKOM, TEXHUKAMH U
IpoLESypaMH aTak, a TakKe cnoco0aMu MPOTUBOCTOSTHUSA M. Ha mpakTU4YeCKUX 3aHITHIIX
CTYZEHTBI COPMUPYIOT HABBIKM OOHAPYKEHUS U PACCIIECIOBaHUS aTak. 3aaadu
JUCUUIUIMHBL: - TUTAHUPOBAHKE U OpraHU3allMsl MOHUTOPUHIa 0€301aCHOCTH B KOMITAHHH;
- HCTIOJIb30BAaHUE PA3TMYHBIX HCTOUHUKOB aHAJTUTUYECKUX JAHHBIX 00 yrpo3ax JiJis
oOHapy>KeHUsI HOBBIX MTPOJBUHYTHIX YTPO3; - OOHAPYKEHHE U PACCIIeIOBAaHUE
BPEIOHOCHOM aKTUBHOCTHU B HH(PpacTpykTypax Ha 6aze Windows u Linux ¢ yyetom
UCIIOJIb30BAHHBIX 3JI0YMBIITUICHHUKAMU METOJIOB; - CO3/IaHNe HHMPACTPYKTYPHI IS
AKTUBHOI'O ITIOMCKA YTPO3 HA OCHOBE PELIEHUS C OTKPBITBIM UCXOJAHBIM KOJIOM.

Kparkoe cogepkanue TUCHUIIIIMHBI

ApxuTekrtypa, npouecchl 1 HHCTpyMeHThl SOC. AHaIUTUKA yIpo3, AKTUBHBIN MOUCK
KUOepyrpo3. ApXUTeKTypa 6€30MacHOCTH CETH, IPOTpaMMHBIE U alllapaTHbIe CPEICTBA
oOecrieueHus: 6€30MacHOCTH ceTU. TUIOBbIE ceTeBble aTaku. MeTo1bl MOHUTOPHUHTA CETH.
ApxutexTypa u cpeacTa 6e3omacHoctr Windows. TakTuKH, HHCTPYMEHTHI U T1aTHOPMBI
I TOCTAKCIUTyatauu B Windows, METO/IbI IETEKTUPOBAHS U MPOTUBOICHUCTBUS.
ApxuTtekTypa u cpeacTBa 6e3omacHoct Linux.

2. Komnerenuuu ody4awmerocsi, GopmupyemMbie B pe3yJbTare 0CBOCHMSI
AUCIHUANIMHBI

[TnanupyemMplie pe3yabTaThl OCBOSHUS [Tnanupyemblie pe3yabTaThl
OII BO (xoMrmieTeHIIin) O0y4eHUs 110 TUCIUTUTHHE

3HAeT: OpraHU3alMOHHYI0 CTPYKTYpY U
(GYHKIMOHAIBHYIO YaCTh aBTOMAaTU3MPOBAHHBIX
CHUCTEM; METO/IbI U CPEJICTBA peaIn3allun
yIQJIEHHBIX CETEBBIX aTak Ha aBTOMaTHU3UPOBAaHHbBIE
CUCTEMBI

'YMeeT: OCyIIeCTBIATh YIPAaBICHNE U
aIMUHUCTPUPOBAHUE 3AIIMUIIEHHBIX
ABTOMAaTU3MPOBAaHHBIX CUCTEM; pa3padaThiBaTh U
QHAJIM3UPOBATh IPOCKTHBIE PELIECHUS 110
o0ecrevyeHnto 6e30acHOCTH aBTOMAaTU3HPOBAHHbBIX
CUCTEM

MMeeT npakTU4eCKUil OMBIT: pa3pabOTKU MOTUTHK
WHGOPMAITMOHHON 0€301acHOCTH
ABTOMAaTU3UPOBAHHBIX CUCTEM

OIIK-13 CriocoOeH opraHi30BbBIBaTh M MPOBOIUTH
JIMarHOCTUKY ¥ TECTUPOBAHUE CUCTEM 3aIUThHI
uHGOpMAIIMN aBTOMAaTU3UPOBAHHBIX CUCTEM,
MIPOBOJUTH aHAIHU3 YSI3BUMOCTEHN CHUCTEM 3alUTHI
nH(bOpMAIIN aBTOMAaTU3UPOBAHHBIX CUCTEM

OIIK-15 CnocobeH ocymiecTBiIsATh
aIMUHUCTPUPOBAHUE U KOHTPOJIb
(YHKIIMOHUPOBAHUS CPEJCTB U CUCTEM 3alUThI
uHGOpPMAIUN aBTOMAaTU3UPOBAHHBIX CUCTEM,
MHCTPYMEHTAIbHBIA MOHUTOPHHT 3alIUIIEHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM

3HaeT: METOJIbl MOHHUTOPUHTA HH()OPMAITMOHHON
0€30MaCHOCTH U CPEJICTBA PeaTU3aIliy yIaJeHHbIX
CETEBBIX aTaK HAa aBTOMAaTU3UPOBAHHBIE CUCTEMBI
'YMeeT: 0CyIEeCTBISATh JUarHOCTUKY 1 MOHUTOPUHT
CHUCTEM 3allUThl aBTOMAaTU3UPOBAHHBIX CUCTEM

3. Mecro nucuuniunbl B ctpykrype OII BO




[Iepeuenb npenmecTBYOMUX JUCUUAIUINH,
BHJIOB pabOT yueOHOTO MIaHa

[Iepeuenb nocnenyOMMUX TUCIUIUINH,
BHJIOB paboT

1.0.37 UndopmannoHnHas 6€301acHOCTb OTKPBITBIX
CUCTEM,

1.0.35 be3zomacHOCTb ceTel ANEKTPOHHBIX
BBIYMCIIUTENbHBIX MAIIIWH,

1.0.36 be3zonacHOCTh OnepalMOHHBIX CUCTEM

1.0.39.02 Dkcmmyaranusi aBTOMaTU3UPOBAHHBIX
CUCTEM B 3alIUIIEHHOM UCIIOIHEHUH,

1.0.48 M3meputenbHas annaparypa KOHTPOJISA
3alIUIEHHOCTH 00BEKTOB HH(POPMATH3AIINY,
1.0.40 KoHTposb 3alIUIIEHHOCTH
AQBTOMAaTU3MPOBaHHBIX CUCTEM,

1.0.42 Ynpapnenue nHGOpMaIMOHHON
6€301aCHOCTBIO

Tpe6OBaHI/I}I K «BXOOHBIM» 3HAHUAM, YMCHUAM, HABBIKAM CTYIACHTA, HCO6XO,Z[I/IMBIM
IIpu OCBOCHUU ,ZIaHHOfI JAUCTUITIINHBI 1 HpI/I06p€T€HHBIM B PC3YJIbTATC OCBOCHUA

MPEAMICCTBYONTUX JUCITUTIIIAH:

Hucuunimnza

TpeboBanus

1.0.37 UudopmarimonHas 6e30mMacHOCTh OTKPBITHIX
cHCTEM

3HAeT: PUCKH MOJICUCTEM 3AIIUTHI HHPOPMAITUH
ABTOMATH3UPOBAHHBIX CHCTEM U
DKCTIEPIMEHTAIBHBIE METO/IbI X OIICHKH ,
NPUHIKITE (OPMUPOBAHMS IOJTUTUKU
WH(POPMAITMOHHON 0€301TaCHOCTH B
ABTOMATH3UPOBAHHBIX CHCTEMAaX YMEeT:
QHAJIM3UPOBATh U OLICHUBATH YTPO3bI
WH()OPMAITMOHHON O€301aCHOCTH
AQBTOMATH3UPOBAHHBIX CHCTEM, Pa3padaThiBaTh
YaCTHBIC TIOJTMTUKUA UHPOPMAITMOHHON
0e30MacCHOCTH aBTOMAaTU3UPOBAaHHBIX cucteM Mmeer
NPaKTUYCCKHIA OIBIT: aHAIN3a HHPOPMAITUOHHOU
UHPPACTPYKTYpPbl aBTOMAaTU3UPOBAHHBIX CHCTEM,
yIpaBJICHUS MPOLIECCaMU 00eCTIIeUeHUS
0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM

1.0.36 be3onacHOCTh ONEepallMOHHBIX CUCTEM

3HaeT: yCTPOMCTBO U MPUHIIMITEI PaOOTHI
OIIEPAIIMOHHBIX CUCTEM, CTPYKTYPY U BOBMOKHOCTH
MOJICICTEM 3aIUThI OTICPAIMOHHBIX CUCTEM
cemericts UNIX u Windows, MeTomsl
AIMUHUCTPUPOBAHUS Y IPUHITUIIBI PAOOTHI
onepanroHHbIX cucteM cemeicTB UNIX u Windows
'YMeeT: NCTIONIb30BaTh CPECTBA YIIPABICHHS
paboTo onepaloHHON cUCTEMBL; (POPMYIUPOBATh
MOJUTHKY 0€30MaCHOCTH OIMEPAIIHOHHBIX CHCTEM
cemeiictB UNIX u Windows, HacTpanBarb
MOJUTHKY 0€30MaCHOCTH OINEPAIIOHHBIX CHCTEM
cemeiictB UNIX u Windows MmeeT npakTudeckuii
OTIBIT: YCTAHOBKHU OTEPAIIMOHHBIX CUCTEM CEMEUCTB
Windows 1 Unix, aIMUHUCTPUPOBAHHS
OTepaIMoHHbIX cucteM cemeiictB Windows u Unix
C y4eToM TpeOOBaHUH MO0 00ECIICYCHHUIO
UH(POPMAITMOHHON 0€30aCHOCTH

1.0.35 be30nacHOCTb CETEH MEKTPOHHBIX
BBIYHCIUTEIIEHBIX MAIIH

3HaeT: MEeToAbl aAMUHUCTPUPOBAHUS
BBIYHCIIUTEIBHBIX CETEH, METOJbI IPOEKTUPOBAHHUSA
BBIYMCIIUTEIIBHBIX CETEW YMEET: aAMUHUCTPUPOBATh
BBIYMCIIUTEIILHBIE CETH; PEATU30BbIBATh IIOJUTUKY
0€3011aCHOCTH BBIYHCIIUTEIBHOM CETH,

IMPOCKTUPOBATH BEIYUCIIMTCIBHBIC CCTH HNmeer




HpaKTI/I‘{eCKI/Iﬁ OIIBIT: AIMUHUCTPUPOBAHUSA
JTOKaJIBHBIX BBIYMCIUTENBHBIX CETEH C y4eTOM
TpeOoBaHuii 10 obecreueHuto HH(PpOpPMaAIIIOHHOH
0€301MacHOCTH, KCILTyaTalluy JIOKATbHBIX
BEIUHMCIIMTEIBLHBIX CETEH

4. O0béM 1 BUABI YUeOHOI1 padoThI

OO6mas TpyA0€MKOCTh JUCHUILUIMHBI COCTABISET 2 3.€., 72 4., 36,25 4. KOHTaKTHOM

paboThI

Pacnpe;[eneHI/Ie Imo ceMeCcTpam

. Bcero B Hacax
Bun yuebnoit paboret 4acoB Howmep cemectpa
7
O6mast Tpy10EMKOCTh AUCITUTUIMHBI 72 72
AyoumopHvie 3auamusi: 32 32
Jlexuuu (JI) 16 16
[IpakTudeckue 3aHATUS, CEMHUHAPHI U (WIIN) IPYTHE BHUIBI
aynuTopHbIX 3aHsaTHi (I13) 16 16
Jlabopatopusie pabotsl (JIP) 0 0
Camocmosmenvuas paboma (CPC) 35,75 35,75
CamocrosrenbHas IpopaboTKa JEKIIMOHHOTO U 20 20
[MPaKTUYECKOTO MaTepuana
CamocrosTenbHast paboTa ¢ MpeaoCTaBICHHBIMU
MCTOYHUKAMU I/IH(I)Opl\/II)aI_II/II/I e 15,75 15.75
KoHCynbranum v npoMeKyTouHasi aTTecTalus 4,25 4,25
Bua konTposs (3adet, qud.3a4ueT, IK3aMeH ) - 3a4eT

5. ConeprkaHue TUCHMIIIIMHBI

O06beM ayaIUTOPHBIX 3aHATHH 0 BHIaM
pa;ZQena HaumenoBanue pa3aenoB IUCHUIUIMHBI B yacax
Bcero JI 113 JIP
1 OcHOBHBIE KOHLEIIUHN IOCTPOCHUS U 4 ) 0
¢byukumonupoanus SOC
) be3onacHOCTh ceTu U epuMeTpa, MOHUTOPUHT 10 4 6 0
0€30MacCHOCTH CEeTU
3 |ApxutekTtypa u cpeactna 6e3omacHocTH Windows 12 4 8 0
4  |ApxwurekTtypa u cpeactsa 6ezonacHocTr Linux 4 0 0
5.1. Jlekuuu
Ne Ne Koz-
nexuuulpasiena HaumeHnoBaHnue uinm KkpaTkoe coJiepKaHue JIEKIIMOHHOTO 3aHATHUS BO
4acoB
1 1 CoBpeMeHHOE TOJIOKEHHE B 00J1aCTH KHOepyrpo3. 3a1auu U MOJXO0AbI )
OTIEPAIIMOHHOMN 0€30MaCHOCTH. APXUTEKTYpa, Mporecchl 1 UHCTpyMeHThl SOC
2 1  |AHanuTHKa yrpo3, aKTHBHBINA TOUCK KHOEPYTpo3 2
3 2 |ApxurekTypa 0e30MacHOCTH CETH, MPOTrPaMMHBIE M allllapaTHbIE CPECTBA 1




o0OecrieueHuss 0€30MaCHOCTH CETH

4 2 [TumoBble ceTeBbIE aTaKU 2
5 2 [MeToabl MOHUTOPUHTA CETH 1
6 3 |ApxutekTtypa u cpeacta 6e3omacHocTr Windows 2
7 3 TakTUKH, HHCTPYMEHTHI U l'IJ'IaT(bOpMBE JUTSl IOCTAKCIUTYaTanuy B Windows, )
METOIBI ICTEKTUPOBAHS U IPOTHUBOACHCTBHS
8 4 |Apxurektypa u cpeacta 6ezonmacHoctu Linux 2
9 4 Kypnaus! Linux, cpeactsa Mmonutopunra, Auditd 2
5.2. IlpakTHyecKne 3aHATHS, CEMUHAPBI
Ne Ne Koa-
sansTuspasena HanmeHnoBanue win KpaTkoe CoAep:KaHue MPAKTUUECKOTO 3aHATHS, CEMUHApa BO
4acoB
1 1  |Crek Elasticsearch, Logstash, Kibana (ELK). Hactpoiika cpeast ELK 2
2 2 |O6napyxenue araku ARP-poisoning 1
3 2 |Cucrema oOHapyXeHUs BTOp KeHU Bro 2
4 2 |Cucrema oOHapyxeHus BropxeHui Suricata IDS 2
5 2 |[leTeKTUpOBaHHUE aTaK Ha CEPBEP 1
6 3 besomacnocts Windows: mpaBa mons3oBatenei, He3amu(poBaHHbIE TAPOIIU U )
XEIIU B MaMsITH, IPUBWIETHH, aTaku ¢ Kpaxkel TokeHoB, UAC
Aynut 6e3onacHoctrn Windows. KoHduryparus monuTuku aynura.
7 3 [[lepeanpecanms coosrtrii B TELK. Aynut moctyna k o0bekram. OboramieHue 2
naHHBIMU ¢ IoMoITsio Logstash. Tlonck yrpo3 u aHanmu3 ®KypHaJIOB BPYUHYIO
8 3 |ABTOMaTHYECKHIA MOUCK YTPo3 ¢ UcHoib3oBanneMm X-Pack watcher 2
9 3 |Pa3BepThiBaHUE U UCIOIB30BaHHE Sysmon 1
10 3 [Autorun, ananu3 naHHbIX Logstash u mpoBepka noTokoB 1
5.3. JIaboparopHbie padoThI
He npenycmorpenst
5.4. CamocrosiTesibHAasi padoTa CTyIeHTAa
Brimonmaenane CPC
Cnucoxk nureparypsl (¢ yKazaHUEM Kon-
[Tonsun CPC pas3zenoB, Mas, CTpaHull) / ccbuika Ha  |[CemecTp| BO
pecypc JacoB
CamocrosTenpHas mpopadoTKa 7 20
JICKIIMOHHOTO U MPAKTUYECKOTO MaTepuana
CamocTosiTenpHas paboTa ¢
[PEIO0CTABICHHBIMUA HCTOYHUKAMU ¥ 4COHO-MCTONIMCCKHC MATEPHAJIb B 7 15,75
HQOpMALH RIIEKTPOHHOM BUJE - UCTOUHUKHU Ne 1-4

6. (I)OHI[ OLCHOYHBIX CPEACTB AJA NMPOBCACHUA TEKYIIECT0 KOHTPOJA YCIIEBAEMOCTH,

NMPOMEKYTOYHOM aTTeCTallMu

Kontpons xauecTBa ocBoeHUs1 00pa30BaTeIbHON IPOrpaMMBbl OCYIIECTBIISETCS B
cootBercTBHH ¢ [Tonokennem o 6aTbHO-PEUTUHTOBON CUCTEME OIICHUBAHUS PE3YIbTaTOB
y4eOHOH JESITENIbHOCTH 00yYarOIINXCS.




6.1. KouTpoabusie meponpusitusa (KM)

Yuu-
Ha3zBanue ThIBA
No | Ce- Bun Makc.
KMIveernl xomrpoms KOHTPOJIBHOTO Bec St [Topsinok HauucneHus 6aI0B -
p p MEPOTPHUSIITHS ercs
B [IA
3aimuTa oT4eTa Mo NpakTu4eckon padore
OCYIIECTBISIETCS UHINBUAYAIbHO.
CTyaeHTOM MPEA0CTaBISIETCS
odopmiieHHBIH oTueT. O1IeHHBaeTCS
Sammra oTHeTa K CBOEBPEMEHHOCTb MPEOCTABICHUS
MpakTiaeckoii babore 0TYeTa, Ka9YeCTBO O(OPMIICHHUS U OTBETHI
P Nol CTGII() Ha BOIIPOCHI (33a10TCsI 2 BOIIPOCA).
Ela_s ticsearch CBOEBpEMEHHO U MPABUIBHO
1 7 Texyuui Logstash Kiba,na 11 10 odopMIieHHas paboTa MOIyYaeT OLICHKY saucT
KOHTPOJIb ’ . 10 Gamnsos.
(ELK). Hactpoiika
cpes ELK OreHKa CHIDKAETCS: - IPU
o 6Hap KOHIE ATAKI HECBOEBPEMEHHOM cllaue oTuera Ha 1
PYHCHHIC 0aJi1 3a KaXK1y10 HEJIEe0 IPOCPOUKH; Ha
ARP-poisoning"
1 Gann 3a Kax/ablil HETIPaBUIbHBIN
(OTCYTCTBYIOIIMIA) OTBET IPHU 3aLUTE
oTyeTa; Ha 2 Oara, eciu oopMIIeHHE
pabOThl HE COOTBETCTBYET TPEOOBAHUAM
1100 BBITIOJIHEHBI HE BCE 3aJaHUsl.
3amuTa OT4eTa Mo MpakTu4eckon padore
OCYIIECTBIISIETCS. HHANUBUIYAIBHO.
CTyaeHTOM Ipel0CTaBIsIeTCs
odopmiteHHBIH oTUeT. OTICHIBACTCS
Sammra otdeTa K CBOEBPEMEHHOCTH IPEIOCTABIICHUS
Mpaxriaeckoi pabore oT4YeTa, KA9eCTBO OPOPMIICHHUS U OTBETHI
p Nod CI/ICTeE/Ia Ha BOIIPOCHI (3aal0TCsI 2 BOIIPOCa).
~ CBOEBPEMEHHO U MPABWILHO
oOHapyXeHHUs
Texymwmii ogopmiieHHas padoTa Moy4aeT OLEHKY
2 7 BTOpKeHUM Bro 1] 10 3a4eT
KOHTPOJIb P 10 6annoB.
Cucrema
OO HADY KIS OrneHka CHIKaeTcs: - Ipu
BTO )KCIfIZﬁ Suricata HECBOECBPEMEHHOM claue oTdera Ha 1
p IDS" 0aJi1 32 KaXIyI0 HEIeI0 IPOCPOUKH; Ha
1 Gasn 3a KaXKIbpli HEPaBUIIbHBIN
(OTCYTCTBYIOIIMIA) OTBET IPHU 3aIUTE
oTuera; Ha 2 6aia, eciau opopmiieHHe
paboThl HE COOTBETCTBYET TPEOOBaAHUSIM
1100 BBIITOJIHEHBI HE BCE 33IaHUSI.
3amuTa oT4eTa K 3amTa oT4eTa o MpakTU4IecKoi padbore
[IpakTrueckoit pabore OCYUIECTBIISIETCS UHINBUAYAIbHO.
Ne3 "Aynur CTyaeHTOM MpeA0CTaBISIETCS
0€e30MacHOCTH odopmiieHHBIH oTueT. O1leHUBaeTCs
Windows. CBOEBPEMEHHOCTb MPEOCTABICHUS
Texymuii Kondurypanus 0TYyeTa, Ka4YeCTBO O(OPMIICHHUS U OTBETHI
3 7 KOHz onp | TIOTATHKH aynuTa. 1 | 10 |ma Bompoch! (3a1at0TCst 2 BOIPOCa). 3a4eT
p [lepeanpecanus CBOEBpEMEHHO U MPABUIBHO
coowituii B TELK. oopmieHHas paboTa Mmoay4yaeT OLEeHKY
Aynut nocryna K 10 0awIoB.
o0beKTaM. OLieHKa CHIKAETCS: - IPU
Oo6orarenue HECBOEBPEMEHHOM c/ladye oTyera Ha |

JAHHBIMHU C IIOMOIIBIO

0T 33 KaXKIyI0 HEJIGNIO IPOCPOYKH; Ha




Logstash."

1 Gauin 3a KaXKAbIil HENPaBUIIbHBIH
(OTCYTCTBYIOITHI) OTBET MPH 3aITUTE
oryeTa; Ha 2 Oata, eciau oopMIICHHE
[pabOTHI HE COOTBETCTBYET TPEOOBAHUSIM
1100 BBITTOJIHEHBI HE BCE 3aaHUSI.

Texymumii
KOHTPOJIb

3amura oTYeTa K
[TpakTuueckoit padbore
No4 "TTouck yrpo3 u
aHaJIU3 KYpPHAJIOB
Bpy4HY1O"

10

3amuTa oT4eTa Mo MpakTUIecKon padore
OCYIIECTBIISICTCS WHINBUIYaIBHO.
CTyIeHTOM TMPeI0oCTaBISIETCS
odopmieHHBIN oTdeT. OTIeHuBaeTCS
CBOEBPEMEHHOCTH NPEIOCTABICHUS
0T4YeTa, Ka9eCTBO OOPMIICHHUS U OTBETHI
Ha BOIIPOCHI (331at0TCsI 2 BOMPOCA).
CBOEBPEMEHHO U NPABUIIBHO
odopmiieHHas paboTa MoydaeT OlEeHKY
10 6annoB.

OreHKa CHIKAETCS: - TIPU
HECBOCBPEMEHHOM c/1adye oTdyeTa Ha |
0aJiT 32 KaXKIyI0 HEIEe0 IPOCPOYKH; Ha
1 Gasut 3a Ka)blii HETTPABUITbHBIN
(OTCYTCTBYIOIIMIA) OTBET IIPH 3aIIUTE
oTueTa; Ha 2 6aa, eciau opopmiieHHe
pabOThI HE COOTBETCTBYET TPEOOBAHUSIM
OO0 BBIITOJIHEHBI HE BCE 3aJIaHUS.

3a4CT

ITpome-
KyTOUHAas
aTTecTanus

3auer

[IpeniongaBarens popMupyeT OUIIETHI,
KOTOpPBIE COJIeprKaT Mo TPU BONPOCa U3
CIHCKa BOTIPOCOB. Bo Bpems mpoBeneHust
3a4eTa CTYACHT BBITATUBACT CIydalHBIH
OuieT, 3aTeM B ayJUTOPUH MMUCEMEHHO
OTBeYaeT Ha 3 Bompoca B Ouiere,
KOTOPBIE BKJIFOYAIOT TEOPETUIECKHUE U
MPAaKTHYECKHE BOMPOCHI 1O MPOiiIEHHBIM
pa3zienam, IpenoaaBaTellb IPOBEPSET
OTBET, OeceyeT co CTYJICHTOM U
OLIEHUBAET OTBET.

3a KaX/Iplif BOIIPOC CTYJICHT MOXET
MOJyYUTh MaKCUMYyM 3 Oaia.

3 Ganna - CTyAeHT BEpHO U3TI0KHIII OTBET
Ha BONPOC OuseTa, OTBETUI Ha 2
TTOTIOJTHUTEBHBIX BOMPOCHI

2 Oasa - CTyJIeHT BEPHO U3JIOXKIII OTBET
Ha BOIIpPOC OmieTa, OTBETUI Ha |
TTOTIOJTHUTETBHBIN BOTIPOC

1 Gamn - cTyAEHT Aall YaCTUYHBIA OTBET
Ha BONpOC OuseTa JinOo HE OTBETUIT Ha
TTOTIOJTHUTETHHBIE BOTIPOCHI

(0 OanyIoB - CTYACHT HE CMOT OTBETHTH Ha
BOIIPOC B OujeTe

3a4YCT]

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEHUBAHUS

Bun
MIPOMEXKYT

aTTeCcTallun

OUHOM

[Ipouenypa npoBeneHust

Kpurepun
OLICHUBAHHUS

3a4ecT

Ha 3aueTe npoucxonut oreHnBaHne y4eOHON AeSITETHHOCTH
00y4aronuxcs Mo AUCIUITNHE Ha OCHOBE MOJIYYSHHBIX OIICHOK 3a|mi. 2.5, 2.6

B cooTrBeTCcTBUU C




KOHTPOJIbHO-PEUTHUHIOBBIE MEPONIPUATHS TEKYILETO KOHTPOis.  |[lonoxxenust
3auTeHO: peUTHHT 00yUYarOIIETroCs 0 pe3yJibTaTaM PaboThI B
cemectpe Oomnbine wiu paBeH 60 %. He 3auteHo: peiTiHT
oOyuaromierocst meHnee 60 %.

6.3. ITacnopt oHIa OLIEHOYHBIX CPEACTB

Kommnerenuu Pesynbrarel 00yueHus

3HaeT: OpraHu3alMOHHYI0 CTPYKTYPY U (PYHKIIHOHAJIBHYIO YacTb

OIIK-13 ABTOMAaTU3MPOBAHHBIX CUCTEM; METOJIbI M CPEJICTBA Peau3allui yIaJeHHbIX HAHHH
CCTCBAIX aTaK Ha aBTOMaTI/ISI/IpOBaHHBIe CUCTCMBI

'YMeeT: OCYHICCTBIIATH YIIPABJICHUC U AIMUHUCTPUPOBAHNC 3all[UIIICHHBIX

OIIK-13 aBTOMAaTH3MPOBAHHBIX CUCTEM; pa3padarbiBaTh U aHAJIM3UPOBATh IPOCKTHbIE HAHHHH
pelieHus o 00ecneyeHH0 6e301aCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM

lMeeT npakTUYeCKH OMBIT: pa3padOTKU MOJUTHK HH(DOPMAIIMOHHOMN

OIIK-13 HAHAH+H
0€30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM
OIK-15 3HaeT: METOIbl MOHUTOPUHTA UH()OPMAITMOHHON OE30MTaCHOCTHU U CPEJICTBA AL
- T T T T T
peanu3aiyy yIaJeHHbIX CETeBBIX aTaKk Ha aBTOMATH3UPOBAHHBIE CUCTEMBI
OITK-15 YMeeT: 0CyIIeCTBIATh JMArHOCTUKY U MOHUTOPHHT CHCTEM 3alTUTHI IRANE

ABTOMATU3NPOBAHHLIX CUCTCM

TumnoBsie KOHTPOJIBHBIC 3aJaHUS 110 KaAXKAOMY MCPOIIPUATHIO HAXOIATCA B
IMPUIIOKCHUAX.

7. YueOHO-MeTOoAMYEeCKOe 1 MH(OPMAILIMOHHOE O0ecredeHUue TUCHMILIMHBI

ITeyaTHas ydueOHO-MeTOAUYECKAS JOKYMEHTALMS
@) OCHOBHAs TUMepamypa:
He npenycmorpena

0) OononHUMeENbHASL IUMePamypa.:
1. Tanenbaym, O. Komnbiorepnsie cetu [Tekcr] mep. ¢ anmi. 3.
Tanenbaym, J1. Yazeposr. - 5-e u3a. - CII0. u ap.: [Turep, 2015. - 955 c. nn.
2.  Tanenbaym, O. CoBpeMeHHbIE onepauroHHble cucteMsl [Teker] O.
TanenbayM. - 3-e uza. - CI16. u ap.: [Turep, 2010. - 1115 c. un.

8) omeyecmeenHbvle U 3apyOedicHble HCYPHALL N0 OUCYUNIUHE, UMelowuecs 8 bubiuomexe:
He npenycmorpensl

2) MemoouuecKue YKazaHus 0 Cmyo0eHmos8 no 0C80EHUIO OUCYUNTUHDL.

1.  Bbe3omacHOCTh ceTel EeKTPOHHBIX BEIYUCIUTEIbHBIX MauH [ Tekcr :
HEMOCPE/ICTBEHHBIH | : METO/. yKa3aHus i OakanaBpoB HampasieHus "Mubopm.
oe3onacHocth" / C. B. Ckypinaes ; mox pea. A. H. Cokxomnona ; FOx.-Ypai. roc. yH-T,
Kad. 3ammura nadopmanuu ; OVpI'Y

U3 HUX: yuebHO-Memooudeckoe obecnedenue camoCmoamenbHol pabomul cnyoenma:

1.  be3omacHOCTb ceTel MEKTPOHHBIX BBIYNCINUTEIBHBIX MAalIUH [ TeKCT :
HENOCPEJICTBEHHBIH | : METOA. yKa3aHus 11 OakanaBpoB HamnpasieHus "MHbopm.
6e3onacHocts" / C. B. Ckypinaes ; non pea. A. H. Cokonoga ; FOx.-Ypai. roc. yH-T,
Kad. 3ammra undopmanuu ; FOYpl'Y



JJIEKTPOHHAs Y4eOHO-MeTOAMYECKAs TOKYMEeHTAIlUsA

HaumenoBanue
No Bun peeypea s | bubnuorpaduueckoe onrcanue
JTUTEPATYPBI AIIEKTPOHHOH
bopme
eKTPOHHO- Omudep, B. I'. OcHOBBI ceTeil nepenaun JaHHBIX : yaeOHOe
SUGIOTeHAS nocobue / B. I. Omudep, H. A. Onudep. — 2-¢ u3a. — Mocksa
1 OcHoBHas cHCTeMa : UIHTYUT, 2016. — 219 ¢. — Texkcr : anekTpoHHsIi // JIansb :
nuTeparypa IE— DIIEKTPOHHO-OMOMMoTeynas cucrema. — URL:
Mo https://e.lanbook.com/book/100346 (nara oOpateHus:
18.09.2021). — Pexum noctymna: ajis aBTOPU3. MOJIb30BATEIEH.
bonnapes, B. B. Ananu3 3ammuiesHoCTH 1 MOHUTOPUHT
DJIEKTPOHHO- KOMITBIOTEPHBIX ceTel. MeToabl U CpelicTBa | yueOHoe mocooue
OcHOBHAs OoubmuoTeyHast / B. B. bongapeB. — Mocksa : MI'TY um. H.D. baymana, 2017.
2 sreparypa cuctema — 228 c. — ISBN 978-5-7038-4757-2. — Teker :
13/1aTENIbCTBA PIEKTPOHHBIH // JIaHb : 37€KTPOHHO-0MOINOTEUHAs cUcTeMa. —
Jlanb URL.: https://e.lanbook.com/book/103518 (mara obpamienus:
18.09.2021). — Pexum noctymna: ajis aBTOPU3. NOJIb30BATEIEH.
Koz, M. 3amura cereit. [lonxon Ha OcCHOBe aHaM3a
DIEKTPOHHO- nanubix / M. Komnuns ; mepeBon ¢ anmuiickoro A. B.
OCHOBHAs OnOIMOTeYHAS Jlo6poBonbcekast. — Mockaa : JIMK Ilpecc, 2020. — 308 c. —
3 sreparypa cucreMa ISBN 978-5-97060-649-0. — TekcT : 3nmeKTpoHHBIH // JIaHb :
M3/1aTeNbCTBA DIIEKTPOHHO-OuOMMoTeynas cucrema. — URL:
Jlanb https://e.lanbook.com/book/131682 (nara obpamenus:
18.09.2021). — Pexum nocTymna: Ajis aBTOPU3. MOIH30BATEICH.
AunemkuH, A. C. AninapaTHble U IPOrpaMMHBIE CPEACTBa
MOMCKA YSI3BUMOCTEH MPU MOJCIIMPOBAHNHN U SKCILTyaTaI[uN
DIEeKTPOHHO- WHGOPMAITMOHHBIX CUCTEM (0bOecreueHre nHHOPMAIMOHHOM
OnbIMMoTeYHAs Oe3omacHOCTH) : yaeOHoe mocodue / A. C. AncemkuH, C. A.
4 f;feoj;iHTzanaﬂ cHUCTEMa Jlecbko, /1. O. XKykoB. — Mocksa : PTY MUPDA, 2020. — 152
patyp W3/1aTeIIbCTBA c. — TekcT : anexkTpoHHbIH // JIaHb : 2IEKTPOHHO-
Jlann oubnuoreynas cucrema. — URL:

https://e.lanbook.com/book/167600 (mzata oOpameHus:

18.09.2021). — Pexum nocTymna: Ajisg aBTOPHU3. MOIb30BATECH.

[lepedeHb UCTIONB3YEMOIO TPOrPAMMHOTO O0ECIICUEHMS:

1. Microsoft-Windows server(6eccpouHo)
2. Microsoft-Windows(6eccpodHo)
3. -Oracle VM VirtualBox(6eccpouHo)

[Tepedenp ucnonb3yeMbIx MpohecCHOHANBHBIX 0a3 TaHHBIX U MH(DOPMAITMOHHBIX
CIIPABOYHBIX CUCTEM:

Her

8. MarepuajibHO-TeXHHYECKOe o0ecreyeHne 1 CIUITHHbI

Ne OcHOBHOE 000py/IOBaHUE, CTEHIbI, MAKETHI, KOMITBIOTEPHASI TEXHUKA,
Bun 3anstuit ayz_[ IpeIyCTaHOBJIEHHOE IPOrpaMMHOE 0OecIieueHe, UCTIONIb3yeMOe JUIs
Pa3IMIHBIX BUAOB 3aHATHU
[Tpaktuueckue  |913 [[IpoekTop, KOMIBIOTEPHI ¢ onepannonHoi cucreMoir Windows 10, Cpenctso




3aHATUA U CCMUHAPBI

(36)

BupTyanuzamu VIrtualBox. luctpuOyTHBBI CBOOOAHO pacipoCTpaHsIeMbIX
OINIEPALIMOHHBIX CUCTEM U CPEJCTB OE30M1aCHOCTH.




