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1. llesu u 3212494 AU CIUILIHHBI

L{enpro TUCHUIIIIMHEI SBISIETCS: U3yYEHHE TEXHOJIOT U, METOJJOB U CPEJCTB CO3AaHUS
3aIUIIEHHBIX OTKPBITHIX nHPopMarmoHHbix cucteM (MC) . 3agauaMu JUCITUTUTHHBI
ABIIAIOTCS: - IPUBUTHE 00y4a€MbIM OCHOB KYJIBTYpbI OOecriedeHus: THPOPMallMOHHON
oe3onacHoct (UB) B OUC; - hopmupoBanue y 0o0ydaeMbIX TOHUMaHUS OCHOB
noctpoenus 3amuieHubix OUC; - o3nakomiieHne 00ydyaeMbIX ¢ OCHOBHBIMU
ySI3BUMOCTAMH, yrpo3a b u ceTeBbIMU aTakamu, Xa-paKTePHBIMU JJIsI COBPEMEHHBIX
OUC; - obyuenue pazauyHbIM ToxoaaM U Metoaam odecneuenus Ub OUC.

Kparkoe cogepkaHue TUCHMIITIMHBI

2. Komnerenuuu odyuyarwmerocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS

JTUCIUILIHHBI

[TnaaupyemMble pe3yabTaThl OCBOCHUS
OII BO (xomneTeHImn)

[TnanupyemMbie pe3yabTaThl
oOyuenus no aucuurinae (3YHer)

OIIK-7 crtocoOHOCTBIO ONPEIETATh
WH(POPMAITMOHHBIE PECYPCHI, TTOICKAIIHNE 3aIUTE,
yIrpo3bl 6€30MaCHOCTH MH(GOPMAIIMHA U BO3MOXKHBIC

IIyTU UX peajlu3allid Ha OCHOBE aHAJIN3a CTPYKTYpPBI
U collepKaHusI HHPOPMAIIMOHHBIX MPOILIECCOB U
ocoOeHHOCTel (YHKIIMOHUPOBAHUS O0BEKTA
3aIHUTHI

3HaTh:0CHOBHBIC YTPO3bI O€30MMACHOCTH
WHGOPMAITUN U MOJICITH HAPYIITUTEIIS B
WH(OPMAITMOHHBIX (aBTOMATH3UPOBAHHBIX )
cHCTeMax €M M uX 0e30MacHOCTH

YMETh:onpeAensiTh UHHOPMAIMOHHYIO
WHPACTPYKTYPY U HHPOPMAITMOHHBIE PECYPCHI
OpraHu3aIiy, TOAJISKAIINE 3alIUTe; pa3padaThIBaTh
MOJIETT yTPO3 ¥ HapyIIUTeNIe HHPOpMaITMOHHOM
0e301acHOCTH UH(OPMAIIMOHHBIX
(aBTOMaTU3UPOBAHHBIX ) CUCTEM;

BrageTh:HaBbIKAaMH aHaIM3a MHPOPMAIIMOHHOM
UHPPACTPYKTYPbI HH(OPMALIMOHHBIX
(aBTOMaTHU3MPOBAHHBIX) CUCTEM

[TK-4 crtocoOHOCTBIO y4acTBOBATh B padOTax 1o
peanu3anuy MoJIMTUKA WH(HOPMAITMOHHOMN
0€30MMacHOCTH, MPUMEHSITH KOMIUIEKCHBIH MOIXO0/T K
obecnieueHn0 HHPOPMAIIMOHHOM 6€30MacHOCTH
00BEeKTa 3alUThHI

3HATh:IPUHLIUIIB POPMHUPOBAHUS TOJIUTUKH
UH(POPMAIMOHHON 6€30MaCHOCTH B
MH(GOPMAIIMOHHBIX (aBTOMATU3UPOBAHHBIX)
cucTeMax

'YMeTh:pa3pabaThiBaTh YaCTHBIE MOTUTUKU
UH(OPMAITMOHHON 06€301acHOCTH WH(POPMALITMOHHON
0e30macHOCTH HH()OPMAITHOHHBIX
(aBTOMATU3UPOBAHHBIX) CUCTEM

Bianers:

[TK-6 crnocoOHOCTBIO IPUHUMATh yYacTHE B
OpTaHU3aIMH U TIPOBEJICHUN KOHTPOJIBHBIX
MIPOBEPOK paboTOCTIOCOOHOCTH U 3P PEKTUBHOCTH
MPUMEHSIEMBIX IPOTPAMMHBIX, IPOTPAMMHO-
anmapaTHbIX U TEXHUYECKUX CPEIICTB 3aIHUTHI
nHpopmaru

3HATH:METO/BI U CPEACTBA KOHTPOJIS
A PEeKTUBHOCTH MPOTPAMMHO-ANNIAPATHOMN 3aIUThI
UHpOpMAIIH

'YMeETh:

BitaneTs:HaBbIKAMU BBIOOPA B 000CHOBAHHS
KpuTepHeB dPPEKTUBHOCTH (PyHKIIMOHHUPOBAHUS
3alIMIIEHHBIX NH)OPMAIMOHHBIX CHCTEM

OIIK-2 crtocoOHOCTBIO TPUMEHSTD
COOTBETCTBYIOIIMN MAaTeMAaTHYE€CKUI anmapar st
penieHus npodeccuoHanbHBIX 3a1a9

3HATH:ATAIOHHYIO MOJI€]Ib B3AUMOJICCTBHUS
OTKpBITbIX CUCTCEM

'YMeETB:

Bianerts:

ITK-12 cnocoOHOCThIO MPUHUMATH YYaCTHE B
MIPOBEICHUH SKCTIEPUMEHTAIBHBIX UCCIIEIOBAHUN

3HaTL:pI/ICKI/I IIOACHUCTCMBI 3allIMTHI I/IH(l)OpMaI_II/II/I n

OKCIICPUMCHTAJIBHBIC METOABI NX OLICHKU




CUCTEMBI 3alUThI HH(OPMALIUU 'YMeTh:aHaIM3UPOBATh U OLIEHUBATh YTPO3bI
H(GOPMAIIMOHHOM 0e30nacHOCTH 00BEKTa

Bianers:

3. Mecro aucuuniuHbl B crpykrype OII BO

[Tepeuenp npeanIecTBYOMUX JUCIUIUINH, [Tepedens nociaeayOMMX AUCITUIIINH,
BUJIOB paboT y4eOHOro MmiaHa BUJIOB paboT

b.1.23.01 OpranuzanuonHoe odecreyeHue
WH(GOPMAITMOHHOM 0€30MacHOCTH,

b.1.18 OcHoBBI ynpaBieHUs] HHPOPMALIMOHHON
06€30M1aCHOCTHIO

B.1.06 bezonacHOCTh ONEpallMOHHBIX CUCTEM,
B.1.07 be3onacHOCTb ceTeil AEKTPOHHBIX
BbIYUCIINTCIIBHBIX MAIlINH

TpeOGoBaHUs K «BXOAHBIMY 3HAHUSIM, YMEHUSM, HABbIKAM CTYJIEHTA, HEOOXOIUMBIM
MIPU OCBOCHUHM JIAHHOW JTUCIIUIUIMHBI U PUOOPETEHHBIM B PE3yJIbTaTe OCBOCHUS
MPEAMICCTBYONTUX JUCITUTIIIAH:

Jucuuninmnza TpeboBanus

3HaTh: 3TAJIOHHYIO MOJIENIb B3aUMOJICHCTBUS
OTKPBITBIX CUCTEM; IPUHLIUIIBI TIOCTPOCHUS U
(YHKIIMOHUPOBAHUS, PUMEPHI peau3anuii
COBPEMEHHBIX JIOKAJIbHBIX U INI00ATBHBIX
KOMITBIOTEPHBIX CETEM; MOCIEI0BATEILHOCTD U
COJIEp>KaHUE 3TAIOB MOCTPOCHHS KOMITBIOTEPHBIX
ceTeli; OCHOBHBIE IPOTOKOJIBI ceTeld DBM;
OCHOBHBIE KpUNTOTpaduyecKrue METOIbI,
QJITOPUTMBI, TPOTOKOJIbI, UCIIOJIb3YEMBbIE /IS
obecrieueHus 6€30MacHOCTH B ceTsiXx DBM YMmeTsb:
MPOEKTUPOBATH U A IMUHUCTPUPOBATD
KOMITbIOTEPHBIE CETH, PEaTM30BbIBATH MOJIUTUKY
0€3011aCHOCTH KOMITBIOTEPHOU CETH; MMPOBOIUTH
B.1.07 be3onacHOCTh ceTeil 3JIeKTPOHHBIX MOHUTOPHHT YIpo3 0€30MacHOCTH KOMITBIOTEPHBIX
BBHIYMCIIUTEIIbHBIX MAIlIMH ceTeil; 23 PEeKTUBHO UCIIONB30BaTh PA3TUIHBIE
METOZbl ¥ CPEICTBA 3aIUTHI HHGOPMAIUH [T
KOMITBIOTEPHBIX ceTel BiianeTs: HaBbIKaMu
pa3paboTKu, TOKYMEHTUPOBAHUS KOMITBIOTEPHBIX
ceTell ¢ yueToM TpeboBaHui 0 00eCIIeYeHUIO
0€30MMacCHOCTH; HABBIKAMHU, IKCILTyaTalluu U
aIMUHUCTPUPOBAHMS (B YaCTH, Kacarouencs
pasrpaHuyeHust JOCTyIa, ayTeHTU(UKALIUY U
aynuTa) 0a3 JaHHBIX, JTOKATBLHBIX KOMIIBIOTEPHBIX
ceTel, MPOrpaMMHBIX CUCTEM C YYETOM TpeOOBaHUM
1o oOecredeHI0 HHPOPMAIIMOHHON O€301MaCHOCTH;
HaBbIKAMH MCIIOJIb30BaHUS IPOrPAMMHO-
anmapaTHBIX CPEICTB oOecredeHus 0€30IacCHOCTH
cereid OBM

3HATh: IPUHLIUIIBI IOCTPOCHUS U
(YHKIIMOHUPOBAHUS, PUMEPHI peau3anuit
COBPEMEHHBIX OIEPAIIMOHHBIX CUCTEM; KPUTEPHUH
O1IeHKH ()P PEKTUBHOCTH U HAICIKHOCTH CPEJICTB
3amuThl OC; IPUHUKUIIBI OPTaHU3ALMHU U CTPYKTYPY
noncuctem 3amuTsel OC cemericts UNIX u
Windows; YMeTh: miiaHUpOBaTh MOJTUTHKY
0€30MMacHOCTH ONEPAIIMOHHBIX crcTeM; BrageTs:

B.1.06 be3zonacHOCTh OnEepalMOHHbIX CUCTEM




HaBbIKaMU pa6OTBI C OIICpallMOHHBIMU CUCTEMaMU
cemerictB Windows 1 Unix, BOCCTAHOBJICHHS
OINCPATMOHHBIX CUCTEM ITOCJIIC C6OCB; HaBbIKaMH
YCTaHOBKHU M HACTPOWKH OTIEPAIIMOHHBIX CHCTEM
cemeiictB Windows u Unix ¢ ydeToMm TpeGOBaHHi
1Mo o0ecriedeHr o HHHOPMAITMOHHON O€30MaCHOCTH

4. O0béM 1 BUABI YUeOHOI padOTHI

OO6mmas Tpya10eMKOCTb TUCIHUILUIMHBI COCTaBIsgeT 4 3.¢., 144 4.

Pacnpenenenue o cemectpam

. Bcero B yacax
Bun yuebuoid padots: 4acoB Howmep cemectpa
6

OO6mmas Tpy10EMKOCTh TUCITUTUTHHBI 144 144
AyoumopHhvie 3auamusi: 64 64

Jlexumu (JI) 32 32

[TpakTudeckue 3aHATUS, CCMHHAPHI U (FITH) IPYTHE BHJIBI 0 0
ayauTopHbIX 3aHaTuil (I13)

JlaGopatopusie pabotsl (JIP) 32 32
Camocmosmenvras paboma (CPC) 80 80

BrimonaeHne 2 caMoCTOSTENBHBIX 3a/IaHUN (CM. 30 30
ConeprkaHue JUCIUILTAHBI)

ITogroroBka KypcoBoit paboTbI 50 50
B uToroBoro KOHTpos (3auet, Aud.3a4yeT, SKk3aMeH) - sk3ameH,KP

5. Conep:kaHue QMCUUIIMHBI

O0BeM ayTUTOPHBIX 3aHITHH 110 BHIAM
pasjfena HaumenoBanue pa3aenoB IUCHUTUIMHbI B yacax
Bcero JI 113 JIP
1  |[HopmaruBHble 1 KOHIIENTYaJdbHbIe 0CHOBBI MBOC 10 2 0 8
) ATaKu 10 YPOBHSIM uepapxudeckor cucteMbl OS] u 14 6 0 3
3alUTa OT HUX
3 |[Kommiekcnoe obecnieuenune MBOC 20 12 0 8
4  |CpenctBa obecnieuenuss UbOC 20 12 0 8
5.1. Jlekuun
Ne Ne Koa-
rexuuulpasena HaumeHnoBaHue WK KpaTKOe COlep)KaHUE JEKIIMOHHOTO 3aHATHUS BO
4acoB
1 1 [HopmaTtuBHBIE M KOHIENTyaIbHbIE OCHOBBI 1IBOC 2
2 2 |Ataku no ypoBHSM Hepapxuyeckoil cuctemsl OSI u 3amura ot HUX 4
3 2 |Araku Ha GecTIpOBOJIHBIE YCTPOHCTBA 2
4 3 KommiekcHoe obecniedenne MBOC: ayreHTHMKaLNSA, YIIPABICHHUE TOCTYIIOM, 4
HEOTKa3yeMOCTh
5 3  [Kommiekcuoe obecnieuenne MBOC: koH(UIEHIINATBHOCTD, IIEJTOCTHOCTh 2
6 3  |Hoxymentanuonnoe comnpoBoxaenue MBOC: o6mme moaxos 4




NHEOC

JloKyMEHTaIlMOHHOE COMIPOBOXKAECHUE 00ECTIeYeHNUs OT/IETbHBIX HaIllpaBIeHUMN

Cpenctsa obecnieuenus UBOC

OOecrieueHne ceTeBoil 0€30IIaCHOCTH

O
Al W

10 WucTpymeHTanbHble cpeactsa ayauta MBOC

IR B S

5.2. IlpakTHyeckue 3aHATUS, CEMUHAPBI
He npenycmorpensl

5.3. JIabopaTtopHbie padoThI

No No

HanmeHnoBanue nin KpaTkoe cofep:kaHue JadopaToOpHOi paboThI
3aHATHS | pa3nena

Komi-Bo
JacoB

1 1 HopwmatusHble 1 koH1IenTyanbHble 0cHOBBI NUBOC B Poccun

HopmarusHsle u koHUenTyansHbie ocHOBbI MBOC 3a pyGesxom

Monenuposanue yrpo3 UBOC

TexHoaoruu 3anuTel OT aTak

AyTeHTH(PUKALTHAS

YrpaBieHue 10CTyoM K (aijIoBBIM pecypcam

TexHonoruueckue npoueccs BHeApeHUs cpeacts odbecneueHuss MbOC

IR N A EN TS
Alh|lw|lw| ||~

Pa3zpabotka nomuruku UBOC

B N B N N N N

5.4. CamocrosiTesibHasA padoTa CTyIeHTa

Brimonmaenne CPC

Crnincox nureparypsl (¢ yKa3aHUEM

Bux pabGoThl 1 copeprkaHue 3a1aHus
pasnenos, 1iiaB, CTPAHUII)

Kom-Bo yacos

3aneunnkoB C.B., Munocnasckas H.I',
Tonctoit A.W., Ymakos J1.B.
Wupopmarimonnas 6e30nac-HOCTh
OTKPBITBIX CUCTEM YUEOHMK U1 BY30B B 2-X
Tomax (¢ rpudom MuHOOpa3oBaHMs U HAYKU
P®). Tom 1 - Yrpo3sl, ya3BUMOCTH, aTaku U
OAXOABI K 3amumre. - M.: l'opsidast tnHusA-
JlokymenTarmonnoe oobecneuenue MbOC  |Tenmexom, 2006, 538 c. 3aneunukos C.B.,
Munocnaeckas H.I'., Toacroit AWM., Ymakos
J1.B. MndopmannonHas 6e30mac-HOCTh
OTKPBITBIX CUCTEM YUEOHHK AJIs BYy30B B 2-X
ToMax (¢ rpudom MuHoOpazoBaHUS U HAYKH
P®). Tom 2 - CpezacTBa 3alllUThI B CETAX. -
M.: ['opsiuas nuaus-Tenexom, 2008, 558 c.
Wupopmarimonnslie pecypcebl IHTEpHET.

15

1. dessuaun, [1.H. Monenu 0e30macHOCTH
KOMITBIOTEPHBIX CHCTEM. YTpaBJICHHE
JTOCTYTIOM ¥ HH(POPMAIIMOHHBIMU TTOTOKAMHU
[DnekTpoHHBIH pecypc] : yueOHOe mocooue /
[1.H. JleBsHUH. — DJEKTPOH. TaH. —
Mockga : ['opsiuas nunug-Tenexkom, 2017, —
338 c. — Pexum pocryna:
https://e.lanbook.com/book/111049. — 3ar.
c ’kpaHa. 2. bonnapes, B. B. Beenenue B

[ToaroroBka KypcoBoit paboThbl

nH()OpMaIMOHHYIO 6€30MacCHOCTh

50




aBTOMAaTH3HPOBAHHBIX CUCTEM : yueOHOE
nocobwue / B. B. bongapes. — 2-e uzn. —
Mocksa : MI'TY um. H.D. baymana, 2018.
— 250 c. — ISBN 978-5-7038-4899-9. —
TekcT : anexTpoHHbIH // JIaHb : 2EKTPOHHO-
o6ubnuoreynas cucrema. — URL:
https://e.lanbook.com/book/172839 (nara
obpamenus: 20.09.2021). — Pexxum
JOCTYTIA: 711 aBTOPH3. MOJIb30BaTeNeH. 3.
buprokos, A.A. UadpopmaninonHas
0€30IMMacHOCTh: 3allUTa U HANIa/ICHHE
[DnexTponnsIii pecypc] / A.A. buprokoB. —
OnexTpoH. 1aH. — Mocksa : JIMK Ilpecc,
2017. — 434 c. — Pexum goctyna:
https://e.lanbook.com/book/93278. — 3aru.
¢ skpana. 4. MenbHuKOB, J[.A.
WNudopmarimonHnas 6€30mMacHOCTb OTKPBITHIX
CUCTEM. [ DNEeKTPOHHBIN pecypc] —
OnextpoH. naH. — M. : ®JIMHTA, 2014. —
448 c. — PexumM nocrymna:
http://e.lanbook.com/book/48368 — 3ari. ¢
bkpana 5. 3aneunukoB C.B., MuocnaBckas
H.I'., Toncroit A.U., Ymakos /[.B.
NudopmarmonHas 6e30mac-HOCTh
OTKPBITBIX CUCTEM YUEOHMK /JIs BY30B B 2-X
Tomax (¢ rpuom MuHOOpa30BaHMS M HAYKH
P®). Tom 1 - Yrpo3sl, yAI3BUMOCTH, aTaku U
MOAXO/bI K 3amuTe. - M.: [opsyast muHus-
Tenexom, 2006, 538 ¢. 6. 3aneunukos C.B.,
MunocnaBckasg H.I'., Toncroit A.W., Ymakos
J1.B. MudopmanmonHas 6e30mac-HOCTh
OTKPBITBIX CUCTEM Y UeOHUK JIJISl BY30B B 2-X
ToMax (c rpupom MuHOOpa30BaHUS U HAYKU
P®). Tom 2 - CpencrTsa 3aIUTH B CETAX. -
M.: [opsiuas nuaus-Tenexom, 2008, 558 c.
OnexkTponHsie pecypebl Hb FOYpI'Y

Hosrie Texunonornu UBOC

1. bapa6anoB A.B., lopodees A.B., Mapkos
A.C., llupnos B.JI. Cemb 6e30macHbIX
nH(popMaMoHHbIX TexHonoruit / Ilox. pen.
A.C.Mapxosa. M.: JIMK Ilpecc, 2017. 224
c. 2. Bopona, B.A. Cuctembl KOHTpOIIS 1
YIPaBIEHUSI TOCTYIIOM [ DNEKTPOHHBIN
pecypc] / B.A. Bopona, B.A. TuxonoB. —
OnexTpoH. 1aH. — Mocksa : ['opsiuas
mans-TemexoMm, 2018, — 272 ¢. — Pexum
nocryna:
https://e.lanbook.com/book/111037. — 3ar.
c skpana. 3. Jlesuun, [1.H. Mogenu
0€30MacCHOCTH KOMIIbIOTEPHBIX CUCTEM.
YpaBieHue 10CTYIIOM U
MH(OPMAITMOHHBIMH TOTOKaMU
[OnexTpoHHBIi pecypc] : yuebHoe nmocodue /
[1.H. /IeBsHUH. — DIEKTPOH. JTaH. —
Mocksa : ['opsuas nunus-Tenexom, 2017. —
338 ¢c. — PexumM nocrtyna:

https://e.lanbook.com/book/111049. — 3ar.

15




c 3kpaHa. 4. buprokos, A.A.

HB I0YpI'Y

NudopmarmonHas 6€30MacHOCTb: 3alIUTa U
HarnaieHue [ DNeKTpoHHbBIN pecype] / ALA.
buptokoB. — DneKTpoH. 1aH. — Mockaa :
JIMK Ilpecc, 2017. — 434 c. — Pexum
noctyma: https://e.lanbook.com/book/93278.
— 3am1. ¢ 3kpaHa. 5. DJIEKTPOHHBIE PECYPCHI

6. UnHOBanMOHHBbIE 00pa30BaTe/IbHbIC TEXHOJIOT UM, HCI0JIb3yeMble B y4eOHOM

npoiecce
Bun
WuHoBarmonHble GOpMbI y4eOHBIX | pabOThI Kon-Bo
o Kpartkoe onucanue
3aHATHI (JI, I13, ayJl. 4acoB
JIP)
AKTUBHbIE 1 UHTEPAKTHUBHBIE - "IlepeBepHyTOE" 00yUY€HHE C UCTIOIH30BAHUEM 8
(hOpMBI IPOBECHUS 3aHATHIA HKCIIEPTOB 10 OTAEIbHBIM TEMaM Kypca

CoOcTBEHHDBIE HHHOBAaIIlMOHHBIC CIocooObI 1 ME€TOAbI, UCITOJIB3YEMbBIC B

06p33OBaTeHLHOM nmpomecce

VHHOBanIOHHBIE (POPMBI
00y4JeHHs

KpaTxoe ONMMCAaHUC U IIPUMCPBI UCIIOJIB30BAHUA B TCMaX U pa3aciiax

[IpoGieMHOe 00yueHue

TEXHOJIOTUH UX PELICHUs

Brissiienue npo6iaem MBOC 1 HOBBIX POCCUICKHX U 3apyOeKHBIX

Hcnonb3oBanue pe3ynpTaTOB HAYUYHBIX UCCIEA0BAHUM, IPOBOAUMBIX YHUBEPCUTETOM, B

paMKax HaHHOﬁ JUCHHUIIIIMHBI: HCT

7. ®ona oueHouyHbIX cpeacts (POC) aist npoBeAeHHs TEKYLIEro KOHTPOJIS
yCIIeBAEMOCTH, IPOMEKYTOUYHOM ATTECTALMH 10 UTOraM OCBOCHUS AUCUMILIHHBI

7.1. llacniopTt poHAA OLIEHOYHBIX CPEACTB

Haumenosanue Bun xonTposs NeNo
paszaeios Kontponupyemas komnerenius 3YHor (BrITIOUAS .
JTUCIUTLTUHBI TEKYIIHA) SaaHIH
OIIK-2 crmocoOHOCThIO TPUMEHSATH COOTBETCTBYFOIIHIA Ortuer o
Bce pasnenst MaTeMaTU4eCKUI anmapar uisl peleHus naboparopHoii 1-53
npodeCcCHOHATBHBIX 3a]1a4 pabore
OIIK-7 crtocoOHOCTBIO OonpenensaTh HHHOPMAIIMOHHBIE
peCypChI, OICIKAIIHE 3aIIUTE, YTPO3bl 0€30MaCHOCTH 3 TR p——
Bee pasensi nH(GOpMaIMN U BO3MOXKHBIE ITyTH UX peaju3aluu Ha onpoC MM 1-53
OCHOBE aHaJIM3a CTPYKTYPBI U COIEPKAHUS
. TECTUPOBAaHUE
MH()OPMAITMOHHBIX MPOIECCOB U OCOOCHHOCTEH
(GYHKIMOHUPOBaHHS 00BHEKTA 3aIUTHI
[TIK-4 ciocobHOCTRIO y4acTBOBAaTh B paboTax mo
Bee paszieis! peann3anu NOJIUTUKH HH(i)ovaauHOHHoﬁ 0€30macHOCTH, Kypcosas paGota | 1-53
NPUMEHSATh KOMILIEKCHBIN TIOAXO0 K 00eCIIeUeHUI0
nH(pOpMaITMOHHON 0€30MaCHOCTH 00BEKTA 3AIIUTHI
Bee pasziens! [1K-6 ciocoOHOCTBIO IPUHUMATh YYaCTHE B OpraHU3aluu SK3aMeH 1-53

W IIPOBCACHNHN KOHTPOJIbHBIX IIPOBCPOK




paborocniocoOHOCTH U 3(h(HEKTUBHOCTH MPUMEHSIEMBIX
POTPaMMHBIX, TPOTPAMMHO-ANIIAPATHBIX U TEXHHYECKUX
CPEeACTB 3alUThl HHPOPMALIUU

Bce paznenst

I1K-12 criocoGHOCTHIO MPUHUMATH YYacTHE B
MIPOBEJICHUH SKCIIEPUMEHTANIbHBIX UCCIIEJOBAHUN
CHCTEMBI 3alIUThl UHPOPMALIUU

ITocemaemocTs

. 1-53
3aHATUI

7.2. Buabl KOHTPOJIS, IPOUEAYPHI POBEIeHUN, KPUTEPUH OLIEHMBAHUS

Bun xonTposns

[Iporiemypsl TpOBENCHUS U OIICHUBAHUS

Kputepuu onenrnBanus

IIuceMeHHBIH
OIpOC WU
TECTUPOBAHUE

[TrceMeHHBIN OMPOC OCYIIECTBISETCS HA
MIOCJIETHEM 3aHATHH U3y4aeMOro pasjena.
CryneHrty 3aaatoTcsi S BOIPOCOB U3 CIHUCKA!
KOHTPOJIBHBIX BOIIPOCOB. Bpewms,
OTBeZIeHHOE Ha omnpoc -20 munyT. [Ipu
OLICHUBAHUU PE3YJIbTATOB MEPOTIPUSTHS
UCTIOJIb3yeTCs OaIbHO-PEeUTUHTOBAs
CHUCTEMa OIICHUBAHUS PE3YJIbTATOB
y4eOHOM JAeATETHHOCTH 00YUYaOIIUXCS
(YyTBeprKJieHa IPUKA30M PEKTOpa OT
24.05.2019 1. Ne 179). [IpaBunbHBIi OTBET
Ha BOIIPOC COOTBETCTBYET 2 OaliaM.
YacTUYHO MPaBWIbHBIN OTBET
cootBeTcTBYeT 1 Gammy. HermpaBuinbHbII
OTBET Ha BOIPOC cooTBeTCTBYET () GaioB.
BMmecTo mMCbMEHHOTO0 OIpoca MOKET
MPOBOJIUTHCS TECTUPOBAHHE, ITPU KOTOPOM
CTYACHTY TpeaiaraeTcsi BIOpaTh
MPaBWIbHBIN OTBET HA 3aJlaHHBIN BOIIPOC.
Bcero neobxonumo orBeTuTh Ha 10
BOIpocoB. Kaxaplil mpaBUIbHBINA OTBET - 1
6amn. MakcuMaabHOE KOJTUYECTBO OAIITIOB
— 10. BecoBoii koahdunmeHT
MEepONpUSITHS (32 KaXIblii MHUCbMEHHBIN
onpoc) — 0,05.

3auteHo: PedTuHr oOyuatomierocs 3a
MepoIrpusaTHe 0ombIie Win paBeH 60 %.
He 3auteno: Peiitunr oOy4aromerocs 3a
MepornpusTie Menee 60 %.

Otuer o
nabopaTopHOi
pabote

3amura 1abopaTopHOIl pabOTHI
OCYIIECTBIISICTCS WHANBUAYAIBHO.
CryzieHTOM NPeaoCTaABISETCS
odopmiieHHBIH oTueT. OTIeHUBaeTCS
KauecTBO 0OPMIICHHS, CBOEBPEMEHHOCTh
BBITIOTHEHUS PabOTHI M OTBETHI HA
BOMpPOCHI (3anatotrcs 2-3 Bonpoca). [lpu
OLICHUBAaHUU PE3YIIETATOB MEPONPUITUS
WCTIONB3YeTCs OaITbHO-PEHTHHTOBAS
CUCTEeMa OIICHUBAHMSI PE3yIbTaTOB
y4eOHOMN JAeATETHHOCTH 00YUYaOIIUXCS
(YyTBepikIeHa MPUKA30M PEKTOpa OT
24.05.2019 1. Ne 179). O6muit 6amn npu
OLIEHKE ONPEIEIAETCS HA OCHOBE
CIIeYIOIINX MOKa3aresel (3a Kaxaoe
MPAKTHYECKOE 3aJaHKE ): - IPABUIBHOCTh
odopMIIeHUS OTYETA, €CIIA OTYET
oopmIieH ¢ HeZlOUeTaMH U3 OLICHKH
BBIYUTAETCA | 6T, - CBOEBPEMEHHOCTh

3auTeHo: PeiiTuHT 00y4aromerocs 3a
MepoIrpusTHe 0osblie Wi paseH 60 %.

He 3aureno: PeittuHr 00y4aromierocs 3a
Meponpustiue meHee 60 %.

Ca4M OTYCTA, 3d KAKAYHO HCICJIIO




MPOCPOYKHU OTUYETA U3 OIEHKU BBHIUUTACTCS
0,5 6anna; - OTBETHI HAa BOIPOCHI, OIICHKA
CHIKaeTcs Ha 1 0ajl 3a KaXK bl
HETPaBUJILHBIN OTBET Ha BOIIPOC.
MakcumanbHOE KOJIHYECTBO 0ajIIoB 3a
onHy padoty — 10. BecoBoit koaddurueHnt
MeporpusThs (3a Kaxayro padoty) — 0,05.

Kypcosas
paborta

TexHnuecKkoe 3a7jaHle BBIAAETCS B IEPBYIO
HEJIEJI0 CEMECTpA. 3a JIBE HEJlEeIH 10
OKOHYaHHUS CEMECTpa CTyJEHT
JIEMOHCTPUPYET U CAAET MPETOIaBaTeINIo
paboty. B npouecce npoBepku
OLIEHHBAETCSl COOTBETCTBUE PaOOTHI
TEXHUUYECKOMY 3a7aHuio. [Ipenogasarens
BBICTABJISET IPEIBAPUTEIHHYIO OLIEHKY U
JIOIyCKAaeT CTyAEHTA K 3amure. B
MTOCJIEAHIOO HEJIEII0 CEMECTpa
npoBoautcs 3amurta KP. Ha 3amuty
CTYIEHT NpeaocTanisieT: 1. 3aganue Ha
KP. 2. [loscHurensHyto 3anucky Ha 20-25
CTpaHMIIaX B OTIEYATaHHOM BUJE C
npuinoxkenusamu. 4. [lpesenrannro. Ha
3alUTe CTYAEHT KOPOTKO (5-7 MUH.)
JIOKJIa/IbIBa€T 00 OCHOBHBIX MPOEKTHBIX
pElIeHUsX, MPUHATHIX B MpoIecce
pa3paboTKu, ¥ 0TBeYaeT Ha Borpockl. [1pu
OLICHWBAaHUU PE3YJITATOB MEPONPUSITUS
UCTIONIb3yeTCs OAJUIbHO-PEUTHHIOBasI
CUCTEMa OLICHUBAHUSI PE3yIbTaTOB
yueOHOIl IesTeTbHOCTH 00yYaromuxcs
(YyTBepikJeHa MPUKa30M PEKTOpa OT
24.05.2019 1. Ne 179) Ilokazarenu
oniennBadus: — COOTBETCTBHUE 3aJaHHUIO: 3
0aJuia — MOJHOE COOTBETCTBHE 33aJaHHIO. 2
6aJsia — B OCHOBHOM IIOJIHO€ COOTBETCTBHE
3agaHuio. 1 6asmt — HemoJaHoe
cooTBeTCTBHE 3agaHni0. 0 0aIoB —
HECOOTBETCTBHE 3aJjaHuI0. — KauecTBO
MOSICHUTENIBHOM 3anmucKu: 3 6amna — 2
6asia — MOSICHUTEIbHAS 3aMIUCKa UMEEeT
rPaMOTHO U3JI0KEHHYIO TEOPETUUECKYIO
IJ1aBy, B HEW MIPEJICTABIEHbI I0CTaTOYHO
OIPOOHBIN aHATN3 U KPUTHIECKHUI
pa300p MPaKTUYECKOH NesTeTbHOCTH,
IIOCJIEI0BATEIBHOE U3JI0KEHUE MaTepraa
C COOTBETCTBYIOIIMMH BBIBOJAMH, OTHAKO
C HE BIOJIHE 000CHOBAHHBIMU
MOJIOKEHUSAMHU. | Gai1 — MOsICHUTENIbHAS
3aMMcKa UMEEeT TEOPETUUYECKYIO IIaBY,
6a3upyeTcs Ha IPAaKTUUYECKOM MaTepuase,
HO MMEET MOBEPXHOCTHBIN aHAJIN3, B HEN
IIPOCMAaTPUBAETCS HEMOCIIE0BATEIBHOCTD
U3JI0KEHHSI MaTepuara, peiCTaBIeHbI
HE0OOCHOBaHHBIE NOJOKeHUs 0 Oamt —
MOSICHUTENIbHAS 3alMCKa HE UMEET
aHaJM3a, He OTBEUaeT TPeOOBAHUSM,

Otnnyno: BennunHa peiituHra
00ydaromierocst Mo KypcoBoit padorte
85...100 %

PaboTa cOOTBETCTBYET 3aJaHHUIO,
[OSICHUTEIIbHAS 3aIIMCKa UMEET JIOTHYHOE,
[0CJIeIOBATEIbHOE U3JI0KEHNE MaTepuraa ¢
COOTBETCTBYIOIIMMHU BBIBOJIAMH U
000CHOBaHHBIMH TIOJIOKEHHUSIMH.

Xopo1uo: BennunHa perTruHra
oOyJaromierocst mo KypcoBoii padore 75...84
%

PaboTa MosHOCTHIO COOTBETCTBYET
TEXHUUECKOMY 3aJIaHHI0, paboTOCIIOCOOHA
Mpy OOJIBITMHCTBE TOTBITOK HAPYIIICHHS,
MOSICHUTEIIbHAS 3aITUCKa UMEET IPaMOTHO
N3JI0)KEHHYIO0 TEOPETHYECKYIO TJIaBY, B HEH
[PEJICTABICHBI IOCTATOYHO MOIPOOHBIIH
aHaAJU3 U KPUTUYECKUHN pa3doop
[IPAKTUYECKOM NesTeTbHOCTH,
[0CJIeIOBATEIbHOE U3JI0KEHNE MaTepuraa ¢
COOTBETCTBYIOIIMMHU BBIBOJIAMH, OJJHAKO C
HE BITIOJIHE 000CHOBAHHBIMHU TIOJIOKEHHSIMH.
[Ipu ee 3amuTe CTY/IEHT [TOKa3bIBACT 3HAHNE
BOTIPOCOB TEMBI, OTIEPUPYET TaHHBIMHU
VCCIIeIOBaHMS, BHOCUT MPEIOKEHUS 110
TEME MCCIEI0BaHusA, 0€3 0COOBIX
3aTpyJHEHUH OTBEYaeT Ha IOCTaBICHHbIE
BOTIPOCHI.

YnosnerBoputenbHO: BennunHa peiftunra
oOydJaromierocs mo KypcoBoii padore 60...74
%

PaboTa MosHOCTHIO COOTBETCTBYET
TEXHUYECKOMY 3a/IaHHI0, BHEAPEHHE
PaboTOCIIOCOOHO TOJBKO B YACTH MOIBITOK
HapyIIEHHs MOJTUTUKH, TIOSICHUTEIbHAS
3aITMCcKa UMEET TEOPETHYECKYIO TTIaBy,
0a3upyeTcsl Ha MPaKTUYECKOM Marepuale,
HO MMEET OBEPXHOCTHBIN aHAJIN3, B HEN
[IPOCMaTPUBAETCS HETIOCIIE0BATEIbHOCTh
M3JI0)KEHUS] MaTepralia, MpeICTaBICHBI
Heo0OCHOBaHHbIE MooxeHus. [Ipu ee
3alIUTe CTYCHT MPOSIBIISICT HEYBEPEHHOCTb,
MOKa3bIBAET c1a00€e 3HaHUE BOIPOCOB TEMBI,
HE BCET/Ia TaeT NCYCPITBHIBAIOIINE
apryMEHTHPOBAaHHBIC OTBETHI HA 3aJaHHBIE
BOTIPOCHI.

HeynosnerBopurensHo: Bennunna
perTHHTa 00Y9arOMIETOCs MO JUCIUTUTHHE

0...59 %PaboTa HEe COOTBETCTBYET




M3TI0KEHHBIM B METOMYECKHIX
pexkoMeHmanusx kageapel. B padbore HeT
BBIBOJIOB TUOO OHU HOCST JIEKJIAPATUBHBIN
XapakTep. — 3amuTa KypcoBoi paboThI: 3
0asuta — mpu 3alUTe CTYACHT OKa3bIBAeT
TyOOKO€ 3HAaHUE BOIIPOCOB TEMBI,
CBOOOHO ONEpUpPYeT AAHHBIMU
UCCJIEJIOBAHUS, BHOCUT 000CHOBaHHbIE
MPEJIOKEHHUS, JIETKO OTBEYaeT Ha
MOCTaBJICHHbIE BOIIPOCHI 2 6alia — npu
3alUTe CTYACHT MOKA3bIBAET 3HAHHE
BOMPOCOB TEMBbI, ONIEPUPYET TaHHBIMU
UCCJICTIOBAHUS, BHOCUT MPEITIOKESHHUS T10
TeMe HCCIIeI0Banus, 0e3 0COOBIX
3aTpyIHEHUH OTBEYAET Ha MOCTABICHHBIC
BONPOCH! | 0ayu1 — npu 3auTe CTYIEHT
MPOSIBISIET HEYBEPEHHOCTh, TOKA3bIBACT
cnaboe 3HaHHE BOIIPOCOB TEMbI, HE BCETIa
JTaeT UCUEPIIBIBAIOIINE
apryMEHTHPOBaHHBIE OTBETHI Ha 3a/1aHHBIE
Bonpock! 0 0ayuIoB — MpH 3alIUTE CTYAEHT
3aTPyIHSAETCS OTBEYATh HA MOCTaBJICHHbBIE
BOIIPOCHI 110 €€ TeMe, HE 3HAET TEOPUHU
BOIpOCA, TIPU OTBETE JOIMyCKAeT
CYIIIECTBEHHBIC OMUOKN MakcuMallbHOE
KOJIM4eCTBO OayioB — 9.

TEXHUYECKOMY 3a/IaHUIO, HE
paboTtocrnocobHa uin paboTocrocoOHa
TOJIBKO B MAJIOM YaCTH MOIBITOK HAPYIICHUS
[OJIMTUKH, TIOSICHUTENbHAS 3aIMCKa HEe
MMEeT aHaJIn3a, He 0TBEYAET TPEOOBAHUAM,
M3JI0)KEHHBIM B METOJJMUECKHUX
pexomMeHanuax kadeapel. B padore et
BBIBO/IOB JINOO OHU HOCSIT J€KJIapaTUBHBIN
xapakrep. [Ipu 3amure paboThl CTyAEHT
3aTpyAHSETCS OTBEUaTh Ha MOCTaBJICHHbIE
BOIIPOCHI 110 €€ TeME, He 3HAET TEOPUHU
BOIPOCA, IIPU OTBETE JIOMYCKAET
CYILIECTBEHHBIE OITUOKHU

DK3aMeH

Ha »kx3aMeHe npoucxoauT oleHUBaHKE
y4eOHOM e TeIbHOCTH 00y4aroIuXcs 1o
JMCLUIUIMHE Ha OCHOBE MOJTyYEHHBIX
OIICHOK 33 KOHTPOJIbHO-PEHTHHIOBbIE
MEPONPUATHS TEKYIIETO KOHTPOJIS U
MPOMEXYTOUHOM aTTectanuu. [Ipu
OLIEHUBAHUU PE3yJIbTAaTOB y4eOHOM
JeSITeIbHOCTH 00y4aroIerocs mno
JTUCLUIUIMHE UCTIONb3YyeTCs OaIbHO-
PEUTHHIOBas CUCTEMA OLIEHUBAHUS
Pe3yNbTaToB yUeOHOH e TeNbHOCTH
oOydaromuxcs (yTBepKaeHa MTPUKA30M
pextopa ot 24.05.2019 . Ne 179)
OmmuHo: Benmnuunza peiThHra
oOyyarorierocs o aucuuruinae 85...100
% Xopomio: Bennunna peitunra
oOyuartorerocs mo aucuuruinae 75...84 %
VYnosneTBopurenbHO: Benmnunna perTuHra
oOyuatorerocs mo aucuuruiuae 60...74 %
HeynosnerBopurenbHo: Bennunna
peiTuHra 00y4aromerocs no JUCUUIUINHE
0...59 % Ecau peiTuHr 00y4aromerocs 1no
aucrummae Hke 60%, To OH ciaeT
9K3aMEH C IIeJIbI0O BO3MOKHOTO
noBbleHus peitunra. I1o pesynasratam
cIa4M dK3aMeHa BBICTABJISIETCS OLIEHKA,
KOTOpast yUUTBIBAETCSI IIPH ONPEICTICHUN
pelTHHra.

OTtmano: 85...100 %

Onenka «OTIIMYHOY» BBICTABISIETCS 32 OTBET,
KOTOPBIN ITOJIHOCTBIO PACKPBIBAET
MOCTaBJICHHBIN Boripoc. CTyleHT
MMOKA3bIBACT IITyOOKOE 3HAHHE BOTIPOCOB
TEMBI, CBOOO/IHO ONIEPUPYET TEPMUHAMHU
MPEIMETHOM O0JIACTH U JIETKO OTBEYaeT Ha
[MOCTaBJICHHBIE BOIIPOCHI.

Xopomuto: 75...84 %

OrneHka «XopoIIio» BBICTABISETCS 33 OTBET,
KOTOpBIﬁ IMOJTHOCTBIO COOTBETCTBYET
ocTaBJIeHHOMY Bompocy. OTBeT
JIEMOHCTPHUPYET XOPOIIIee BIIaICHHE
MaTepuaIoM U HaJIMYHe HAaBBIKOB PEIICHUs
MMOCTABJICHHBIX 331a4. OTBET COAEPIKUT
[OCJIeIOBATEIHbHOE U3TIOKEHHE MaTepraa ¢
COOTBCTCTBYIOIIIUMHU BBIBOJAMH, O/THAKO,
MMOJIO’KEHUS OTBETA HE BCETa JOCTaTOYHON
CTETIeH! 000CHOBAHBI, a UCTIOIb3yeMast
TEPMHUHOJIOTHS HE BCETJa KOPPEKTHA.
YnosnetBoputenbHo: 60...74 %

OneHka « YIOBIETBOPUTEIHLHOY»
BBICTABIACTCA 34 OTBCT, KOTOpBIﬁ HC
[OJTHOCTBHIO COOTBETCTBYET MOCTABJICHHOMY
BOIIPOCY, COAEPKUT HEZHAYUTEBHBIE
MpOOEIbl B U3JIaraeMOM MaTepHuae.
CTyneHT B HETOCTATOYHOM CTETICHN BIIaJIeeT
OOIIETPUHATON TEPMUHOIIOTHUEH, a TAKXKe
cJIa0OBIMH HaBBIKAMU PEIICHHUA ITPUKIaIHBIX

3aad.




HeynosnersoputensHo: 0...59 % Ouenka
«HeynoBneTBOpUTENBHOY» BHICTABIAETCS 3a
OTBET, KOTOPBII HE COOTBETCTBYET
MOCTaBJI€HHOMY Bompocy. CTyneHT
TIEMOHCTPHUPYET CYIIECTBEHHBIE MPOOEITHI B
3HAHUAX M HEJJOCTATOYHBIA YPOBEHb
HABBIKOB IIPU PELICHUN PAKTUYECKHUX
3a7a4. B oTBeTe gomyckaroTcs
CYILIECTBEHHBIE OLTUOKHU.

Otmeuaercs NMPUCYTCTBUC CTYACHTA HA 3auteHO: PeliTHHT 06yqa10mer0c51 3a

[TocenaemMocth 3aHATHSX. 3a KaXJA0€ MOCEIICHHE MeponpusiTie Oosbie uin paseH 60 %.
3aHATUN npubasinsercs 0,4 6amia. MakcumansHoe [He 3auteno: Pelitunr obydatromierocs 3a
KOJIMYECTBO OAJITOB 3a paBHO 25,6 MeponpusitTie meHee 60 %.

7.3. TunoBble KOHTPOJIbHBIE 321aAHUSA

Bun xonTposs

TumoBeie KOHTPOJIbHBIC 3aIaHUA

[TuceMenHsIi orpoc
WU TECTUPOBAHKE

TecThel.docx

Otuer o
nabopaTopHO paboTte

1. PaccuuTaiite puCcKH, BI3BAHHBIE B3AMMHBIM BIIUSIHUEM YSI3BUMOCTEM,
BIMAIONINX Ha ceTeBoe o0opynoBanue u cucreMHoe [10 cepsepa.

2. PaccunraiiTe puCKkH, BbI3BAHHBIE B3aUMHBIM BIMSIHUEM YS3BUMOCTEN,
BIIMSIFOIINX Ha ceTeBoe o0opynoBanue u cucreMHoe [10 kineHToB.

3. PaccuuTaiite puCKHU, BbI3BAHHBIE B3AMMHBIM BIIUSIHUEM YSI3BUMOCTEM,
Brusitominx Ha cuctemuoe 10 cepsepa u CYB/I.

4. PaccunrtaiiTe pucKH, BbI3BaHHBIE B3aUMHBIM BIMSIHUEM YS3BUMOCTEM,
pvsitolinx Ha CYB/] u npuknaanoe 10 kinneHToB.

5. PaccuuTaiiTe puCKHU, BbI3BAHHBIE B3AMMHBIM BIIUSIHUEM YSI3BUMOCTEM,
rusitominx Ha CYB/] u npuknannoe I10 cepsepa.

6. PaccuuTaiite pucKHU, BbI3BAHHBIE B3AMMHBIM BIIUSTHUEM YSI3BUMOCTEM,
pvsitolnx Ha CYB/] u cucreMuoe u npukinaasoe 110 knueHTos.

7. PaccunTaiiTe pUCKHU, BbI3BAHHBIE B3AMMHBIM BIIUSHUEM YSI3BUMOCTEM,
BIUSIOMUX Ha runepsuzop u OC.

8. PaccunTaiiTe pucKH, BbI3BAaHHBIE B3aUMHBIM BIUSHUEM YSI3BUMOCTEM,
BIIMSIFOIINX Ha ceTeBoe obopynoBanue u OC kiaueHTa.

9. PaccuuTaiiTe pUCKHU, BbI3BAHHBIE B3AMMHBIM BIIUSHUEM YSI3BUMOCTEM,
BIIMSIIOIINX Ha ceTeBoe obopynoBanue u OC ceppepa.

10. OnummuTe nponeaypy pa3padoTKy U IPUMEPHOE CONEPKUMOE TIOTUTUKH
MCIIOJIb30BaHUs PECYPCOB HHTPAHETA TOPTOBOM OPraHU3ALUU

11. Onummre nporenypy pa3padoTKH B MPUMEPHOE COAEPKUMOE MOJUTHKHU B
OTHOIIICHUH TapoJiel KITMEHTOB OaHKa.

12. OnummuTe nponeaypy pa3padoTKy U IPUMEPHOE COINEPKUMOE TIOTUTUKH
i poBaHUS 7S TOJITOBPEMEHHOTO XPaHEHHS PE3ePBHBIX KOMU 0a3 JaHHBIX O
KJIIMEHTAaX WHTEPHET-MPOBakepa Ha «00JIauHOMY XOCTHHTE.

13. OnumuTe mpouenypy pa3paboTKu U MPUMEPHOE COAECPKUMOE aHTUBUPYCHOM
MOJINTUKH JIJT1 MH(POPMAITMOHHBIX CTEHIOB CaMOOOCITYKUBAHUS B TOPTOBOM 3aJ1€
MarasuHa.

14. OnumuTe nponeaypy pa3padoTKy U IPUMEPHOE CONEPKUMOE TIOTUTUKH
onieHkH puckoB st Masio ACY TII ynpaBneHus: CKBaXKHHOM.

15. OnummuTe nponeaypy pa3padoTKy U IPUMEPHOE CONEPKUMOE TIOTUTHUKH
ayauTa 17 THPOPMAIIMOHHOM CUCTEMBI By3a.

16. OnummuTe nporeaypy pa3paboTKy U IPUMEPHOE CONEPKUMOE TIOTUTHKH IS
MorpaHnyHbIX MapuipyTuzatopoB LIO/I.

17. OnummuTe poneaypy pa3padoTKy U IPUMEPHOE COINEPKUMOE TIOTUTUKH

YAAJICHHOTO JJOCTYIa K MHPOPMAIIMOHHBIM pecypcaM KOpIOpPaTUBHON CETH s




MEHEIPKMEHTA aBUAKOMIIaHUH.
18. OnummuTe nponeaypy pa3paboTKy U IPUMEPHOE CONEPKUMOE TIOTUTHKH
MOCTPOCHUS BUPTYAJIbHBIX YACTHBIX CETEH JUIsl OPraHU3alliy, UCTIOIb3YIOIIEH
BBIUHCIIUTENbHBIE MOIIIHOCTH Y HECKOJIBKUX «00JauyHBIX)» MOCTABIIHKOB.

19. OnumuTe npouexypy pa3paboTKu ¥ MPUMEPHOE COACPKUMOE MOTUTHKHU IS
PKCTpaHeTa aKIIMOHEPHOTO 00IIeCTBa, B YACTU MIPEJOCTABIIEHUS 0053aTEIBHOM K
pacipoCTpaHEeHUIO HH(OPMAITUH.

20. OnuiuTe mpoueaypy pa3paboTKu U TPUMEPHOE COAECPKUMOE TTOTUTUKH JIJIst
000pyn0BaHNs MOTPAHUYHON JEMIINTAPU30BAHHOM 30HBI TYpOIIEpaTopopa ¢
MOJICPKKON UHTEPHET-TPOJIAK.

21. OnumuTe npoueaypy pazpadoTKu U MPUMEPHOE CONEPKUMOE TOITUTUKHU IS
MOAKII0YEHUs noapasaeneHnii MBJl Kk UHTpaHETy MIaBHOTO yIPaBICHUS.

22. OnumuTe mporenypy pa3paboTKy U MPUMEPHOE COACPKUMOE MOTUTUKU
MOJKJIIOUEHHUS K MHTPAHETY ¢ MPUMEHEHUEM MojieMa JIIsl yIadEHHON OJMHOYHOMN
METEOCTAHIINN.

23. OnumuTe npoueaypy pa3paboTKu U MPUMEPHOE COAECPIKUMOE TTOTUTHUKH JIJIst
KOH(UACHIHAIBHOW HHPOpPMAIK, 00padaTbIBa€MOi B OI0pO KPEAUTHBIX
WCTOPUH.

24. OnumuTe npoueaypy pazpadoTKu U MPUMEPHOE CONEPKUMOE TOTUTUKHU JIJIS
BeO-cepBepa, yuacTByomiero B cTpykrype CDN pacnpocTpaHeHHs CTaTHYECKOTO
KOHTEHTA, B KauecTBe pernoHanpHoro KoIla.

25. OnumuTe npoueaypy pa3paboTKu U TPUMEPHOE COACPIKUMOE TTOTUTUKH JIJIst
BeO-cepBepa, yuacTByromiero B cTpykrype CDN pacnpocTpaHeHus TOTOKOBOTO
KOHTEHTA, B KAYECTBE CEpBepa NEPBUYHOTO PACTIPOCTPAHEHUSI.

26. OnumuTe Tporeaypy pa3paboTKy U MPUMEPHOE COACPKUMOE MOTUTUKU
ABTOMAaTU3MPOBAHHON MapIIPyTH3ALUHU 3JIEKTPOHHOM MOYTHI BHYTPU
[IPOM3BO/ICTBEHHON OpraHu3aluy.

27. OnummTe Tpoueaypy pa3padboTKy U IPUMEPHOE CONECPKUMOE TIOTUTUKH
APXUBHOTO XPaHEHUS AJIEKTPOHHOM MOYTHI JUIsl TPAHCTIOPTHOW KOMIIaHUHU

28. OnuiuTe mpoueaypy pa3paboTKu U TPUMEPHOE COACPIKUMOE TTOTUTUKH JIJIst
MexceTeBoro 3kpanuposanus i LIO/] ¢ pe3epBUpyeMbIMH MOAKIIOYEHUSIMH.
29. OnuiuTe npoueaypy pa3padboTKy U IPUMEPHOE CONECPKUMOE TTOTUTUKH
CHEHAJIIBHOTO TOCTYIIA JJIs KaAacTPOBOW OpraHU3aI|H.

30. OnummuTe Tporeaypy pa3paboTKH U IPUMEPHOE CONEPKUMOE TIOTUTUKH
MOJIKJIFOYEHHUSI HOBBIX YCTPOMCTB B MHTPAHET CKJIaa.

Kypconas pabora

TeMbl KypcOBBIX padoT:

Xapakrepuctuka [[OCT P UCO/MOK cepun 7498

Apxutekrypa 6ezonacnoct UTC

OO01re KOHIICTIIIMK U CPEICTBA o0eciedeHus: MHGOPMAIIMOHHON 0€301acCHOCTH
AyTeHTU(UKALM: 0011ast XapaKTepPUCTHKA, CIOCOOBI U MX CBOMCTBA

[TaponbHas ayTeHTUhUKALUS

buomerpuueckas ayTeHTHPHUKALUSA

AyTeHTHU(UKAIUS C TTOMOIIBI0 OJHOPA30BBIX Maposien

AyTeHTU(UKAIHS ¢ TOMOLIBIO KpUNITOrpaduu ¢ OTKPBITHIM KITFOUOM

[TpoTokosbl ayTeHTU(UKALUHU B JIOKATLHON CETH

MexaHu3Mbl ayTEHTU()UKALIUH TTPH OCYIIECTBICHUN

OAKIIFOUEHUI

AyTeHTU(UKAIMS B 3aLIUIEHHBIX COCTUHEHUSIX

ATnapaTHble Cpe/icTBa ayTeHTU(UKaIU

Obecrieuenne ayTeHTU(UKAIIMM HA OCHOBE PEKOMEHAALMI U IPOTYKTOB
MICROSOFT

Obecrieuenne ayTeHTU(UKAIIMKA HAa OCHOBE pekoMenaanuit u npoxykroB ORACLE
1 ALADDIN.

Obecrieuenne ayTeHTU(UKAIIMKA HAa OCHOBE pekoMenaanuit u npoxykroB CITRIX
SYSTEMS

Poccuiickuii ppIHOK CPEICTB ayTeHTU(HKAILUN




YpaBieHus JOCTYIIOM: 00IIasi XapaKTepUCTUKA, TOJTUTHKH U CPEICTBA
JIMCKpelIMOHHOE YIIPaBIE€HUE JIOCTYIIOM

Mojenu 30JIMpOBaHHOM IPOrPaMMHOU Cpebl

ManpatHoe ynpaBieHHEM JTOCTYIIOM

Mopnenu 6e30macHOCTH HH()OPMAIIMOHHBIX TOTOKOB

PoneBoe ynpaBieHUEM 10CTYTIOM

Yrpasnenue goctynom B OMBOC u HTepHeT-apXUTEeKTYype
HeoTkazyeMocCTh: 00111as XapaKTepUCTHKA, TOJTUTHKU U CpeIcTBa 00ecreueHns
HeoTkazyeMoCTh: crmocoObl o0ecredeHus

KondunennuanbHOCTh: 0011as XapaKTepUCTUKA, IOJTUTUKHI U CPEJICTBA
KonduneHmanbHOCTh: CIOCOOBI 00eCTIeueHUS

O6ecneuenue koupuaeHmuanpbHocTH B OMBOC 1 UHTepHET-apXUTEKTYype
L{eT0CTHOCTB: 001I1as XapaKTEePUCTHKA, IOJTUTUKU M CPEJCTBA 00eCTIeyeHHS
[{emocTHOCTB: crOCOOBI 00eCITeUeHUS

O6ecneuenue nenoctHoctu B SMBOC

u UHTepHET-apXUTEKTYpE

AyauT 6€30MacHOCTH OTKPBITHIX CUCTEM U OMOBEIICHHE 00 OITACHOCTH: CIIOCOOBI
U CpeCTBa

Obecneuenue KIroYaMu: 00111ast U KOHLIENTYaJbHbIE MOJIENH, KJIACChl TPUKIIATHBIX
KpUNTOrpaUueCcKuX CUCTEM, KUZHEHHBIN ITUKIT

ATaku 10 ypOBHAM Hepapxuueckoit cuctembl OSI: cpaBHUTENbHAS
XapaKTEepPUCTHKA, CITIOCOOBI U CPEJICTBA 3AIIUTHI

Ataxu Ha OecripoBonHbIie yeTpoiicTBa (Wi-Fi, Bluetoth u np.) u 3ammra ot HUX
ATaku B BUPTYaJIbHOU cpejie. XapaKTEPUCTUKA U CPEACTBA 3alUThI
O06na4HbIe TEXHOJIOTHH U 0€30MaCHOCTh 00JIAUYHBIX CUCTEM

CpencrtBa 0OHApY>KEHHUS U TIPEAOTBPAIICHUST BTOPKEHUI

CpencTBa IpeJ0TBpAIICHNS yTEUEK

MeskceTeBoe IKpaHUPOBaHUE

AHTUBUPYCHAS 3alIUTa OTKPBITOW HHPOPMAITMOHHON CHCTEMBI
Nudopmarmonnas 6e3omacHocTs [0T

HNudopmarnmonHas 6e30macHOCTb MOOMIIBHBIX CUCTEM

Nudopmarmonnas 6e3omacHocTh [P-Tenedonnn:

HNudopmarnmonHas 0€30MacHOCTb IEKTPOHHOM IMOUTHI

Nudopmarmonnas 6e3omacHocth WWW

HNudopmanmonnas 6ezomacHocts DNS

AHaJN3 yl1aJeHHBIX CETEBBIX CITYKO

ConuanbHO-MHXEHEPHBIE aTaKu M 3alUTa OT HUX

PaboTa ¢ moip30BaTeSIMU 3aTUIIIAEMON HHPOPMAITMOHHON CUCTEMBI
Krnaccudyeckue u COBpEMEHHBIE METO/IbI, UCTIOJIb3yEeMble HaMaJaloMIMMU JIJIs
MPOHUKHOBEHUS B OTKPBITbIE HH(POPMALIMOHHBIE CUCTEMBbI

Krnaccudyeckue 1 COBPEMEHHBIE METO/IbI, UCTIONIb3yEeMbIe JUIS 3aIUThI OT
MPOHUKHOBEHUI B OTKPBIThIE HH()OPMALIMOHHBIE CHCTEMBbI
JlokymenTarronHoe obecneuenue MbOC

DOK3aMeH

1. ITporoxon Syslog. Ocobennoctu c6opa codpituii B OC Unix 1 Windows.
2. [Iporokonn SNMP. ApxutexTypa, BUIbI 3alIPOCOB.

3. Maunmaruea WBEM. O6nacts npumenenus. [Ipeumymiecrsa.

4. Ha3nauenue, Texnonoruu u knaccuduxamus VPN.

5. Ha3HaueHue 1 0COOEHHOCTH BUPTYAJIbHBIX YCTPOMCTB tun/tap.

6. IIpotokon PPP. Ocobennoctu unkancynsauuu. [lognepxka mmdppoBanus u
Ay TEeHTU(UKALUH.

7. IIpotrokon PPTP. ApxutekTypa u 0COOCHHOCTH peaTnu3aiiym.

8. IIpotokon IPSec. Pexumbl paboTsl. [Iporiecc ycTaHOBIEHUS CECCU.

9. HaznauenneNAT. Knaccudukanus. Anantanus NAT mist npunoxenuii( ALG).
AproHactpoiika NAT(Upnp, NAT-PMP).

10. ITporokomnsr 06xoxa NAT(STUN, TURN). Uudpactpykrypa ICE.

OcobenHoctu o0paboTku nakeros (Hairpin, Random port).




11. ITpokcu-cepsepsl. Knaccuduxanus. Cxemsl BHenpenus. McnonszoBanue GRE
TSI peau3aliy NpsiMoro mpo3padHoro Proxy.

12. IIpokcuduxaropsl. [Iporoxon SOCKS. Haznauenue, peanuzarus.

13. TIporokomnsr aBTooOHapyskenus Proxy.(WPAD, WCCP)

14. MesxceteBble 3kpanbl. Kiaccudukanus, HazHauenue. OCOOEHHOCTH
peanu3alui.

15. Tlonsitue y3na 6actuona, DMZ ux HazHaueHue. OCHOBHBIE TOTIOJIOTHH
noctpoerus DMZ. [lonsTue ceteBoro nepumMerpa.

16. [IpobaemMbl KOHTPOJIS TOCTYTA U ayTEeHTH(PUKALMHU B TOKAJIBHBIX CETSIX.
Crangapt 802.1x. [IpoTtokon EAP.

17. TIporoxon TACACS. Llenu, peskxuMbl pabOThI, apXUTEKTYpA.

18. Mogudukamuu npotokosia TACACS. 1x coorBeTcTBHE KOHIIENIINNA AAA.
19. Konnenmust AAA. Lenu u 3agauu.

20. ITporoxon RADIUS.

21. Ilporoxon DIAMETR.

22. IIporokoser STP u RSTP.

23. Anroputm mmdposanus RC4.

24. Anroputm Michael. ®opmuposanue MIC.

25. Cranmapt ¢opmuposanus kirouya PBKDF2. Mcnionb3oBanue B WPA,
MapaMmeTphl.

26. briounbie u moTokoBbie MUQPHL. [IpuMeHNMOCTS K O€CIIPOBOAHBIM
TEXHOJIOTHUSIM.

27. IIporokon CCMP. ®opmar kaapa. [Ipouecc popmupoBanust u 00paboTKu
KaJpa.

28. Anropurm nognucu HMAC-MDS.

29. Anroputm noanmucu HMAC-SHAL.

TTocemaeMmocTn
3aHATUN

8. YueOHO-MeTOAMYECKOE M MH(OPMAIIMOHHOE OOecTiedeHUue TUCHUIIIMHBI

ITeyaTHas y4eOHO-MeTOAUYECKAS JOKYMEHTALMS
@) OCHOBHAs TUMepamypa:
He npenycmorpena

6) OononHumMenbHaAs IUMmepamypa:
He npenycmotpena

8) omeuecmeenHvle U 3apyOedtCHbIE HCYPHANLL NO OUCYUNTUHE, UMelowuecs: 8 bubiuomexe:

1. 1. 3amwura undopmaruu. Mucaiig ,uadopm.-meton. xKypH. ,M3a. nom
"ACI)I/IHa"

2. 2.3amura uadopmarnun. Koadunert / Accor. 3anuThl HHHOPM.
"Kondunent" : uHHOPM.-METO. )KypH

3. 3. B/IM1: be3onacHoctk. JloctoBepHOCTh. MH(MOpMaLus poc. )KypH. O
6e3onacHoctu OuszHeca u tnunoctu OO0 "XKypn. "BAN" xypuan"

4. 4. bezonacHoCTh MHGOPMALIMOHHBIX TEXHOIOTUH ,12+ ,M-BO
obpaszoBanus u Hayku Poc. @eneparnuu, Mock. uHX.-pu3. uH-T (TOC. YH-T),
BHUUIIBTU

5. 5. Becrauk Yp®O : bezomacHocTs B uHpopmarmonHoi chepe ,FOx.-
VYpan. roc. yu-1; FOYpI'Y

6. 6. Uudopmanmonnsie pecypcsl Poccuun

7. 7. UadopmarmoHHOE 00IIIECTBO



8.
9.
10.

8. NudopmanrionHoe npaso

9. UndopmaliimoHHble MPOLECChl U CUCTEMBI

10. YipaBneHue puckom

2) Memoouueckue YKazanus 0Jis. Cmy0eHmos no 0C80EHUI0 OUCYUNTUHDL:

1.
2.

NBOC JlekunoHHbIN MaTepuan

Actaxoa JI.B. Meronunueckoe noco6ue o kypcy MbOC

U3 Hux. y'{€6H0-M6mOOu’{€CKO€ obecnevenue camocmosmenbHou pa60mbz

cmyoenma.

3.
4.

NBOC_JlekunoHHBIN MaTepuan

AcraxoBa JI.B. Metoguueckoe noco6ue mo kypcy UbOC

JJIEKTPOHHAs Y4eOHO-MeTOANYECKAs IOKYMEeHTaIl U

JoctynHocTh
Haumenoanue | (cets HTEpHET /
B .
Ne . HaumenoBanue pa3zpaboTku pecypea s | JOKAJIbHAL CCTb,
JTUTEPaTyphl AIIEKTPOHHON |aBTOPU30BAHHBIH /
bopme CBOOOJTHBII J10-
CTYII)
MenbaukoB, [[.A. MadopmarimonHas
> A (opman DIIEKTPOHHO-
0€301aCHOCTb OTKPBITBIX CHCTEM.
. oubnuotreyHas
1 JlononHuTeNbHAS || DIIEKTPOHHBIN pecypc| — DIEKTPOH. aH. — cHCTeMa WNurtepHert /
nuTeparypa M. : ®JIMHTA, 2014. — 448 ¢. — Pexxum A IATCILCTE ABTOPU30BaHHBIN
noctyma: http://e.lanbook.com/book/48368 — H;H)
3ani. ¢ SKkpaHa
Ayrentudukanus. Teopus u mpakTuka
obOecrieueHus 0€3011acHOTo A0CTYyIA K
a a K 5
MH(POPMALMOHHBIM pecypcaM [ DIeKTpOHHBIH DNEKTPOHHO-
pecypc] : yuebnoe mocodue / A.A. AdanacbeB
oubamoreyHas
b JlononHuTenbHasd |[1 1p.] ; nox pea. A.A.lllenynaHosa, CHCTEMA Wurepuer /
nireparypa C.JLI'py3neBa, FO.C.HaxaeBa. — DeKTpOH. ABTOpPH30BaHHbBIN
W3/1aTeIbCTBA
naH. — Mocksa : [ opsuas nHus- TenexoM, o
2012. — 550 c. — Pexum poctyna:
https://e.lanbook.com/book/5114. — 3ar. ¢
DKpaHa.
[esstaun, [1.H. Monenu 6e3omacHoCTH
KOMITBIOTEPHBIX CUCTEM. YTPaBICHHUE JOCTYIIOM
1 MTHPOPMALIMOHHBIMUA TOTOKaMU DIEKTPOHHO-
JIEKTPOHHBIH : yueOHOe 11 u MOMMoTeYHAS
OCHOBHAS [DnexTpo pecypc] : yueOHOe mocobue /  |6ubnuore Vnreprer /
3 TeDATYDA [1.H. JleBsinuH. — DnekTpoH. naH. — MockBa : [cuctema P —
patyp [opsiuast nuaus-Tenexom, 2017. — 338 c. — U30aTelILCTBA P
Pexxum goctyna: Jlanb
https://e.lanbook.com/book/111049. — 3aru1. ¢
DKpaHa.
bonnapes, B. B. Beeaenue B
MHGOPMAITMOHHYI0 6€30M1aCHOCTh DNeKTPOHHO-
aBTOMAaTH3MPOBAHHBIX CUCTEM : yueOHOE oubnuoreyHas
OcHoBHas Wutepuer /
4 TenATYDA nocobue / B. B. bounapes. — 2-e uzn. — cuctema A BTODH3OBAMHLL
patyp Mocksa : MI'TY um. H.3. baymana, 2018. —  |[u3marenscTBa P
250 c. — ISBN 978-5-7038-4899-9. — Tekcrt : [Jlanb

DIIEKTPOHHBIH // JIaHb : 2JIEKTPOHHO-




oubnmuoreynas cuctema. — URL:
https://e.lanbook.com/book/172839 (nata
obpamenust: 20.09.2021). — Pexxum gocryma:
17151 aBTOPU3. MOJIB30BATENECH.
buprokos, A.A. ndopmarmonHas
0€30MacHOCTb: 3alllUTa U HarajeHne JIEKTPOHHO-
OcCHOBHAS [OnexTpoHnHsIii pecypc] / A.A. buptokoB. —  |6ubnuoreyHas Vnreprer /

5 teparypa OnexTpoH. naH. — Mocksa : JIMK Ilpecc, cucTeMa ABTopU3OBAHHIi
2017. — 434 c. — Pexum pocryna: N30aTelILCTBA
https://e.lanbook.com/book/93278. — 3arn. ¢ |[Jlanb
PKpaHa.

Bopona, B.A. Cuctembl KOHTpOIIS U

YIIPaBJICHUS TOCTYNIOM [ DIEKTPOHHBIN pecypc]| [INeKTpOHHO-

/ B.A. Bopona, B.A. TuxoHOB. — DNeKTpoH.  [OubnuoredHas
JlononHuTenbHasA i Wutepuer /

6 | mTeparypa naH. — Mocksa : [ opsyas muHus-TenekoM, cucrema ABTOPH30BaHHbIH
2018. — 272 ¢. — Pexxum noctyma: W3/1aTeIbCTBA
https://e.lanbook.com/book/111037. — 3arn. ¢ [/lanb
DKpaHa.

9. I/IH(l)OpMaIII/IOHHLIe TEXHOJOI'MM, HCITOJIB3YEMbBIE ITPH OCYIIECTBJICHUHA
Oﬁpa3OBaTeHLHOFO nmponoecca

HCpC‘IGHB HCIIOJIB3YCMOT'O IIPOIrpaMMHOI'O oOecreueHM:

eSS

Microsoft-Windows(6eccpouno)
Microsoft-Office(6eccpouno)
-Python(6eccpouno)

-IDA pro free(6eccpouno)

IlepedeHb UCMONB3yEMbIX HHPOPMALIMOHHBIX CIIPABOYHBIX CUCTEM:

=

-baza mannwix polpred (0630p CMU)(6eccpouno)
00O "TapantYpanCepsuc"-I"apant(6eccpodHo)
-Crannaptundopm(6eccpoyuHo)

-baza manaeix BUHUTU PAH(Geccpouno)

10. MaTepHaJIbHO-TeXHI/I‘leCKOG o0ecreueHue AUCHUITIJINHBI

Bun 3aparui

Ne

ay/l.

OcHoBHOe 000pyI0BaHNE, CTCH]IbI, MAKEThI, KOMITBIOTEPHAS TEXHHKA,
MPETYCTaHOBIEHHOE TPOTPaMMHOE 00ECIIEUCHHE, UCTIONB3YEMOE JIJISl Pa3TUIHBIX
BUJIOB 3aHATUI

KOMITIEKT KOMITBIOTEPHOTO 000pyA0oBaHus; JIokanbHast BBIYMCIUTENIbHAS CETh;
KommyTarop, [Iporpammuoe obecnieuenue: OC Windows XP , MS Oftice 2007,

Hai(;i E;ITT(;/&HHe ?31 g) Matlab, WinRar, Mozila Firefox, Koncynsrant+; Jlokansasie C3U: Secret Net 6.5
(aBroHOMHBIN BapuaHT), Ctpax 3.0; MexceteBsie skpanbl: ViPNet Custom 3.1,
User Gate 5.2
Komrekt kommnbrotepHoro odopynosanusi, LCD I[IpoexTop, Dxpan
Texunu 912 |[mpoeKUMOHHBIH, HACTEHHBIE CTEH/IBI 10 3amuTe nHpopManuu (5 mr. ),
(36) [mporpammuoe obecneuenne: OC Windows XP , MS Office 2007, Matlab, WinRar,

Mozila Firefox,.




