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1. llesu u 3212494 AU CIUILIHHBI

Lenb u3ydeHust TMCUUIUIMHBI — MOJIYYUTh 0a30BbIe 3HAHUS B 00JaCTH 3aIUTHI
UH(OPMALIMH, XPAHSIIIEHCS Ha padOYnX CTAHLMIX U CEpBEpax TaMOKEHHBIX OPTaHOB,
NOJKJIIOYEHHBIX K ceTH VIHTEpHET, a TaKke IPU €€ IepPenade no OTKPBITHIM KaHaIam
NHuTtepHer. 3a1aun n3y4eHus: JUCHUIUIMHBL: * OCBOCHUE IPAKTUYECKUX TPUEMOB 3aIUTHI
paboYMX CTaHILIMI U CEPBEPOB B TAMOKEHHBIX OpraHax; ® MOJTy4YeHUE HABBIKOB
IPOEKTUPOBAHUS IPOrPAMMHO 3aUIUIICHHBIX KaHAJIOB Mepeaadyn nH(popMaIui B CUCTEME
TaMOXXEHHBIX OPTaHOB.

Kparkoe cogepkaHue TUCHMIITIMHBI

3aIuIEeHHOCTh UH(OPMALIMOHHOM Cpelbl TAMOXKHHU — OJTHO M3 OCHOBHBIX YCIIOBUH €€

s dextuBHOrO GYyHKIIMOHUPOBaHUS. KOMIUIEKC MEpONPUATUI 110 00€CTIEUCHUIO
UH(OPMALIMOHHON 6€30MacHOCTH UH(POPMAITMOHHOM Cpeibl JOKEH ObITh HEOThEMIIEMOM
YacThIO CUCTEMBI YIIPABJICHUS TaAMOKEHHOTO OpraHa. B Hacrosmiee Bpems, epcoHalbHbIE
KOMIIBIOTEPHI (paboune CTaHIUM), KaK IPaBUIIO, MOAKIIOYEHBI K ITI00aIbHON CETH
WuTepHeT. 3HaHUS U YMEHUS N0JIb30BaTeNsl 10 00eCeueHn0 HH(HOPMaMOHHON
0€30I1acCHOCTH NEPCOHAIBLHOTO KOMITbIOTEpa, pabOTAaIOIIETO B CETEBOM Cpejie BHEIIHEN
TOPTOBJIN, CTAHOBATCS OJHUMH M3 CaMbIX BOCTPEOOBAaHHBIX U HEOOXONUMBIX. J[aHHas
JTUCIMILTNHA 00eCIIeYnBaeT 3HAKOMCTBO CTY/ICHTA C TEOPETUYECKUMU OCHOBAMHU
KpunTorpaduu, HHCTPYMEHTaIbHBIMU CPEIACTBAMH U CTAaHAAPTaAMHU, MOJACPKUBAIOIIMMHU
pa3paboTKy Kpunrorpapuyeckoro odecrnedeHuss UHHOPMALIMOHHBIX CUCTEM,
OPAKTUYECKUMH PUEMAMHU 3alUThl pa0OUUX CTAaHIUMH U CEPBEPOB.

2. Komnerenuuu ody4awmerocsi, opmupyemMbie B pe3yJbTare 0CBOEHMSI
AUCIHUANIMHBI

[Tnanupyemble pe3yabTaThl OCBOCHUS [Tnanupyemsble pe3yabTaThl
OIT BO (xomnieTeH1umn) o0yuenus no gucruruinHe (3Y Her)

3HaTh:MPOOIEMBI TIPU peaTH3alUU CHCTEM
0€301acHOCTH; OCHOBHBIC TIPaBHIIa 00CCIICUCHHS

I1K-32 BrazeHueM HaBbIKaMHA IPUMEHEHUA B |5esqnachocTr pabounx CTaHIUN U CEPBEPOB;

TaMOXXCHHOM JieJie HH(OPMAIIMOHHBIX TEXHOJIOTUH
CpencTB o0ecredeHus ux PyHKIMOHUPOBAHHUS B
1eJsIX NH(POPMALMOHHOTO COMTPOBOXKICHUS

YMmeTh:00ecneunBaTh KOHQUICHINATBHOCTD U
AQyTEHTUYHOCTb IPU B3aUMOJIEHCTBUU Web-
[IPWIOKCHUI;

HpO(l)CCCHOHaJIBHOI;’I ACATCIIbHOCTHU
BJ'IaI[eTBIHpOFpaMMHHMI/I cpeacTBaMu peajindalnun

CCPBUCOB IECJIOCTHOCTH, AYTCHTUYHOCTH.

3HATh:IOTCHIUAJIBHBIE YTPO3bl 0€30M1aCHOCTU
KOMIIBIOTEPHBIX CUCTEM; CEPBUCHI OE30IIaCHOCTH B

OIIK-3 crtocoOHOCTBIO BIaJeTh METOAAMH U TAMOKEHHBIX OpTaHaX;

CpeACTBaMHU TIOJTyYeHHUsI, XpaHEHHUs, 00paOOTKH
nH(pOPMaLH, HaBbIKAMU HCTIOJIb30BaHUS
KOMITbIOTEPHOU TEXHUKH, TPOTPaMMHO-

YMCTBZHaCTpaI/IBaTB IIOYTOBBIC CepBI/ICLI JUIA
obecrieueHnst KOH(OUICHIIMATBHOCTH AIEKTPOHHOU
MEPETIHCKH,

I/IHq)OpMaI_II/IOHHBIX CUCTEM, KOMIIBIOTCPHBIX ceTen
BJ'Ia,Z[CTBIHpOTpaMMHBIMI/I cpeacTBaMu peajindallun

CEepPBUCOB KOHPUIEHITNATLHOCTH;

3. Mecro aucuuninHbl B ctpykrype OII BO

[TepeueHb MPEANISCTBYOMIUX TUCIUTUIHH, [TepeueHb MOCTEMYIONIMX AUCIIUTLINH,
BHJIOB PabOT yueOHOTO MIaHa BHJIOB paboT




|B. 1.09 Uudopmaruka | He npenycmoTpenst

TpeboBaHUs K «BXOIHBIM» 3HAHUSIM, YMEHUSIM, HABbIKAM CTYIE€HTA, HEOOXOAUMbIM
IIPY OCBOCHUHU JJAHHOM JAUCIMIUIUHBI U IPUOOPETEHHBIM B PE3yIbTaTe OCBOCHUS
IPEAIECTBYOIINUX TUCIUILIINAH:

Jucouminaa TpeboBanus

b.1.09 Undopmatuka

NCUYHCIICHUA

yMeTh paboTaTh B I100aibHOM ceTn MHTepHeT,
3HATH TEOPHUIO 0a3 TaHHBIX U OCHOBBI JBOMYHOTO

4. O0bém M BUABI YUeOHOH PadOTHI

OO6mas Tpya10eMKOCTh TUCIHUILUIMHBI cocTaBiseT 3 3.e., 108 4.

Pacrnipenenenue o cemecrpam
. Bcero B Hacax
Bun yuebnoi paboret 4acoB Howmep cemectpa
10
OO6mmas Tpy10EMKOCTh AUCIIUTUTMHBI 108 108
AyOoumopHvie 3auamusi: 60 60
Jlexuuu (JI) 12 12
[IpakTuyeckue 3aHATUS, CEMUHAPHI U (UJIH) APYTHE BUIBI
aynuTopHbIX 3aHsaTui (I13) 43 48
Jlabopatopusie pabotsl (JIP) 0 0
Camocmosmenvras paboma (CPC) 48 48
W3yuenue rocynapctBeHHoro ctanaapra P34.10-2001 16 16
N3yuenue rocynapctBeHHoro ctaiaapra P34.11-94 16 16
W3yuenue rocynapcTBeHHoro cranaapra 28147-89 16 16
By uToroBoro KOHTpos (3a4et, Aud.3aueT, SK3aMeH) - 9K3aMeH

5. Conep:kaHue IMCUUIIMHBI

O06beM ayIUTOPHBIX
Ne 3aHATHI MO BUJAM B
HaumenoBanue pa3aenoB IUCHUTUIMHbI
paznena gacax
Bcero |JI| 113 |JIP
OCHOBHBIE TIOHSITHSI ¥ TEPMHHBI, OTHOCSIIIUECS K HH()OpMAITMOHHOH
0e30macHOCTH. XapaKTepHble IPoOIeMbl, CBI3aHHbIE C OE30MACHOCTHIO,
1 |mpu ucronb30BaHUU KOMIbIOTEpHBIX ceTell. Kitaccupukanus atax. 16 [(4(12] 0
Cepucsl 6e3onacHoctu. [IpaBuna obecnieuenus 6e3omnacHocT paboueit
CTaHIMH.
Kpunrorpadus. OCHOBHBIE TOHITHS M TEPMUHBL. AJITOPUTMBI
5  [cHMMeTpHYHOTO mdpoBanusi. GakTopbl 6€30MACHOCTH aJTOPUTMOB 16 lal12] o
CUMMETpHYHOTO muppoBaHus. [IpuMepbl anropuTMOB CHMMETPUYHOTO
mUPOBaHUSI U UX MPOTrpaMMHasi peaan3amusi.
Kpuntorpadus ¢ oTkpbIThIM KitouoM. Tepmunbl. OCHOBHBIE TpeOOBaHUS K
3  |[WITOPHTMaM acHMMETPHIHOTO mmdpoBanust. CriocoObl UCTIONB30BAHUS 1a 2l12] o
aJITOPUTMOB C OTKPBITHIM KJIt0UOM. [IpH-Mephl aIropuTMOB ¢ OTKPBITHIM
KJIIOUOM M UX NPOrpaMMHasi peaan3anusl.




Kpunrorpaduyeckue cranaaptol. Lluppossie cepruduxarsl. Mepapxus

[EHTPOB aBTOpU3anuu. CepBepHBIC U KIIMEHTCKUE CEPTU(PUKATHI. 14 (2|12 0

be3onacHble KOMMYHUKAILIMH.

5.1. Jlekuum

Ne Ne Kox-
HaumeHnoBaHue nim KpaTkoe coepKaHue JIEKIIMOHHOTO 3aHATUS BO
NeKuu[pas3aena
4acoB
XapakTepHble TPOOIEMBbI, CBA3aHHBIE C 0€30MaCHOCTBIO, IIPU MCIIOIb30BAHUI
1 | [KOMTIBIOTEpHBIX cereii; [locnencTBus cnaboii cucremsl 6e3omacHocTy; [IpobnemMsr )
NpyU peajau3aluy cucTeMsl 6e3onacHocTH; Ponb pa3paboTumka B MOCTPOCHUU
Oe3omacHbix npunoxenwnit; Kiaccupukanus arak; CepBUCH 0€30MaCHOCTH.
[TpaBuia obecneueHus 6e30macHOCTH paboueit craniyy; Beimonnenue
) 1 O0OHOBJIEHUI OTIEPAIIMOHHON CUCTEMBI; BhIToTHeHHe 0OHOBICHNUN TTPUKIIATHBIX )
MporpaMM; YCTaHOBKa aHTHBHPYCHOW MPOTPaMMBI U PETyIsipHOE OOHOBIICHHUE
AHTUBHPYCHBIX 0a3; HacTpoiika mepcoHabHOTO OpaHaMaya3pa.
Kpuntorpadus. Kpuntoananus. Onpenenenusi. TepMuHBI.
3 2 |Creranorpa¢usi,ipuMepsl UCTIONIb30BaHMs. DaKTOphl 6€30MACHOCTH aJITOPUTMOB 2
CUMMETPUYHOTO MIHPpoBaHUSI. AOCOIIOTHO CTOMKUI U )P.
4 ) CrpyKkTypa OJ104HOTO alropuT™Ma CUMMETPUYHOTO K poBanus; CUMMETPUYHOE )
mudposanue 6moka Anropurmel DES, AES;
OcHOBHBIE TPeOOBaHU K aJITOPUTMaM aCUMMETPUYHOTO IIHU(PPOBaHUS
5 3 (g poBaHUs C OTKPHITHIM KIIFOUOM). TepMHUHOIOTHS B allTOPUTMAX 1
acMMMeTpHYHOro mudpoBanus. IIoHsATHE OJHOCTOPOHHEH (DYHKIIMU C CEKPETOM.
[TpaBuia MOIYNIbHON apU(METHKH.
Crioco0bl HCTIONB30BAHUS AITOPUTMOB C OTKPBITHIM KITFOYOM
6 3 |(3ammdposiBanue/pacmdposeiBanue). [ludposas noanuce (psimas, 1
apOUTpakHas)
7 4 Lludpossie cepruduxarsl Ctanaapt X.509. Cneundukanuu PKI Uepapxus 1
[EHTPOB aBTOPH3ALUHU LIUPPOBBIX CEPTUDUKATOB
2 4 CepBepHbI€ U KIMEHTCKHE cepTU(PUKaThl. bezonacHble KOM-MyHHKAllUK HA OCHOBE 1
SSL.
5.2. IlpakTHyecKne 3aHATHS, CEMUHAPBI
Ne Ne Kox-
HanmenoBaHMe niM KpaTkoe coAepKaHue MPAaKTUYECKOTO 3aHATHS, CEMUHapa BO
3aHATHA|pa3IENa)
4acoB
1,2 1 [Hactpolika u nmpoBepka 3alMIIEHHOCTH Internet KOMMyHUKAIi 6
3,4 1  |Mcnonp30BaHuWE U 3alIMTa MMOYTOBBIX MTPOTOKOJIOB 6
5,6 2 |Kpunroananus 3amu(poBaHHOTO TEKCTA 6
78 ) HcnonszoBanue PGP u GPG mis o6ecnieuenus: KOHQUISHITNAIEHOCTH 6
’ QJICKTPOHHOM TOUTHI M U (poBaHus (HailyioB
9.10 3 VcnonbzoBanue PKI (MHGpacTpyKTypbl OTKPBHITHIX KIIFOUEH) AJIs 3aLIUThI 6
’ HIIEKTPOHHOM MOUYTHl 1 Web-KOMMYHHUKAIUI B TAMOXKEHHBIX OpraHax
OcHOBHbIE TPeOOBaHMSI K aJITOPUTMaM aCUMMETPUYHOTO HIH(PPOBAHUS
1112 3 (mmpoBaHUs ¢ OTKPBITHIM KITHOUOM). TEepMHUHOIOTHS B allrTOpUTMaxX 6
acUMMeTpHUYHOro mudpoBanus. I[IoHATHE 0OJHOCTOPOHHEH (DYHKIIMU C CEKPETOM.
[IpaBuiia MOTyIbHON apU(PMETHUKH.
CepBepHbIe U KIIMEHTCKHE cepTU(UKATHL. be3onacHble KOMMYHUKAIUH Ha 0aze
13,14 4 6
SSL
15,16 4 [Hudpossie ceprudukarsl Cranmapt X.509. Cnennduxanuu PKI Hepapxus 6




| |ueHTpOB aBTOpU3alUH U(PPOBBIX CEPTH(PUKATOB |

5.3. JlaboparopHbie padoThI

He npenycmorpeHnsl

5.4. CamocrosiTeqibHasi padoTa CTyIeHTA

Brimonuenune CPC

Bun paboter n

couepKaHue Crincok sureparypsl (C yKazaHUEM pa3/esioB, IV1aB, CTPAHMIL)

3aJaHus

Koi-
BO
JaCOB

3yueHue

rocynapctBenHorofhttp://ru.wikipedia.org/wiki/%D0%93%D0%9E%D0%A1%D0%A2 %D0%A0 34.11

CTaHIapTa -94
P34.11-94

16

3yuenue
rOCyAapCTBEHHOIO
cTaHAapTa
P34.10-2001

http://protect.gost.ru/document.aspx?control=7&id=131131

16

3yueHue
rOCyJapCTBEHHOTO
cranjapra 28147-
89

http://protect.gost.ru/document.aspx?control=7&id=139177

16

6. UnHOBanMOHHBIE 00pa30BaTe/IbHbIC TEXHOJIOT UM, HCIOJIb3yeMble B y4eOHOM

npoiuecce
Bun
NunoBanmonHbie HOPMBI aboThI Kon-Bo ayn.
" ¢ b p Kpatkoe onncanue YA
y4eOHBIX 3aHATUN (JI, I13, 4acoB
JIP)
. Pa30op u MogenupoBaHue aTaku “man in the
Pa300op kKOHKpeTHBIX cuTyanui|JIexkmm . v . 3
middle” Ha mpumMepe AIeKTPOHHOMN TOYTHI

CoOcTBeHHBIE HHHOBAaIlMOHHBIC CIOCO0bI U ME€TO0/bl, HCITOJIB3YEMbBIC B

00pa3oBaTeJIbHOM Tpolecce

VHHOBanMoHHBIE (POPMBI 00yUESHHS

KpaTKOC OIMMMCAHUC N TPUMEPHI UCITIOJIB30BAHUA B TCMAX U
pasaciiax

[Ipu orleHUBaHUM PE3yaBTATOB
MEPOIIPUATHI UCITONIE3YeTCs 0aUTbHO-
[PEUTHHIOBAsI CHUCTEMA OLIEHUBAHUS
[PE3yNBTaToOB YUeOHOH e TENFHOCTH
oOyuaronuxcs (yTBepKIeHa MPUKa30M
pektopa ot 24.05.2019 . Ne 179).

OneHka pe3ynbTaToB 00y4eHHs U yPOBHS C(hOPMUPOBAHHOCTH
KOMIIETCHIIUI IIPOBOAMTCS B XOJ€ TEKYLIEN U IIPOMEKYTOUHOU
aTTecTaluii ¢ UCTIOIb30BaHUEM (DOHIOB OIIEHOUHBIX CPEJICTB U
C MpUMEHEHUEM 0aUTbHO-PEUTHHTOBOM CUCTEMBI OIICHKHU
ycrieBaeMocTH oOyJaronuxcs. O0Iee KoJIu4ecTBO 0aioB mpu
[POBEICHUH TEKYIETO KOHTPOJIS JOJDKHO OBITH HE MeHee 60,
Ho He 6omee 100. [Tpu HEYMOBIETBOPUTEITEHOM OLICHUBAHUH
OIHOTO W3 MOKa3aresel KOMIETEHIIMH 00111ast OlIeHKa TaKXe
HEYIOBJIETBOPUTEIIbHASL.

Hcnonp30BaHue pe3yabTaTOB HAyYHbIX HUCCIIEIOBAHUM, IPOBOAUMBIX YHUBEPCUTETOM, B

paMKax JIaHHOfI JUCHUIIIIMHBI: HET



7. ®onj oneHouHbIX cpeacTB (POC) niis npoBeIeHUs TEKYLIEro KOHTPOJIS
ycreBaeMoOCTH, IPOMEKYTOUYHOI aTTecTaAlMu [0 UTOraM OCBOEHUsI JUCIUNIMHBI

7.1. Ilacopt ¢oHIa OLIEHOYHBIX CPEACTB

Bun
KOHTpoJist | NoeNe
Haumenosanue pasznenos nucuuiuinabl - | Kontponupyemas komnerenuus 3Y Hel .
(BKJIFOUAs |3aJIaHMIA
TEKYIIHN)
T1K-32 BirageHneM HaBBIKAMH
MIPUMEHEHUS B TAMOKEHHOM JIeTie
WH(GOPMAITMOHHBIX TEXHOJIOTHN U
Bce pasnensl CPENCTB 00ECIIEUeHHUS UX DK3aMeH 1
(YHKITMOHUPOBAHUS B TEJISIX
MH(GOPMAITMOHHOTO COMPOBOKIACHHUS
poQeCCUOHATTLHOM eI TEIbHOCTH
OCHOBHBIE TIOHATHUS U TCPMUHBI
P . OIIK-3 crocoOHOCTBIO BIAJIETh
OTHOCSIIIMECS K MHPOPMAILIMOHHOM
METOAAMHU U CPEICTBAMH MOITYUCHHUS,
0e30macHOCTH. XapaKTepHbIE MTPOOIEMBI,
XpaHeHus1, 00paboTKu HH(OpMAIINY,
CBSI3aHHBIE ¢ 0€30MaCHOCTHIO, TIPH
. HaBbIKaMU UCIIOJIb30BAHUS DK3aMeH 1
UCTIOJIH30BAaHUH KOMITBIOTEPHBIX CETCH. o
KOMITBIOTEPHOW TEXHUKH,
Knaccudukanus arak. CepBuchl
MIPOrpaMMHO-UH()OPMALIUOHHBIX
6e3omacuoctu. [IpaBuina obecrieueHUs .
. CUCTEM, KOMITBIOTEPHBIX CETEH
0€30MacHOCTH paboveil CTaHIUu.
[1K-32 BnageHneM HaBbIKAMH
MIPUMECHECHUS B TAMOKEHHOM JIeIIe
MH(GOPMAITMOHHBIX TEXHOJIOTUN U
Bce paznenbl CPEIICTB 00ECIICUCHUS UX TEKYIIHI 1
(YHKIIMOHUPOBAHUS B LEJSIX
WH(OPMAITMOHHOTO COTIPOBOKICHHUS
npodeccuoHaIbHON AESITETbHOCTH
OcHOBHbIE IOHATHUS U TEPMUHBI
P . OIIK-3 crtocoOHOCTBIO BIAIETh
OTHOCSIIIHECS K MHPOPMAIIMOHHOM
METOAAMH U CPEICTBAMH MMOTYUCHHUS,
0e30macHOCTH. XapaKTePHbBIC MTPOOIEMBI,
XpaHeHus1, 00paboTKu HH(OpMAIIHH,
CBSI3aHHBIE ¢ 0€30MaCHOCTHIO, TIPH .
. HaBBIKAMH HCIIOJIb30BAHUS TeKYIIUN 1
HCIIOJIb30BaHUU KOMIIBIOTEPHBIX CETEH. o
KOMITBIOTEPHOU TEXHUKH,
Knaccudukarus atak. CepBuUCH
MIPOrpaMMHO-UH()OPMALIMOHHBIX
6e3onacHocTu. [IpaBmia obecrieueHus .,
. CUCTEM, KOMITBIOTEPHBIX CETCH
0€30MMacHOCTH paboYeii CTaHIUH.

7.2. Buabl KOHTPOJIS, IPOUEAYPHI POBEeHUN, KPUTEPUH OLIEHMBAHUS

OTBETUTH Ha 20 TECTOBBIX BOPOCOB.Bpems, oTBeIeHHOE
Ha TecTupoBaHue - 20 munyT. [Ipu onennBanun
Pe3yJIbTaToB yueOHOH e TeIbHOCTH 00yUaroLerocs no
JUCLUILIMHE UCTIONb3YeTCsl OAIIbHO-pEUTHHIOBas cucteMalnucuuiuinge 60...74 %
OLICHUBAHUS PE3YJbTATOB YUEOHOM NesITeIbHOCTH

Bun
KOHTPOIIS ITponerypsl npoBeIeHNs ¥ OLIEHUBAHUS Kpurepuu onieHuBaHus
OTBET Ha BOIIPOCHI U MPOBEpKa X0/a npaktuueckoro  |OminyHo: Bennunna petuHra
3aHATHs. Ha sK3aMeHe mpoucXoquT OlleHUBaHUE YUeOHON (00yJarolerocs 1no JUCHUILIMHE
JESATEIBHOCTU O0yYaroIuXxcs 110 IUCHUIUIMHE Ha ocHOoBe [85...100 %
IOJY4YEHHBIX OLIEHOK 32 KOHTPOJIbHO-PEUTUHIOBBIE Xopomo: BennunHa peiftunra
Sxsamen | MEPOTPAATHS TEKYIIETO KOHTPOIS. Crynenty HeoOXoauMo [00y4aroIerocs 1o JUCIHIIHHE

75...84 %
YoBIIETBOPUTENBHO: Bennunna
peiiTiHra 00y4aromerocs rno

HeynoBneTBOpUTEIbHO:




oOyuaroruxcs (yTBEpKIeHa MPUKA30M PEKTOpa OT HeynosnerBopurensHo: Benmnunna
24.05.2019 1. Ne 179). ITpaBuibHBIN OTBET COOTBETCTBYET [PEHTHHTA O0YYaIOMIErocs 1Mo
0,5 6amnaM. MakcuManpHOe KoanuecTBo O0amioB — 10.  |gucoumiaune 0...59 %
Becogoii ko durment mepornpusitus — 0, 1.

TEKYILUH

[IpoBeeHre KOHTPOJIBHBIX paboT. Bompock! npeacTaBieHbI
Ha caiite kypca 21. FOYpI'Y. IIpu oneHnuBaHuM pe3ynbTaToB

MEPOTIPUATHS UCTIONB3yeTCsS OAJUTPHO-PEHTUHTOBAasT  |3a4TEHO: PEUTHHT 00yJaronIerocs
CUCTEeMa OLICHUBAHUS Pe3yJIbTaTOB YUeOHO! JEATEIbHOCTH (32 MEPONIPHUATHE OOJIbIIE WIIH
oOydaromuxcs (yTBepKIeHa MTPUKA30M PEKTOpa OT paBen 60 %.

24.05.2019 1. Ne 179). Kputepuu ouenuBanus : - padora |He 3aureHo: peTHHT
COOTBETCTBYET TEMaTHKe, MOJIHbIe OTBETHI — 10-9 GaioB ; [0Oydaromierocs 3a MEpONPUSITHE
paboTa COOTBETCTBYET TeMaTuke, HeMoiaHas nHpopmanus - (Menee 60 %.

1-8 0amnoB, 3aga4a He BeInoHeHA — 0 60aytoB. BecoBoit

ko3¢ unment meponpusitus —0,1

7.3. TunoBble KOHTPOJIbHbIE 3aJaHUS

Bun
KOHTPOJIS

TwumoBele KOHTPOJIBHBIC 3aJaHUA

DK3aMeH

1. Kakue xapaktepHbie TpoOiieMbl B 00ecriedeHrH HH(HOPMAITMOHHON 0€30MacCHOCTH JaHHBIX,
XpaHsmuxcs Ha nepcoHanbHoM KoMibroTepe (I1K), mosistores mpu moakmrouenun [MK
cetu MIHTEpHET.

2. [lepeuncnute OCHOBHBIEC HETATUBHBIC MTOCIEACTBUS C1a00M 3aIUIIIEHHOCTH
MH(POPMALIMOHHON CPebl OpraHU3aIHH.

3. [lepeuniciiute BUIBI aTaK HA CETEBYIO PabOUyIO CTAHIIHIO.

4. Kakue cepBUCH 6€30MaCHOCTH UCHIOIB3YIOTCS MPH 3aIuTe padodeil CTaHIINu.

5. Kakue cepBuchl 6€301aCHOCTH UCTIOIB3YIOTCS MPH 3aIUTe WH(POpMAIiu, epeaaromencs
0 OTKPBITHIM KaHasiaM VIHTepHeT.

6. [TepeuriciiutTe OCHOBHBIE TIPAaBUIIA OOECIIEYCHHS 0€30MaCHOCTH pabouel CTaHIINH.

7. Chopmynupyiite npasuio Kepkxodda.

8. JlaiiTe onpeneneHus: TepMUHAM: KPUNITOTpadusi, KPUIITOJIOTUS, KPUIITOAHAIIN3, KITIOY,
mdp, 3ammudpoBanue, pacmmudpoBanue, nemmdpoBaHme.

10. Chopmynupyiite HakTopsl O€30MACHOCTH AITOPUTMOB CUMMETPUIHOTO MTU(POBAHUSI.
11. KakoB mopsi1ok pa3Mepa KItoua COBPEMEHHBIX KPUNITOCTOWKUX aJTOPUTMOB
CUMMETPUYHOTO MHU(PPOBAHHUSL.

12. ChopmynupyiTe OCHOBHbIE TPEOOBAaHUS K AJITOPUTMAM AaCUMMETPHYHOTO MU(PPOBAHHUS.
13. Tlouemy B aCUMMETPUYHBIX KPUNITOTpapUUECKUX aJTOPUTMaX UCIONB3YIOT JIBa KITFOYa:
OTKPBITBIN U 3aKPBITHIN.

14. JlaiiTe onpeaesieHre OMHOCTOPOHHEH (DYHKIIMH C CEKPETOM.

15. OnumunTe NpakTHYECKyro (KOMOMHUPOBAHHYIO) Pean3aliio 3au(pOBBIBAHUS
aJITOPUTMOM aCUMMETPUYHOTO MU(POBAHHUSL.

16. OnuimuTe NpakTHYECKyro (KOMOMHUPOBAHHYI0) pealln3aliio pacn(poBbIBAHUS
aJITOPUTMOM aCUMMETPUYHOTO MU(POBAHHUSL.

17. OnumuTe NpakTHYECKyro (KOMOMHUPOBAHHYIO) pealn3aluio udpoBoil moanucu
aJITOPUTMOM aCUMMETPUYHOTO MHU(POBAHHUSL.

18. HazoBuTe oTeuecTBEHHBIE U 3apYOEKHBIE CTAHAAPTHI AITOPUTMOB aCUMMETPUYHOTO
muGpoBaHUS.

19. Kak ucnosnp3yeTcst Xam-(QpyHKIHS Ui 6€30MaCHOTO XpaHEHHS apoJis.

20. HazoBuTte xapaktepHble 001aCTH TPUMEHEHHUS IPOrPaMM C OTKPBITHIM HUCXOIHBIM KOJIOM:
Gpg, Pgp, Openssl, TrueCrypt.

21. st kakux OC MOXHO MCTIONB30BaTh OMOIMOTEKH KpunTorpadhudeckux GpyHkiuit u3 Pgp
sdk u Openssl.

22. Kakyro nnpopmanuio XpaHat nudpoBbie CepTHHUKATHI.

23. Kakyto cTpyKTypy 00pa3yloT IEHTPHI aBTOPU3AIMH IUPPOBBIX CEPTUDUKATOB.

24. J1yis 9ero ucroib3yeTcsl CEpBEPHBIN CepTH(HUKAT.




25. Jlns 4ero ucronb3yercs KIMEHTCKUN cepTudukar.
26. OnuiuTe aaropuTM odecredeHuns: 6e30macHbIX KOMMYHHKAITUH Ha ocHoBe SSL.
OcnoBeilbBTawm/lene.pdf

TEKYIUN

8. YueOHO-MeTOAMYECKOE M HH(POPMAIIMOHHOE OOecTiedeHUue TUCIUIIIMHBI

ITeyaTHas y4eOHO-MeTOAUYECKAS JOKYMEHTALMS
@) OCHOBHAs TUMepamypa:
He npenycmorpena

6) OononHumMenbHas IUmepamypa:
He npenycmotpena

6) ome4yecmeeHHble U 3apy6€9fCHbl€ IHCYPHAJIbL NO ()ucuunﬂuHe, umerouiuecs 6 oubnuomexe:

2) memoouuecKue yka3anus 0Jisi CMyOeHmo8 no 0C80EHUIO OUCYUNTIUHDBL!
KoHTponbpHBIE BOMTPOCH TSl MOATOTOBKH K 3a4ETY

1.

U3 Hux. y'{€5H0-M€m00u’{€CKO€ obecnevenue camocmosmenbHou pa60mbz

cmyoenma.

2.

KOHTpOJ'IBHBIe BOITIPOCHI AJIs ITOATOTOBKH K 3a4CTy

JJIeKTPOHHAS Y4e0OHO-MeTOANYeCKAs JOKYMEHTAIlUs

JocrynHocTh
HaunmenoBanwme | (cets HTEpHET /
Ne Bux HaumenoBanue pa3zpaboTku peeypea s | JOKRAIbHad cetb,
JTUTEPaTyphl AIIEKTPOHHON  |aBTOPU30BaHHBIN /
dbopme CBOOOJIHBIN J10-
CTYII)
Maunsimenko, }F0.B. Tamoxxenaoe
NeKIapUpOBaHUE U MPEABAPUTEILHOE o
N JIEKTPOHHO-
nH()OPMUPOBAHKE B JIEKTPOHHOU opme. - 6JII/I£))T€‘IH3,$I
1 OcHoBHas [DnEeKTpOHHBIN pecypc| — DIeKTpOoH. AaH. — CHCTEMa WuTepHer /
nireparypa CII6. : U1 Untepmenus, 2012. — 326 c. — ABTOpPH30BaHHBIN
PeskuM 10CTyMa: W3/1aTEIbCTBA
) Jlanb
http://e.lanbook.com/book/55342 — 3aru. ¢
DKpaHa.
CanpHukos, K.A. JlexiiapupoBaHue TOBapoB U KOO
TPAHCIIOPTHBIX CPEICTB. [ DIEKTPOHHBIN P
OubIMoTeUHAs
) JlononuutenbHas [pecypc] — Dnextpon. nan. — CII6. : U1 CHCTEMa WNuTepuer /
nuTeparypa Nutepmenus, 2015. — 228 c. — Pexum AIATCIECTE ABTOPHU30BaHHBII
noctyna: http://e.lanbook.com/book/55326 — HaII[-IB

3ar. ¢ 9KpaHa.

9. UudopManmoHHbIe TEXHOJIOTHH, HCTIOJIb3yeMble MPHU 0CYIeCTBIEHUH
00pa30BaTeJLHOIO Mpolecca

HCpC‘IGHB HCIIOJIB3YCMOT'O IIPOIrpaMMHOIO oOecreUeHMS:

1. Microsoft-Windows(6eccpodno)




2. Microsoft-Office(6eccpouno)
3. OO0 Aunbra-codt-Ansra-Makcumym (Bepcus PRO)(6eccpouno)
4. -Microsoft Visual Studio (6eccpouno)

[Tepedenp UCTIONB3yEeMbIX HHGOPMAIIMOHHBIX CIIPABOYHBIX CUCTEM:

Her

10. MarepuajibHO-TEXHUYECKOe O0ecnedeHue TUCIUIIIMHBI

Bun 3anaruit

Ne
ay/.

OcHoBHOE 000pyIOBaHUE, CTEHIBI, MAKETHI, KOMITBIOTEpHAS TEXHUKA,
MpeayCTaHOBICHHOE MPOTpaMMHOE 0OecTiedeHre, UCTIONb3yeMOoe s
pal’;J'IH‘IHBIX BUI0OB SaHHTI/II\/’I

Jleknuu

118
(36)

20 KOMITBIOTEPHBIX pabounx MecT, 1 HOyTOyK, 1 mpoekrop, 1 3kpaH, 1
KOMMYTaTop, 1 J0Ccka MarHUTHas MapkepHasi. JJocMOTpOBBII KOMILJIEKT 3epKaJl
«ITouck-2¥», Kommiekr cmenHbIx 1mynos «KII-3M», IlepenocHO KOMITIEKT
TEXHUYECKHX CPE/ICTB A 00ceioBaHus aBroTpaHcnopta «l'actpoms I1»,
[TopraruBHBIN yneTpoduoneToBsIii ocBeTuTeNb «/1030p-By», [Tprbop mst
yIITyOJIeHHOM CBETOONTHYECKON MPOBEpKHU T0KyMeHTOB «Ieneruka-02.01;
Oxpan Da-liteModel B 152x203. 7 mapt co ckambeid, 10 cTOJI0B KOMIIBIOTEPHBIX,
1 cTon nucbMeHHbIH ¢ TymM60#, 20 ctynseB 130.

[IpakTrnueckue
3aHATUA U
CEMHHAPBI

118
(36)

20 KOMIIBIOTEPHBIX pabounx MecT, 1 HOyTOYK, 1 mpoekTop, 1 3kpaH, 1
KOMMYyTarTop, | 1ocka MarHuTHast MapkepHasi. JlocCMOTpOBBII KOMIUIEKT 3€pKajl
«ITouck-2Y», Kommuekr cmennbix 1mynoB «KII-3M», [TepeHoCHO# KOMIUIEKT
TEXHUYECKHX CPEICTB AJs 0OcenoBanus aprorpancmnopta «l'actpoms [1»,
[TopraruBHBIN yABTPO(HONETOBBIN OCcBEeTUTEND «J{030p-By», [Ipnbop s
YIITyOJIEHHON CBETOONTHYECKON MPOBEPKHU TOKyMeHTOB «I enernka-02.01y;
Okpan Da-liteModel B 152x203. 7 mapt co ckambeid, 10 CTOJIOB KOMITBIOTEPHBIX,
1 cTon mucebMeHHBbIN ¢ TymMO0#, 20 ctynseB 130.

DOK3aMeH

118
(36)

20 KOMIIBbIOTEPHBIX pabounx MecT, 1 HoyTOyK, 1 mpoekrop, 1 akpaH, |
KOMMYTAaTop, 1 Jocka MarHuTHast MapkepHas. [[0CMOTpOBBIN KOMILJIEKT 3€pKall
«ITouck-2Y», Kommnekr cmennbix mynoB «KII-3M»y, [TepeHocHO# KOMITIEKT
TEXHUYECKHUX CPEICTB Js o0cienoBanus aprorpancnopra «l'actpons [1»,
[TopratuBHBIN yneTpoduoneToBslii ocBeTuTeNb «/1030p-By, [Ipubop mis
YITyOJICHHOW CBETOONITHYECKON MTPOBEPKHU JOKYMEHTOB «I eHetnka-02.01»;
Okpan Da-liteModel B 152x203. 7 mapt co ckambeii, 10 cTOI0B KOMITBIOTEPHBIX,

1 cron mucebMeHHBIH ¢ Tym60#, 20 ctynseB N30.




