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1. llesu u 3212494 AU CIUILIHHBI

[enu: o3HaKOMIIEHUE CTYACHTOB C TEHJCHIIMEH pa3BUTHS WH(OPMAITMOHHON
0€30IacCHOCTH, ¢ MOJIEJIIMA BO3MOXKHBIX YIPO3, TEPMUHOJIOTHUEH 1 OCHOBHBIMU
HNOHATUSAMU TEOPUU OE30N1aCHOCTU MH(POPMALIUH, & TAK K€ C HOPMATUBHBIMU
nokymeHtamu P®. 3agauu: - npuodbpereHre CTyIeHTaMi TEOPETUUECKUX 3HAHUN U
NPAKTUYECKUX HABBIKOB 3aIUTHI MH(OPMAIIMKU NPEICTAaBICHHON B 3JIEKTPOHHOM BU/IE,
IPEK]IE BCETO CPEeICTBAMM KPUNTOTPa(UK, TUITMYHBIMU KPUIITOCUCTEMAMH U IPYTUMU
METO/IaMH, JIEKAIIUMH B €€ OCHOBE; - ITOJIyUYEHHUE CTYICHTAMU 3HAHUH I10 CYIIECTBYOLIIUM
yrpo3am 0e30nacHOCTH UH(GOPMAILIH, T0I00PY U IPUMEHEHHUIO COBPEMEHHBIX METO/I0B U
CHocOo00B 3aluThl HH(OPMaLUY; - POPMHUPOBAHKE Y CTYAEHTOB HABBIKOB 3aIUThI
UH(pOpPMAINH B JIOKAJIBHBIX U TII00ATBHBIX KOMITBIOTEPHBIX CETAX.

Kp aTKoO€ COACPKaHUuEC NTUCHUIIJIHHBI

B mporpaMMy BKITIOYEHBI TEMBI, CBSI3aHHBIE C H3YYCHHEM JOKTPUHBI HHPOPMAITMOHHON
6e3omacHocTu Poccuiickoit @enepamnyu, HaIMOHATLHBIMUA HHTEPECAMH B
nH(MOPMAIIMOHHOM cdepe U uX obecrneueHneM, KOHIIENTyalbHOW MOJIeNN
nH(OPMAIIMOHHON 6€30MacHOCTH, a TAK)Ke BUJIAMU U UICTOYHUKAMH YTPO3
nH(OPMAIIMOHHON 6€30MaCHOCTH U HaIlpaBIeHUsIMU obecrieueHus: NH(PpOpMAITMOHHON
6e3omacHocTH. PaccmarpuBaroTcsi mpaBoBOE, OPraHU3alMOHHOE ¥ HHKEHEPHO-
TEXHUYECKOe obecrneueHus nH()OpMAITMOHHON O€301TaCHOCTH, OCHOBHBIE YTPO3BI U
CTpaTeruy 3aluThl KOMILIOTEPHOW HH(POPMAITUU, KPUTITOTpadUIECKIE METOIBI 3aIUTHI
JTAHHBIX, AaHTUBUPYCHAS 3aIIUTa KOMITBIOTEPOB; METOJIbI M CPEACTBA MOTYUSHUS
UH(OPMAIIMH B JIOKAJTBHBIX U T7100aJTbHBIX KOMITBIOTEPHBIX CETAX, aHATN3 KOH(UTYpaIuu
NIEPCOHAIILHOTO KOMITBIOTEPA, TOMCK WH()OPMAIIMH C IIOMOIIBIO CTICIIUATBHBIX ITIA0JI0OHOB U
MacCOK; OpraHU3aIIMOHHO-TEXHUYECKHUE ACTICKTHI ITOJIYUCHUS U TIEpeIaud KOMITbIOTEPHOU
UHGOpMAITIH, KOMITBIOTEPHBIC TTPECTYIUICHUS.

2. Komnerennuu odyuyawuerocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS
AUCIHUTIJIMHBI

[TnanupyemMble pe3yabTaThl OCBOCHUS [Mnanupyemblie pe3yabTaThl
OII BO (xommnieTeH1Iun) ob0ydenwust o gucruruinHe (3Y Her)

3HATL:0CHOBHLIE ITOHATHS U OIpCaACICHUA,
UCIIO0JIb3yEeMbIE TP U3yYEeHUH HHPOPMAITMOHHON
0€30MMacHOCTH; KIacCU(PUKAINIO YTPO3
UH(POPMAITMOHHON 0€30MaCHOCTH; KJIACCUYECKUE U
COBPCMCHHBLIC METOAbI B3JIOMa CCTCBBIX HOCHUTEIeH
U CUCTEM; KJIACCHU(PHUKALINIO KOMIIBIOTEPHBIX
BUPYCOB, KaKyI0 yTpO3y OHH IPEACTABIISIFOT JJIst
6e30macHOCTH UH(OPMALIUU U [TPABUJIA 3AIUTHI OT
KOMIIBIOTEPHBIX BUPYCOB U BPEIOHOCHBIX
OporpaMM; Kak OpraHu30BaTh HHMOPMAIIHOHHYIO
0€30MaCHOCTh B OPTaHU3aIMU; HOPMBI U
TpeOOBaHUS POCCUICKOTO 3aKOHOATENILCTBA B
o0nacTy 3auUThl UHOPMAIIIH.

[TK-16 crtocoOHOCTHIO pean30BLIBAT
MEPOTIPUATHS 10 TIOTYYSHUIO FOPUANIECKU
3HAYNMON UH(OPMAIIH, IPOBEPSTH,
aHaJM3UPOBATh, OIICHMBATH €€ U MCI0Ib30BaTh B
HWHTEpECAX MPEAYIIPEKIACHUS, IPECEUECHUS,
PaCKpBITHS U paccie0BaHus MPECTyIICHU

'YMETh:ITpaBUIIbHO BBIOUPATH U UCIIOJIb30BaTh
AQHTUBUPYCHYIO 3aLIUTY; BOCCTAHABIMBATH
[OpPaKEHHbIE KOMIIbIOTEPHBIMU BUPYCAMH OOBEKTHI
CpeCTBaMH BBIOPAHHOI aHTUBUPYCHOM 3aIlIUTHI,




OCYIIECTBIISITH TPO(ECCHOHATBHYIO JESTEIBHOCTS C
HCIIOIb30BaHHEM HH()OPMAITMOHHO-TIPABOBBIX
CUCTCMAaM U MHOT'O HpOI‘paMMHOFO OGGCHC‘-ICHI/IH B
cetu Internet ¢ cobmonenrem TpedoBaHUN
UH(OPMAITMOHHON 6€30MaCHOCTH.

BraneTh:HaBbIKAMH 1TO00pA U IPUMEHEHUS
COBPEMEHHBIX METOJIOB 1 CITIOCOOOB 3aIIUTHI
uHGOpMAIH; padOThl C HOPMATUBHBIMU
mokymeHTaMu Poccuu B 0051aCTH 3aIIATHI
UH(pOpPMaIUK U 00eCTIeYeHHUs ee
KOH(HUIEHITNATLHOCTH; 00€CTICUeHUS COOTIOIEHUS
TpeboBaHMil 3akoHOaTeNbCTBA PD 0 3ammre
MEePCOHAIBHBIX JTAHHBIX.

OK-12 cnnocoGHOCTHIO paboTaTh C pa3IUYHbIMU
MH(POPMALMOHHBIMU PECypCaMH U TEXHOJIOTUSMH,
NPUMEHSITh OCHOBHBIE METOJIBI, CTIOCOOBI M CPEIICTBA
MOJTYYEHHUs], XPaHEHUs, TOUCKA, CUCTEMATU3AIIH,
00paboTKu ¥ nepenauu nHhopMauu

3HATh:OCHOBHBIE ITIOHIATHSI U KOHIICIIIINU
COBPEMEHHBIX TEXHOJOTUH 3aIUTH HHPOPMALINH;
OCHOBHBIE METOIbI CO3/IaHUSI CUCTEM 3aIUTHI
uHGOpMAINK; OCHOBHBIE CTAaHAAPTHI B 001acTH
WH()OPMAITMOHHON O€30MTaCHOCTH; OCHOBHBIC
WHCTPYMEHTAJIbHBIE CPEICTBA 3ALIUTHI
I/IH(l)OpMaIII/II/I; NCTOYHUKHU BOSHUKHOBCHUSA
WHGOPMAITMOHHBIX YTPO3; MOAETH U IPUHIIUITHI
3AlUThI I/IH(l)OpMaHI/II/I OT HCCAHKIMOHUPOBAHHOI'O
TOCTYTa; METOAbl AHTUBHPYCHOM 3aIIUThI
I/IH(l)OpMaIII/II/I; COCTaB U MCTObI OpraHU3allMOHHO-
MPaBOBOI 3aIIUTHI MH()OPMALIUH.

YMeTh:aHATU3UPOBATh TUIIBI aTaK U YTPO3
WH(POPMAITMOHHOM Oe30macHOCTH; (HOPMYTUPOBATH
COOTBETCTBYIOIIUE TPEOOBAHUS K CUCTEMaM 3aIUThI
UH(OPMAINH; TPUMEHSTh IPABOBBIE,
OpraHU3aIIOHHBIEe, TEXHUYECKHE U TPOTpaMMHbIe
CpeJCTBA 3AIUTH HHPOPMAIIHH.

BJIaI[eTBI6aSOBBIMI/I HaBbIKaMHU IMMOCTPOCHUA U
YIpaBJICHUS] CHCTEM 3alllUTHl HH)OpMAIIUH;
HaBbIKaMU OTPaXCHU THUIIOBBIX aTaK Ha
WH(QOPMAITMOHHBIE CHCTEMBI; 0a30BBIMH HAaBBIKAMHU
0e30macHoi paboThl B KOMITBIOTEPHBIX CETSAX MPU
cOope, epenave u mpeodpa3oBaHUN HHPOPMAIIUH;
METOJaMU aHTHBprCHOﬁ 3alMUThI TCXHUYCCKUX
cpenctB 00paboTku nHPOpMAIUH.

[1K-22 cniocoGHOCTBIO COOIMIOAATH B
npogeCcCHOHAIBHON AEATENbHOCTH TPEOOBAHUS
HOpPMAaTHBHBIX [TPAaBOBBIX aKTOB B 00JIACTH 3aLIUTHI
roCy/1lapCTBEHHOM TaliHbI U HH(POPMAIIMOHHOMH
0€e30MacHOCTH, 00ecrneunBaTh COOMIOIEHUE peKIMa
CEKpPETHOCTH

3HATh:0CHOBHbIE TIOHATHUS U OIPENIEICHHSI B 00JIaCTH
UH(QOPMAITMOHHON 0€30MaCHOCTH; KJIACCHYECKUE U
COBpPEMEHHBIE METO/IbI 00PAOOTKHU U 3AIUTHI
UHPOPMAIUH B X011€ 0(OPMIICHHS ITPOLECCYaTbHOM
U CITy’KeOHOW JOKyMEHTAIMH; HOPMbI U TPEeOOBaHUS
POCCUICKOTO 3aKOHO/IATEILCTBA B OOJIACTH 3aIUTHI
nHGOpMAIKN U KOHPHUIEHINATbHOCTH JAHHBIX.

'YMeTh:ITPaBUJILHO BBIOUPATH U UCIIOJIb30BaTh
MpOorpaMMHOE 00ecTieueHUE MPUKIATHOTO
XapakTepa M CIeIMaIbHOTO Ha3HAueHUs I cOopa,
XpaHeHus, epeaadr 1 00paboTKU MPOIECCyanbHOM
U CITYKEOHOU JJOKyMEHTAIUH C IIeJIbI0 00ecTieueHus
COOMIONIEHHS peKIMa CEKPETHOCTH.

BaneTs:HaBbIKaMK TIOI00PA M IPUMEHEHHS
COBPEMEHHBIX METOJIOB U CIIOCO00B 00pabOTKH

I/IH(bopMaL[I/II/I B COOTBCTCTBUU C HOPMATHBHBIMU




nmokyMeHTamMu Poccun B 001acTu 3aiuThl
nH(OpMAITIU 1 00eCIICUCHUS ee
KOH(pHIEHITUATBHOCTH; 00eCIIeUeHUsT COOTIONECHUS
TpeboBaHMil 3akoHOAaTeNIbcTBA PD 0 3amuTe
MEPCOHANBHBIX JAaHHBIX U COOMTIOIEHUIO PeKUMA
CEKpPETHOCTH.

3. Mecro nucuuniunbl B ctpykrype OII BO

[lepedens MpeAnIeCTBYIOMUX TUCIIATUINH,
BUJIOB paboT yueOHOro MiaHa

[TepeueHb MOCTEMYIONIMX AUCITATLINH,
BUJIOB paboT

b.1.10 UadopmaTuka,

b.1.09 Maremaruka,

J1B.1.02.01 NudopmarmoHHbie TEXHOJIOTHUHN B
podeccruoHaTbHON AeSITETEHOCTH

B.1.05 [Ipaktukym 1o BUAy npodeccHoHaTbHON
NesITeTbHOCTH

Tpe6OBaHI/I$I K «BXOJAHBIM)» 3HAHHUAM, YMCHHAM, HaBbIKaM CTYJICHTA, HGO6XOI[I/IMI)IM
IIpu OCBOCHHUHU I[ElHHOﬁ JAUCHUITIINHBI 1 HpI/IO6peTeHHLIM B PC3YyJIbTAaTC OCBOCHUA

NpCAMICCTBYIOINUX JUCIHUILINH:

Jucrumimna

TpeboBanus

b.1.10 Mudopmaruka

3HaTh: OCHOBHI TEOPUH WH(POPMALIUHU H
KOJMPOBaHUS, CBOMCTBA MH(POPMALIUU, METOIBI
cOopa, XpaHeHHUs], Iepeaadu U Ipeodpa3zoBaHus
WHGOPMAINH, TEXHUYECKHUE U TPOrPAMMHBIC
cpenctBa 00paboTku nHGOpMAIUU. YMETh:
CO3/1aBaTh, XPAHHUTb, CTPYKTYPUPOBATH U
00pabaTpiBaTh HH(OOPMAITHIO C TIOMOIIBIO
COBPEMEHHBIX TEXHUYECKUX YCTPOUCTB U
KOMILUIEKCOB. BiiasieTs: npakTHYeCKUMU HaBBIKAMH
paboThI C KOMIIBIOTEPOM, KAK OCHOBHBIM CPEICTBOM
cOopa, 06paboTKu, Mpeodpa3zoBaHusl, XPaHCHUS U
nepeaayr HHPOPMAIUH.

b.1.09 Maremaruka

3HATh: OCHOBHBIE IOHATUSA U METO/BI
MaTEMaTUYECKUX PACCYKACHUM; POJIb U MECTO
MaTEMaTUKU CTPYKTYpPE IMPUKIAJAHBIX HAYK. YMETh:
BBIIIOJIHATh MAaTEMaTUYECKHUE PACUEThI, IPUMEHATh
(bopMyIIbl; yMETh IEPEBOANTH U (HOPMYIINPOBAThH
npo6JeMbl HA MaTEMaTHUECKUI SI3bIK U3 IPYTUX HE
MaTeMaTH4eCcKUX 00JIacTel U MCIIOIb30BATh
[IPEUMYILECTBO MATEMAaTUKH B UX PEIICHUH; YMETh
YUTaTh U IPOBOIUTH aHAJIU3 MAaTEMAaTUYECKON
JIUTEPATYPBL; YMETh IPEIOCTABIATh
MaTEeMaTUYECKUE YTBEPKIACHUS U I0Ka3bIBATh UX B
MUCbMEHHOU U ycTHOM popme. Bnanets: HaBbIkaMu
(dopmanu3ay BbICKa3bIBAHUM €CTECTBEHHOTO
S3bIKA Y TIOCTPOCHHUS JIOTHYECKUX LIETIOYEK
npeoOpa3oBaHus pOpMaTM30BaHHBIX
BBICKA3bIBAHUI, METOAAMH U CPEACTBAMHU
MaTEMaTUYECKUX J0KA3aTEeNIbCTB IIPU PELICHUN
MIPUKJIAIHBIX 33]1a4.

J1B.1.02.01 MadpopManmoHHbIe TEXHOJIOTUH B
1po¢eCCUOHAIBHON JESTEIbHOCTH

3HaTh: UHPOPMALIMOHHBIE PECYPCHI U TEXHOJIOTUU
cOopa, XxpaHeHHs 1 00pabOTKK HH(DOPMAITHH.

HopMmaTuBHbBIE JOKYMEHTHI B 00JIACTH




UH(OpPMaTH3aIMY, XPAaHEHUS U 00pabOTKU
MIePCOHAJIBHBIX JAHHBIX. YMETh: MMOJIB30BATHCS
[Pa3TUYHBIMU HHPOPMAIIMOHHBIMU PECYpCamMu U
TEXHOJIOTHSIMH, TIPUMEHSTH OCHOBHBIE METOJIHI,
CIIOCOOBI ¥ CPEJICTBA MOYICHUS, XPAaHCHHUS,
MOMCKa, CUCTEMAaTU3aINH, 00paOOTKH U TIepeIavn
uHpopMmarun. BrageTs: HaBpIkaMu cOopa u
00paboTku MHGOPMAIINH, UMEIOIICH 3HAUCHHE IS
[pean3aIuy MPaBOBBIX HOPM B COOTBETCTBYIOIINX

cthepax npodeccnoHanbHON IEATETLHOCTH;
HaBbIKaMU 3()(HEKTUBHOTO MCTIONB30BAHUS
COBPEMEHHBIX CITPABOYHO-NHPOPMAIIMOHHBIX
MPaBOBBIX CUCTEM.

4. O0béM 1 BUIBI YUeOHOI1 padoThI

OO6m1ast TpyA0€MKOCTh JUCHUIUIUHBI COCTABIISIET 2 3.€., 72 4.

Pacnpenenenue
Bcero | IO ceMecTpam B Hacax
Bun yueOHo# paboTh
4acoB Homep cemectpa
8
O6m1ast Tpy10EMKOCTh AUCIIUTUIMHBI 72 72
AyOoumopHhvie 3auamusi: 8 8
Jlexuunu (JI) 4 4
[IpakTudeckue 3aHATUS, CEMHUHAPHI U (WIIN) IPYTHE BUIBI 4 4
ayuTopHbIX 3aHsaTHi (I13)
Jlabopatopusie pabotsl (JIP) 0 0
Camocmosmenvuas paboma (CPC) 64 64
ITouck nHpOpMaLIMU U TOATOTOBKA COOOLICHUS IO TEMaM 32 32
W3yuenue u aHaan3 HOPMATUBHO-IIPABOBON 0a3bl 110 TEMaM ¢
NaJbHEUIINM MpeACTaBIeHUEM HHPOPMALIUK HA KOHTAKTHBIX 24 24
BaHITUAX
[ToaroroBka k 3a4€Ty 8 8
By uToroBoro KOHTpoJis (3a4eT, nud.3auet, SK3aMeH) - 3a4eT

5. Coneprkanue TUCHMIIIMHBI

O06beM ayIUTOPHBIX
Ne 3aHATHU 110 BUJAM B
baziena HanmeHnoBaHue pazesnoB TUCIUIUTHHEL qacax
Bcero |JI| II3 | JIP
1 Beenenue B nHpOpMaMOHHYO Oe30macHOCTh. [IpaBoBoe oOecnieueHme 1 11 o 0
nH()OPMAITMOHHON O€30MaCHOCTH
5 Opraau3annoHHoe odecredeHne nHHOPMAITMOHHON 0€30TTacCHOCTH. 1 11 o 0
MexaHu3Mbl obecnieueHus "uH(opMaMoHHOH 6e3omacHocTh"
[IporpaMMHO-anmapaTHble CpeCcTBa U METOABI 00eCcTIeueHUs
3 |uHbopMmanmoHHO Oe3onacHocTH. Kpunrorpaguyeckue MeToabl 4 1] 3 0
3alUThl HHPOPMALIUHL.
4 Kpunrorpadpuyeckue Meroas! 3amuTsl HHGopMauu. KomnbrorepHble 5 1l 0
BUPYCBHI M METO/IbI aHTUBHPYCHOM 3ammThl. MHpOpMalmonHas




|6€30HaCHOCTB BBIYHCIINTEIbHBIX CETECH. | |

5.1. Jlekuum

Ne Ne
NeKIUupaszaena

HanmenoBanue umm KpaTKO€ COACPIKAHUC JICKIHMOHHOT'O 3aHATHA

Koi-
BO
qacoB

Nudopmanmonnas 6e3omacHocTh. OCHOBHBIE OHATHSA. Monenn
uH(pOpPMaIMoHHON 6e30nmacHOCTH. Bupl 3amuimaemoit nHpopmanui. OCHOBHBIE
HOPMaTHUBHO-TIPABOBBIE aKTHI B 001aCTH MH(POPMAIMOHHOM 6€30MacHOCTH.
[IpaBoBBIE 0OCOOEHHOCTH OOecTeueHus 0€30MaCHOCTH KOH(UACHIINATEHON
nH(pOpPMALINK U TOCYIapPCTBEHHON TalHBI.

OCHOBHBIE CTaHAAPTHI B 001aCTH o0ecriedeHus: HHHOPMAIIMOHHON 0€30TTaCHOCTH.
[Tonutrka 6€30MacHOCTH. DKOHOMUYECKast 0€30MaCHOCTh PEAIPHUATHUSI.
HixeHepHas 3amuTa 00beKTOB. 3amuTa HHOOPMAIMK OT YTEUKH 10 TEXHHYECKUM
KaHaJIaM.

OCHOBHBIE BUBI CETEBBIX U KOMIBIOTEPHBIX YIpo3. CpeacTBa U METOABI 3AIUThI
OT CETEBbIX KOMIBIOTEPHBIX yrpo3. Cuctemsl mudponanus. LHudpossie noamucu
(OUIT). Mudpactpykrypa OTKpbITHIX KiItoueil. Kpunrorpaduyeckue npoTokossl.

KoMmibtoTepHbIe BUPYCHI U HH(POPMAIIOHHAs 6€30MaCHOCTh. XapaKTEPHBIE YePThI
KOMITBIOTEPHBIX BUPYCcOB. Kiaccu@ukanus KOMIbIOTEPHBIX BUPYCOB.
AHTUBUpPYCHBIE ITporpaMMel. [IpaBuia 3aUTEl OT KOMITIBIOTEPHBIX BUPYCOB.
OcobenHocTH obecredeHust THHOPMAIIMOHHON 6€30MaCHOCTH B KOMITBIOTEPHBIX
ceTsix. CeTeBble MOJIENU TIepeaull TaHHBIX. AJIpecalus B TN00aIbHBIX CETSIX.
OcoberHocTH obecredeHust THHOPMAIIMOHHON 6€30MaCHOCTH B KOMITBIOTEPHBIX

ceTsax. CeTeBbIe MOJCJIH Mnepeaadn JaHHbIX. Anpecaunﬂ B INIOOAJIBHBIX CETSX.

5.2. llpakTHyecKne 3aHATHSA, CEMUHAPBI

Ne Ne

SaHATHUA[PA3ACIIa

HanmenoBanue uimm KpaTKOC COACPIKAHUC MMPAKTUYCCKOIO 3aHATHUA, CCMUHApa

Koi-
BO
4acoB

Kpunrorpadus u mudposanue. Coznanue 3amu@poBaHHbIX QailioB 1
KPUINTOKOHTEHHEPOB M UX pacuiudpoBanue. MexaHU3M JIeKTPOHHON 1TU(PPOBOI
[OJIITUCU

Vcnionp30BaHue 0a3 NaHHBIX [T HAXOXKJICHHS U M3YYCHUs HOPMaTHBHBIX
JTIOKyMEHTOB B 00J1aCTH HH(OPMALIMOHHOM Oe30macHOCTH. TeXHUYEeCKue cpeicTBa
1 METOJIbI 3aIUTHI HHpopMaruu. [Iporpammubie cpeacTBa oOecneyeHus
MHGOPMALIMOHHOW 6€30MaCHOCTH.

KomnbroTepHble BUpPYCHI U HH(OpMaIoHHast 6e3onacHocTh. Kitaccuduxanus
KOMITbIOTEPHBIX BUPYCOB. MeTo/ibl 0OHapyKEHUSI KOMIIBIOTEPHBIX BUPYCOB.
V3yueHre HaCTPOEK CPe/ICTB AHTUBUPYCHOM 3alIUThl MH(OpMAILHH.
XapaKkTepuCTUKA ITyTel IPOHUKHOBEHUSI BUPYCOB B KOMIIBIOTEPHI. [IpaBuia
3alUThI OT KOMIIBIOTEPHBIX BUPYCOB. MeTo/bl MPOPUIAKTHKY 3apakeHus
TEXHUYECKHUX YCTPOMCTB M HOCUTEIEH KOMITBIOTEPHBIMU BHpycaMu. OCOOEHHOCTH
obecriedeHnss THPOPMAITMOHHON 0€30I1aCHOCTH B KOMIIBIOTEPHBIX ceTsX. [lonsaTHe
[IPOTOKOJIA TIEpejauyl JaHHbIX. [[puHIUIBI Opranu3anuy 0OMeHa JaHHBIMU B
BBIUMCIINTENIBHBIX CETAX. Afipecanys B o0aabHbIX ceTsax. CucreMa JOMEHHbIX
VIMEH.

5.3. JlabopaTtopHbie padoThI

He nipenycmoTpensl




5.4. CamocrosiTesibHasi padoTa CTyIeHTAa

Brimonnenue CPC

Bun paboth! 1 conmepkanue 3aaHus

Crncok nureparypsl (¢ yKazaHUEM
pa3zesoBs, IIaB, CTPaAHUL)

Koin-Bo yacos

3yueHne u aHaau3 vHGOpMAIMK 1O TEMe:
"3ammTa HHTEJUIEKTYaJIbHON COOCTBEHHOCTH

OYMJ, ocH. ut. Ned, rmasa 4, cripaBoYHO-

[IPaBOBAsl CUCTEMA 110 3aKOHOJATEIILCTBY 10

CpeICTBaMH IMaTEHTHOTO M aBTOPCKOTO N

" Poccuiickoit @enepanun
rpaBa
V3yueHne HopMaTUBHO-TIpaBoBoM 6a3pl o  |DYM/I, non. nut. Ne2 pasnen 2, OCH. JIUT. 14
3al[UTE NEPCOHAIIBHBIX JAHHBIX Neo5 riaBa 14
[ToaroroBka K 3a4eTy OYMJI, ocH. mut. Ne3-5, nom. aut 1-2 8
[Touck unpopmaruu no reme: "Konnenmuu |9YMJI, ocH. nuT. Ne5 masa 2, cipaBo4HO-
obecredeHus HHGOPMAITUOHHOM [IpaBOBasi CUCTEMA 110 3aKOHOJATEIIbCTBY 10
6e30macHOCTH" Poccuiickoit denepaunu
[Touck nadopmanuu 1o teme: "Yrpossl

Gopman P OYMJI, nom. aut. Nel Tema 2, mom. 1uT. Ne2
0€30MacCHOCTH TEXHUUECKUX CPEJICTB 12
" paznaen 3

00paboTku HHPOPMAIIH
[Touck, n3y4eHne U aHaIN3 HHPOPMAIIHH T10
teme: "TeopeTnueckre OCHOBBI OVYM/, ocH. ut. Ne5 mmaBsl 11-12 10

ayTeHTHQUKAITIN"

6. UnHOBaMOHHBIE 00pa30BaTe/IbHbIEe TEXHOJIOTUH, HCI0JIb3yeMble B y4eOHOM

mnmpomecce
HHHOBanMoHHbIE Koi-Bo
Bun paboTst
¢dbopMBbl yueOHBIX Kparkoe onncanue ayJt.
. (JI, 113, JIP)
3aHATUN 4acoB
JIMYHOCTHO OPUEHTUPOBAHHOE 3aHITHE B OTIIMYHE OT
TPaJAMIIMOHHOTO B NIEPBYIO OYEPEb U3MEHSET TUIT
B3aMOZACHCTBUS «IIPENOJABaTENb-CTYAeHT». OT
KOMaH/THOTO CTHJISI IE1aror MepeXoauT K
COTPYZHUYECTBY, ODUEHTHUPYSCh HA AHAJIU3 HE CTOJIBKO
[pEe3yabTaTOB, CKOJIBKO MPOLIECCYaIbHOM 1eATENbHOCTH
o0y4aeMoro. MI3MeHsAI0TCsl TO3ULUH CTY/IeHTa — OT
[IPUJIEKHOTO UCTIOHEHNS K aKTUBHOMY TBOPYECTBY,
WHBIM CTAHOBHUTCS €0 MBIIUIEHUE: pe(IeKCUBHBIM, TO
€CThb HalleJIEHHbIM Ha pe3ysbTaT. MeHseTcsl U XapakTep
CKJIa/IbIBAIOLINXCS HA 3aHATHM OTHOLICHUH. [ TaBHOE ke
B TOM, 4TO NpENoJaBaTeb HE TOJbKO JaeT 3HaHUS, HO U
JInuHoCTHO- [IpakTnueckue
CO3/1a€T ONTUMAJIbHBIE YCIOBHS JUIsl pa3BUTHS TMYHOCTH
OPUEHTUPOBAaHHOIO  [3AHATHA U " .| 4
ctynenTa ("IIpumenenrne nHGOPMAIIMOHHBIX TEXHOIOTUI
o0y4eHus CEMHUHAPHI

JUI N3y4YE€HHS BOIIPOCOB OPraHNU3allMOHHO-IIPABOBOTO
obecnieuenus nHpopmMaImoHHOM Oe3omacHocTu",
"Hicnonb3oBanue 0a3 JaHHBIX JUI HAXOXKJICHHS U
M3y4eHUs HOPMATUBHBIX JOKYMEHTOB B 00JaCTH
nHpopMalmoHHON 6e3onmacHocTH", "TexHn4yeckue
CPEICTBa U METO/IbI 3aIUTHI HH(pOpMaLUH'",
"IIporpammHbIe cpeacTBa 00ecreyeHHs
nH(popMarmonHoit 6e3onacHoctu", "Kpunrorpadus u
mmdposanue. Coznanue 3amudpoBaHHbIX (HANIoOB U
KPUIITOKOHTEHHEPOB U UX paciiudpoBanue. MexaHuzm
HIIeKTpoHHOM 1udpoBoit mognucu", "KommnbelorepHsie

BHUPYChI U HH(OpMaIIMOHHAs O€30MaCHOCTb.




Knaccudukaius KOMIbIOTEPHBIX BUPYCOB. MeTo/IbI
oOHapy>KeHHsI KOMITbIOTEPHBIX BUpPYycOB. M3yuenue
HACTPOEK CPEICTB AaHTUBUPYCHON 3aIIUTHI
nHpopmaruu", "XapakTepucTuKa MmyTei TPOHUKHOBEHUS
BUPYCOB B KOMIIBIOTEPHI. [IpaBuia 3amuTel oT
KOMITBIOTEPHBIX BUPYCOB. MeTObI MPOPUIaKTUKI
3apayKeHUsl TEXHUYECKUX YCTPOUCTB U HOCUTEIIEH
KOMIIBIOTepHBIMH BUpycamu'', "OcoOeHHOCTH
obecriedeHrs HHGPOPMAITMOHHOM 0€30MacCHOCTH B
KOMIIBIOTEPHBIX ceTsx. [[oHATHE MpoTOKOIIa epenayn
naHHbIX. [IpHHIMTBL OpraHu3au oOMeHa JaHHBIMU B
BBIYMCITUTENBHBIX CETIX. AJjpecalys B I100anbHbBIX
cetsx. Cucrema JJIOMEHHBIX UMEH")

[Ipo6iemHo-
OPHEHTHPOBAHHOTO
oOyueHus

Jlexuun

Jlekuus-Bu3yanu3amnus cocoOCTBYET CO3/1aHUI0
MPOOJIEMHOM CUTYalllu, pa3pelieHre KOTOpoil, B OTINYNE
OT KJIACCUYECKOM MPOOIEMHOM JEeKIHH, T1e
VCIIOJIB3YIOTCS BOIIPOCHI, IPOUCXOAUT Ha OCHOBE
aHanu3a, CHHTe3a, 0000IIeH s, CBEPTHIBAaHUS WIIN
pa3BepThIBaHUs HHPOPMAIIH, TO €CTh C BKIIIOUEHUEM
AKTUBHOM MBICIIUTEIBHON AESITENbHOCTH. OCHOBHAS
3a/1aua IperoiaBaTelis - UCIOIb30BaTh Takue (OpMBI
HaIVISIIHOCTH, KOTOPBIE HE TOJIBKO JOTIOJIHSIIN CIIOBECHYIO
1H(}OpPMAIUIO, HO U CaMU SIBIISITUCH HOCUTEISIMU
nHpopmaruu. YeMm Oosnbliie mpoOIeMHOCTH B HAIJISAHOM
nH(pOpMaIH, TEM BbIIlIE€ CTENIEHb MBICIIUTEIHHON
aKTUBHOCTH CTy/leHTa. MeTouKa poBeAeHUs T0100HOM
NIEKLMU TperoiaraeT NpeaBapruTeIbHYIO MOJTOTOBKY
BHU3yaJIbHBIX MaTEpUAJIOB B COOTBETCTBUU C €€
conepxanuem. [lonroToska jgexuuu npemnogaBarenemM
COCTOUT B TOM, YTOOBI U3MEHUTH, IEPEKOHCTPYUPOBAThH
yueOHyI0 HHPOpMaIHIO (BCIO MU YacTh Ha €ro
YCMOTpEHHE, UCXO/I U3 METOJMUECKON HEOOXOTUMOCTH )
10 TeMe JIEKIIMOHHOTO 3aHATHsI B BU3YyaIbHYIO (hopmy ams
[IPEJICTABICHNS CTYACHTaM 4epe3 TEXHUUECKHUE CPEICTBA
00Oy4YeHHS I BPYUHYIO: CXEMbI, PUCYHKH, YEPTEKHU U T.
. "Nndopmarnimonnas 6e3onacHocTs. OCHOBHEIE
noHsTHs. Moaenu nHPOopMallMOHHONW O€30MacHOCTH.
Bunsl 3amuniaemoit nuapopmanuun", "OcHOBHbIE
HOPMaTUBHO-TIPABOBbIE aKThI B 00JIACTH
nHpOopMalMoHHOM O6e3omacHocTH. [IpaBoBbie
0COOEHHOCTHU OOecredeHus: 0€30IacCHOCTH
KOH(UICHIMATbHON HHPOPMALIMU U TOCYIapCTBEHHOMN
Taiinbl", "OCHOBHBIE CTaHAAPTHI B 001acTH 00eCIeueHUs
nHpopMalmoHHOM O6e3onmacHocTH. [TomuTHka
0€e301acHOCTH. DKOHOMHUYECKasi 0€301MacHOCTh
npennpustus”, "MHxeHepHas 3aniuTa 00bEeKTOB. 3alIuTa
nH(pOpPMaIIMHU OT YTE€UKH 110 TEXHUYECKUM KaHaiam'",
"OCHOBHBIE BU/IbI CETEBBIX U KOMIIBIOTEPHBIX yTPO3.
CpenctBa U METO/IBI 3aIIUTHI OT CETEBBIX KOMITBIOTEPHBIX
yrpo3", "Cucremsl mmdposanus. Luppossie noanucu
(BUIT). UndpacTpyKTypa OTKPBITHIX KIIOUEH.
Kpunrorpaduueckue nporokonsl", "KoMmbsroTepHbie
BUPYCHI U MH(OPMAIIMOHHAs O€30MaCHOCTb.
XapaKkTepHbIE YEPTHI KOMIIBIOTEPHBIX BUPYCOB.
Krnaccudukaius KOMIBIOTEPHBIX BUPYCOB.

AHTHBHpYCHBIE porpaMMel. [IpaBuia 3aimTel OT




KOMITBIOTEPHBIX BUPYcOB", "OcoOeHHOCTH 00eCTIeUeHHUS
nH()OPMAITMOHHON 0€30MTaCHOCTH B KOMITBIOTEPHBIX
ceTsix. CeTeBble MOJICNH TIepeady JaHHBIX. AJlpecarus B
r100abHBIX ceTsX"

Co0cTBeHHbIE HHHOBALIMOHHBbIE CIIOCO0BI M METOAbI, HCIIOJIb3yeMble B
o0pa3oBaTeJIbHOM Ipouecce

HNunoBannoHHbIe (HOPMBI
o0y4eHwust

Kparkoe onucanne u npumepsl UCIOIb30BAHNS B TEMaX U pas3zienax

[IpoBeneHME MPAKTUYECKUX
3aHATHUH ¢ IPUMEHEHUEM
3JIEMEHTOB JINYHOCTHO-
OPUEHTUPOBAHHOTO 00y4YeHHUs

[InaHupoBaHUE MPAKTUYECKUX 3aHATUM O3BOJISAIOIIMX ITOCPEACTBOM
OTIOpPHI HA CUCTEMY B3aUMOCBSI3aHHBIX OHATUH, HJIEH U CTIOCOOOB
neiicTBUil 0O6ecrednTh U MOoAJIepKaTh MPOLECChl CAMOIO3HAHMS,
caMoOpeanu3aluy JINYHOCTH KaXA0ro CTy[E€HTa, Pa3BUTHE €T0
HEIIOBTOPUMON MHAVBUIYAJIBHOCTH U IIOBBILIEHUE YPOBHS €T0
CaMOOLEHKH

[IpoBencHue JIEKIUN-
BU3YyaJIN3alUil C IPUMEHEHHEM
MHTEPAKTUBHBIX METOJIOB
oOydeHust

Best uH(opManys conmpoBokIaeTCs HATIISIIHBIM MPEICTABICHUEM
MaTepuaia (3JIEKTPOHHbIE MPE3EHTAIINN ), UCTIONB3YIOTCS METOIbI
oTepeKaromIero o0y4ueHus ¢ 00s13aTeIbHBIM BBITIOTHECHHEM JJOMAITHHX
TBOPYECKUX 3aJaHUIA, TOATOTOBKOW JOKJIAIOB U COOOIIEHUH O

[IOCTaBJIEHHOH NpoOieMaTHKe

Hcnonp3oBanue PE3YyJIbTAaTOB HAYYHbIX HCCHCI[OBaHHﬁ, IMPOBOAUMBIX YHUBCPCUTCTOM, B
paMKax I[aHHOf/'I JUCHUIIIIMHBI: HCT

7. ®ona oueHouHbIX cpeacts (POC) ais1 npoBeAeHNs TEKYLIEro KOHTPOJIS
yCIIeBaeMOCTH, IPOMEKYTOYHOM aTTeCTAMHU [10 UTOraM OCBOCHUS AUCHUIIIMHbBI

7.1. IllacnopTt ¢oHIa OLIEHOYHBIX CPEACTB

HaumenoBanue pa3nenoB Bun xontpoms NeNe
KonTtponupyemast komnetenuus 3Y Hol N N
JUCHUTIINHBI (BKJIIOYAs TEKYIIU) [3amaHuit
[TK-16 cnocoOHOCTHIO peaIn30BHIBATH
MEPOIPHUITHSI 110 TOTYYCHHIO
IOPUINYECKH 3HAUNMON MH(OPMAITHIH,
BBenenue B MHPOPMAIIMOHHYIO | IPOBEPSTH, aHATTM3UPOBATh, OIICHUBATH | TeKyIuii: JoMalIHee 123
0€30MacHOCTh €€ 1 UCTIONIb30BaTh B HHTEPECax 3aaHme
peaynpexIeHUs, TPEeCEUCHHS,
PACKpBITHS ¥ pacciieIOBaHUs
MPECTYIUICHUI
[1K-22 crmocoOHOCTRIO cOOMIOnaTh B
npohecCHOHANTBHON IEeITeTbHOCTH
OpranuzannoHHoe obecrieueHne
o TpebOBaHUSI HOPMATUBHBIX MTPABOBBIX
MH(GOPMAITMOHHOM
AKTOB B OOJIACTH 3aIHUTHI .
6e3onmacHOCTH. MeXaHU3MBbI Texymwmii: moxman 1-2

obecrnieueHus "MHPOPMALIMOHHON
6e3onacHocTH"

roCy1apCTBEHHOW TalHBI 1
HH(POPMAITMOHHOM 0€30MacHOCTH,
o0ecreunBaTh COONIOACHNUE PEKUMA
CEKpPETHOCTH

OpranuzannoHHoe obecrieueHne
nH(OpMAITMOHHON O€30TTaCHOCTH

ITK-16 criocoGHOCTBIO peaan30BbIBATH
MEpOIPUATHSA TIO TTOTYYECHUIO
IOPUINYECKH 3HAUMMON MH(POPMAIIH,
HPOBEPSTH, AaHATU3UPOBATh, OLICHUBATh
€e U UCIIONIb30BaTh B HHTEPECax

Texyuuii: mpoBepka
BBITIOJIHEHHUS
JIOMAIITHETO 3a1aHMs

peaynpexIeHus, IPeceyeHM s,




PACKpBITHUS U pacclieJOBaHUs
MPECTYIUICHUI

Kpunrorpaduyeckue metoanbt
3alUThl HUHGOPMAIIH.
KomnbrorepHbie BUPYCHI U
METOJIbI AaHTHBHPYCHOMN 3aIIUTHI.
WNudopmanmonnas 6e30MacHOCTb

BBIUNCIIUTEIEHBIX CETEH.

I1K-22 cmocoOHOCTRIO cOOMIOaTh B
npodeccuoHaNbHOMN 1eITeTbHOCTH
Tpe6OBaHI/I$[ HOPMATHBHBIX ITPABOBBIX
AKTOB B OOJIACTH 3aIIIUTHI
roCyIapCTBEHHOW TAlHBI U
MH(GOPMAITMOHHOM 0€30MacHOCTH,
o0ecreunBaTh COONIIOACHHUE PEKUMA
CEKpPETHOCTH

Texymuii: OTBETHI HA
KOHTPOJIbHBIE
BOIIPOCHI

ITporpammHo-annapaTHble
CpEelCTBa U METO/IbI 00eCTIeUeHUS
MH(POPMALMOHHON 6€30MaCHOCTH

OK-12 croco6HOCThIO paboTath C
Pa3IMYHBIMU UHPOPMAIIMOHHBIMH
pecypcamy ¥ TEXHOJIOTHSIMH,
MPUMEHSATh OCHOBHBIC METO/IbI,
CIOCOOBI M CPE/ICTBA TOTyUSHHS,
XpaHeHUsl, TIOUCKA, CUCTeMaTH3allHH,
00paboTKu ¥ nepenayr nHopMaLuu

Texymmii:
KOHTPOJIbHBIE
BOIIPOCHI 10 TEME

Kpunrorpaduyeckue metoast
3aIIUTHl HHOPMAIHH

ITK-16 cnocoOHOCTBIO peaIM30BBIBATH
MEPONPUSITHS TI0 TTOTYYSHHUIO
IOPUAMYECKH 3HAYMMOU HHOpMaIiH,
MIPOBEPSTH, AHAJIM3UPOBATH, OLICHUBATH
€€ M UCIIONIb30BaTh B MHTEpecax
MpEeAyNPEXICHUS, TPECCUEHUS,
PaCKpBITUS U pACCIIeIOBAHUS
MPECTYIUICHHUI

Texymuii:
BBITTOJIHEHHE
TBOPUYECKOTO

JIOMAIITHETO 3aJaHus

1-3

WNndopmanmonHas 6e30MacHOCTb
BBIYUCITUTEIHHBIX CETeH

OK-12 cniocoOGHOCTBIO paboTaTh ¢
pazIMYHBIME UH)OPMAIIMOHHBIMU
pecypcaMu U TEXHOJIOTUAMHU,
HNPUMEHSTH OCHOBHBIC METOJIbI,
CIOCOOBI U CPeICTBA MOTyUeHUs,
XpaHEeHHs1, MOUCKa, CHCTEeMaTU3alInH,
00paboTKH ¥ nepeaadn nHPOpMaLUU

Texyuuii:
BBITIOJTHEHHE
MPAKTUYECKOTO
3aJaHus

1-5

HNudopmarmonHas 6€30MacHOCTh
BBIUHCITUTEIHLHBIX CETCH

OK-12 crioco6HOCTBIO paboTaTh C
Pa3IMYHBIMU UHPOPMAIIMOHHBIMU
pecypcamy ¥ TEXHOJIOTUSIMH,
MNPUMEHSATh OCHOBHBIC METO/IbI,
CIOCOOBI M CPE/ICTBA TIOTYUCHHS,
XpaHeHUsI, TIOUCKA, CUCTeMaTH3allHH,
00paboTKH ¥ nepeadr nHPOpMaLuu

Texymuii:
MACbMEHHBIN OITPOC

Bce paznenbl

ITK-16 criocoGHOCTBIO peaan30BbIBATh
MEPOTIPUATHS IO TIOTYICHHUIO
IOPUINYECKH 3HAaUUMON MH(POPMAIIH,
NIPOBEPSATH, AaHATTM3UPOBATH, OIICHUBATh
€e U UCII0JIb30BaTh B MHTEPECax
NpeAYNPEkKACHUS, TPECEUCHHUS,
PaCKpBITHS U pacciieloBaHus
MPECTYIUICHHUI

Texyuuii:
PEUTHHIOBAsI OLICHKA

Bce paznensi

[TK-16 cnocoOHOCTBIO peaIn30BHIBATH
MEPOTIPUATHS IO TIOTYICHHUIO
IOPUINYECKH 3HAUNMON MH(POPMAITHIH,
MIPOBEPSTH, AaHATTM3UPOBATh, OIICHUBATh
€€ ¥ HUCIOJIb30BaTh B HHTEPECaX
NpeAyPEkKACHUS, TPECCUCHHS,
PACKPBITHA U paCCICIOBaAHUA

[TpomexyTOUHBIN:
3a4eT

MPECTYIUICHUI




Bce paznensi

OK-12 cnioco6HOCTBIO paboTaTh ¢
paszIMYHBIME HH)OPMAIIMOHHBIMU
pecypcaMu U TEXHOJIOTUAMHU,
HPUMEHSTH OCHOBHBIC METOJIbI,
CIOCOOBI U CPeICTBA MOTyUeHUS,
XpaHEeHHs1, OUCKa, CHCTEeMaTU3aIInH,
00paboTKu ¥ nepenadn nHPOpMaLuu

[IpomMexyTouHBI:

3a4CT

1-30

Bce paznensl

[TK-22 criocoOHOCTHIO COOMOAATh B
podeCcCroHaTBFHON NeITeTbHOCTH
TpebOBaHUSI HOPMATHUBHBIX MTPABOBHIX
aKTOB B 00JIACTH 3aIUTHI
rOCyIapCTBEHHOW TallHbI U
nH(pOpMaITMOHHON O€30MaCHOCTH,
o0ecrevnBaTh COONMIOACHHUE PEKUMA

[IpomesxyTOUHBI:

3a4eT

1-30

CEKPETHOCTH

7.2. Buabl KOHTPOJIs, IPOLEAYPHI IPOBEACHUNA, KPUTEPUU OLICHMBAHUS

Bup xonTposs

[Iponenypsl npoBeneHUs U
OLICHUBAHHUS

Kpurepuu onieHuBaHus

Texymuii: fomalrxHee
3aJlaHue

[Tpencrapnenue nHGpOpPMAIIH B
NMMCbMEHHOU (popme

3auteno: [IpencraBnennas nHGpopManus
COOTBETCTBYET 3aJJaHHON TEMATUKE

He 3auteno: OTcyTcTBUE MPEACTABICHHOMN
UH(OpMaIIH

Texymuii: 1okman

VYcTHOE npencTaBieHue
UHpOpMaIIH

3auTeHo: YCTHOE IHO0 MUCHbMEHHOE
MpPEICTABICHHE JIOKJIA/a, TIOJTHOTA U
COOTBETCTBUE BHIOPAHHOHN TeMe

He 3aureno: OTcyTcTBUE q0KIa1a

Texyuuii: mpoBepka
BBITIOJTHEHHUS JIOMAILHETO
3aaHUs

YcTHOE npeacTaBieHue
uHbOopMaIu

3auTeHo: BrimonHenHoe goMallitee 3aaHue
He 3auteno: OTCyTCTBHE BBIIOJIHEHHOTO
JTOMAIITHETro 3aJaHus

Texyuuii: OTBETHI HA
KOHTPOJIbHBIE BOTIPOCHI

[IuceMenHslit onpoc

Otnuuno: 96-100% npaBUIIBHBIX OTBETOB
Xopomo: 90-95% npaBUIIbHBIX OTBETOB
YI10BIETBOPUTENBHO: 75-89% NpaBUIIbHBIX
OTBETOB

HeynosnerBoputenbHo: <75% MpaBUIBHBIX
OTBETOB

Texyuuii: KOHTPOJIbHBIE
BOIPOCHI 110 TEME

[TuceMeHHsI onpoc

3auTeHo: 75-100% npaBUIBHBIX OTBETOB
He 3aureno: <75% npaBUIBHBIX OTBETOB

Texyuuii: BBIIOJTHEHUE
TBOPYECKOTO JIOMAITHETO
3aJaHUs

IIucemennoe MpCaACTaBJICHUC

3auTeno: KauecTBo npeacTaBieHHOM
nH(OpMaIu, TBOPYECKHUMA TTOIXO]]
(MHIMBUIYyaTu3alus BEIOpAaHHOTO MpoIiecca),
ncrioiab3oBanne [T-TexHomormit

He 3auteno: OTCyTCTBUE NPEICTABICHHON
nHGbOpMauu

Texyuuii: BBIIOJTHEHUE
MPAKTUYECKOTO 3aaHus

[IuceMenHO€E IpeACTaBICHUE

3auteno: CooTBETCTBUE NPECTABICHHBIX
MaTepuaoB TEME, MOJHOTA ¥ JOCTOBEPHOCTh
uH(pOpMALIMK. HATUYUE TPMEPOB U
COOCTBEHHOTO MHEHHUS

He 3auteno: OTcyTCTBUE MPEICTABICHHON
MHpOpMaINH

Texymunii: pedTUHrOBas
OLICHKA

IToxcuer OLEHOYHBIX OAJIIIOB I10
pe3yJibTaTaM BBITIOJTHEHUS
3aaHui, ONIPEACIICHUE

3auTeHo: PeliTuHrOBas olleHKa: Oonee, 1100
paBHa 480 6aioB
He 3auteno: Pelitunrosag onenka: meuee 480




PEUTHHTOBOM MO3UINH CTYJEHTA |0aJUI0B

IIpoMeKyTOUYHBIN: 3a4eT

3auyTeHo: PeliTuHroBas oueHka: oonee, 1100
paBHa 480 6atoB

He 3auteno: PelituHrosas ornieHka: Menee 480
0aJJIOB M OTCYTCTBHE NMPABHUIIBHOTO OTBETA HA
BOTIPOC

YeTHBIN onpoc

[IpomexyTOoUHBIN: 3a4eT

Otnnuno: 91-100% npaBUIIBHBIX OTBETOB
Xoporo: 75-90% npaBUIbHBIX OTBETOB
YrnosierBoputenbHO: 60-74% npaBUIBHBIX
OTBETOB

HeynosnerBoputenbHo: <60% mpaBUIbHBIX
OTBETOB

TectupoBanue

7.3. TunoBbIe KOHTPOJIbHBIE 32JaAHUS

Bun xonTposs

Turossie KOHTPOJILHBIC 3aJIaHUS

Texymmii: tomaliHee
3a/1aHue

[ToAroTOBUTH COOOIIEHHE IO MPEIOKEHHBIM TEMaM:

1. UudopmarnmonHas 6e3onacHOCTh. OCHOBHBIC TIOHATHSI.
2. Monenu nHpOpMaIMOHHON 6€30acCHOCTH.

3. Buasl 3amumiaemoit nHGOpMaIny.

Nel. TlepeueHb TeM JUIsl CaMOCTOSITEIbHOM OAr0TOBKHU.pdf

Texyuuii: nokiIan

BriOpars TeMy JoKiaaa:

1. OcHOBHBIE HOPMATUBHO-TIPABOBBIE AKThI B 00JaCTH HH()OPMALIMOHHON
0€30I1aCHOCTH.

2. [IpaBoBble 0COOEHHOCTH 0OecneueHus: 6e30MacHOCTH KOH(PUACHIIMATBbHOU
UH(OPMALIUHN U TOCYIapCTBEHHOMN TaliHbI

No2. Tematuka goxmnanos.pdf

Texymuii: mpoBepka
BBINIOJIHEHUS TOMAIIIHETO
3a1aHUs

[Tonck napopmanuu o reme: "Konuenmmu odecriedernst ”HPOPMAITUOHHON
Oe3omacHOCTH"

Bonpocs o Teme: «BBenenue B ”HPOPMALIMOHHYIO 0€301acHOCTH

1. Yto Takoe nHGOpMaIMOHHAsE 0€301TaCHOCTh?

2. Ilepeuncnute OCHOBHBIE YTPO3bl HH(OPMAIIMOHHOM 0€301MacHOCTH.

3. Kakue cymecTByroT Moaen HHPpOpMAITMOHHOW Oe301acHOCTH?

4. Kakne MeTospl 3a1MThl HHOPMALIUHU BBIACTISIOT?

5. Yto Takoe MpaBoOBbI€ METOJIbI 3alIUTHI HH(GOpMALIUU?

Texyuuii: OTBETHI HA
KOHTPOJIBHBIE BOIIPOCHI

KonTtpomnpsHbie Bonpock! 1o Teme «KoHuenimu odbecrnedeHus
UH(OPMAITMOHHON 06€30I1acCHOCTH»

1. Yto Takoe opraHM3alMOHHbBIE METOBI 3AIIUTH HH(OPMATTIH?

2. UTo Takoe TEXHUYECKUE METO/IBI 3aIUThI HH(DOpMaIuu?

3. Yro Takoe mporpaMMHO-amapaTHble MEeTO/IbI 3alTUThl HH(popMaIun?
4. Yto Takoe Kpunrorpaduyeckiue MeToIbl 3alUThl MHopMamu?

5. Yro Takoe ¢puznuecKrue METOIbI 3aUThl HHDOpMaIuu?

6. Kakwue riaBHbIC TOCYTapCTBEHHBIC OPTaHBI B 00JIACTH O0ECTICUeHUSs
WH(OOPMAITMOHHON O€301acHOCTH?

7. IlepeuncnuTe BUIBI 3aIMIIAEMON HH(pOpMALIUH.

No3. KonTposbHbie Bompockl o Teme.pdf

Texymuii: KOHTPOJIbHBIE
BOIPOCHI 10 TEME

KoHTponsHbIE BOIpOoCH 110 TeMe «IIporpamMmHo-amnaparHsle CpecTBa 1
MeTO/Ibl 00ecrieyeHHs MHPOPMALMOHHON 6€30MacCHOCTI

1. Kakne BUIbI KOMIIBIOTEPHBIX YIPO3 CYLIECTBYIOT?

2. Yrto Takoe Opanamaysp?

3. Yrto Takoe aHTUBUPYCHAs porpaMma’?

4. Uto Takoe 3BPUCTUYECKUI aITOPUTM IIOUCKA BUPYCOB?

5. YTto Takoe CUTHATYpHBIN IOMCK BUPYCOB?

6. MeTozbl IpOTHUBOAEHCTBHS CHUDDUHTY?

7. Kakue nmporpammHele peajn3alii IpOrpaMMHO-aIIIapaTHbIX CPEJICTB




3amuThl MH(GOPMAITUU BBl 3HaeTe?

8. UTO Takoe MEXaHU3M KOHTPOJIS U pa3rpaHUuCHUS JOCTyna?

9. Kaky1o posib HeceT )KypHaIMpoBaHUE JEHCTBUI B IPOrpaMMHO-
anmnapaTHBIX CPEACTBAxX 3alIUTH HHPopMau?

10. Yro Takoe cpeacTBa cTeraHorpagpuueckoi 3amuThl HHPOpMaIun?
No4. KonTposbHbIe BOTpock o Teme.pdf

Texyuuii: BIMOJTHEHUE
TBOPUYECKOTO JJOMAIITHETO
3a/laHus

Temarnka TBOPUECKHX 3aIaHUN

1. Yto Takoe kpuntorpadus. Kakue ucrons3yroTcs CHMMETPHYHBIE
aaropuTMbl mu@poBanusa? Kakue ucnonb3yroTcst acCHMETPUUHBIE aJITOPUTMBI
mudpoBanHus?

2. Yrto Takoe kpunrorpadpuueckas xem-gpynkuusn? Kakue ncrnomabyrorcs
Kpunrorpadguyeckue xem-QyHKIuu?

3. Yto Takoe nudposas noanuck? Yto Takoe MHPPACTPYKTypa OTKPHITHIX
kirouei? Kakue poccuiickue 1 MeXayHapOIHbIE CTaHIapThl Ha
dbopmupoBaHue HUPPOBOM MOIMUCH CYIIECTBYIOT?

Ne5. Temaruka 3ananuii.pdf

Texyuuii: BbINOJTHEHUE
MIPAKTUYECKOIO 3aaHus

3agaHus

1. JlokaxuTe, 9TO B COBPEMEHHOM OOIIIECTBE BCE OONBITYIO aKTYaIbHOCTb
nproOpeTaeT 3HaHWE HPABCTBEHHO-3THUECKUX HOPM M ITPABOBBIX OCHOB
MCTIOJIb30BaHMSI CPEJICTB HOBBIX WH(OPMAIIMOHHBIX TEXHOJIOTHH B
MOBCEHEBHOM MPAKTUYECKOH eATETbHOCTH.

2. [IpuBenuTe npruMepsl, WITIOCTPUPYIOIINE POCT OOPHOBI C HAPYIIEHUSIMU
HpPaBCTBEHHBIX U NPABOBBIX HOPM B cdepe MHPOPMAIIMOHHOH 0€30MaCHOCTH.
3. [Ipoananu3upyiite coCTOSTHIE MHPOPMAIITMOHHOM 0€30MMaCHOCTH B
KOMIIBIOTEPHOM KJ1acce Bamero yue6Horo 3aBenenus. [lpeanoxure
TOTTOJTHUTEIHHBIE MEPOIPHUSTHSI 11O MOBBIIICHUIO YPOBHS HH(POPMAITMOHHON
0€30I1aCHOCTH.

4. [TpuBeauTe MpUMeEpHI U3 KU3HH, U3 KHHO- U BUACO(PUIEMOB,
WITIOCTPUPYIOIINE HCIIONb30BAHNE YS3BUMBIX MECT U HapyIIEHUS Mep
3anUThl HH)OPMAIIMOHHOM 0€301MacHOCTH JIJIsl HECAHKIIMOHUPOBAHHOTO
[POHUKHOBEHHSI B OXPAHSIEMbIE CUCTEMBI.

5. IlpoBenuTe aHaIU3 UCIOJIB30BAHKS MArHUTHBIX HOCUTEIIEH B
KOMIIBIOTEPHOM KJ1acce Batiero yue6HOro 3aBe/ieHHsI ¢ TOUKU 3pEHUS
oOecreueHns HopM UHPOPMAIIMOHHOM Oe30macHOCTH, chOopMyIHpyiTe
NPEeAJIOKEHUS TI0 YKpEeIUIEH!I0 MH(OPMAIIMOHHOH 6e30MmacHOCTH KabuHeTa.
No6. 3ananus.pdf

Texyuii: peUTHHTOBast
OLIEHKa

[IepedyeHs 3ajaHU U BUJOB ACSITEIBHOCTH JUUISl KOMILUIEKCHON PEUTUHIOBOM
OLICHKH JIEATENBHOCTU CTYIEHTOB

O0s13aTenbHOE BBIIIOJHEHHUE NTPAKTUUYECKUX 3a/laHui 10 TEMaM:

1. Ilpumenenne MHGOPMAIIMOHHBIX TEXHOIOTUH I U3Y4YEHUS BOIIPOCOB
OpraHu3aIMOHHO-TIPABOBOTO 0OecrieueH st UH(OPMAIIMOHHON 0€30MMacHOCTH
2. Ucnonb3oBanue 6a3 JaHHBIX AJIS HAXOXKICHUS U U3yUYEHUS] HOPMAaTUBHBIX
TOKYMEHTOB B 0011aCTH HH(OPMALIMOHHON 0€30MacHOCTH

3. Texuuueckue cpeacTBa U METOABI 3alUThl HH(pOpMau

4. IIporpammHbIe cpencTBa odecniedeHnss UHPOPMAITMOHHON 0€30MacHOCTH
5. Kpunirorpadus u mudposanue. Coznanue 3amm@poBaHHBIX (aiiioB u
KPUIITOKOHTEHHEPOB U UX pacurdpoBanue. MexaHU3M dIIEKTPOHHOMN
U(PPOBOH MOAMUCH

6. KoMmptorepHble BUPYChl 1 HHPOpPMAIIMOHHAs! 0€3011aCHOCTb.
Knaccugukarus KOMIBIOTEPHBIX BUPYCOB. MeTobl 0OOHapyXeHus
KOMITBIOTEPHBIX BUPYCOB. M3yueHne HacTpoeK Cpe/ICTB aHTUBUPYCHOM
3alUThl HH(POPMALIUU

7. XapaKTepuCTUKA ITyTel IPOHUKHOBEHUS BUPYCOB B KOMIIBIOTEPHI. [IpaBuiia
3alUThl OT KOMIIBIOTEPHBIX BUPYCOB. MeToabl MPO(YUIAKTUKH 3apaskeHHsI
TEXHUYECKHUX YCTPOWCTB U HOCUTEJEH KOMIIIOTEPHBIMHU BUPYCAMHU

8. OcobenHOCTH 0OecnieueHHs] HHGOPMAIIMOHHOM 0€30MacHOCTH B




KOMITBIOTEPHBIX ceTsx. [[oHsATHE MpOTOKONA Nepenadn JaHHbIX. [[puHIMITEI
OpraHu3aly 0OMeHa JaHHBIMU B BRIYUCIIUTEIBHBIX CETAX. AJlpecaius B
r100abHbBIX ceTsX. CucTemMa TOMEHHBIX UMEH

JlonoTHUTENbHBIE 3aaHUS

1. [Mouck nadopmanmu o teme: "Konnenmuu odecredeHus
nH}OpMaITMOHHON Oe3omacHOoCTH"

2. I[Mouck nHpopmarmu 1o Teme: "Yrpo3sl 0€30MaCHOCTH TEXHUYECKUX
cpenctB o6padboTku napopmarun"

3. Nzydenue u ananu3 nHGOpMaIuu 1Mo Teme: "3amura HHTeIUICKTYaTbHON
COOCTBEHHOCTH CPEJICTBAMH IMaTEHTHOTO M aBTOPCKOTO TpaBa"

4. ITouck, n3yyeHue u ananu3 nHpopmanuu 1o reme: "TeopeTnueckue
OCHOBBI ayTCHTHU(UKAITHH"

5. M3ydeHne HOPMAaTUBHO-TIPABOBOM 0a3bl MO 3aIIUTE IEPCOHANBHBIX JaHHBIX
KpUTEPUHU OATBHO-PEHTHHTOBOM OlleHKu.pdf

IIpoMeKyTOYHBIN: 3a4eT

Borpocsl k 3auety

JUISI OLIEHKU KaueCTBa OCBOCHHUS

y4eOHOM JUCIUILITNHBI

1. Llenu rocyaapcTsa B o0nact odecneueHust nHPOPMALMOHHOM
0€30I1aCHOCTH.

2. OcHOBHBIE HOpPMATHUBHBIE aKThl PD, cBA3aHHBIE C IPABOBOW 3aIUTON
nHGOpMAIIH.

3. Buapl KOMIBIOTEPHBIX MPECTYIIIIEHU.

4. CriocoObl U1 MEXaHU3MBbI COBEPILIEHUS HHPOPMAILIMOHHBIX KOMIBIOTEPHBIX
[IPECTYIUICHUM.

5. OcHOBHBIE TapaMeTPbl U YePThl HHPOPMALIMOHHONW KOMITbIOTEPHON
npectynHocTty B Poccun.

6. KomnbrorepHsiii BUpyc. OCHOBHBIE BU/IbI KOMIIBIOTEPHBIX BUPYCOB.

7. MeToznbl 3alIUThI OT KOMIIBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBHPYCHBIX IPOTPAMM.

9. 3amuThl OT HECAaHKIIMOHUPOBAHHOTO AocTyna. Unentudukanys u
ayTeHTH(QHUKAIHS T10JIb30BATEIS.

10. OcHOBHBIE YTPO3bl KOMITBIOTEPHON 0€30MaCHOCTH MPH padoTe B CETH
NHTepHeT.

11. Buns! 3amumiaemoit uHGOpMAITIH.

12. TocynapcTBeHHast TaliHa Kak 0COOBII BH]I 3aluIIaeMoil HHpOpMaIIUu.
13. KondunenunanbHas nHGopMarus.

14. Cucrema 3an1uThl TOCYJapPCTBEHHOMN TalHBI.

15. IIpaBoBO# peXUM 3aLUTBI TOCYAAPCTBEHHON TalHBI.

16. 3amura HHTEIEKTyalIbHOM COOCTBEHHOCTH CPEACTBAMHM MTATEHTHOIO U
ABTOPCKOI'O TIPaBa.

17. MexayHapogHO€E 3aKOHOJATEIHCTBO B 00JIACTH 3aIIUTHI HH(POPMAIIUH.
18. [IporpammHoO-anmnapaTHble cpecTBa obecneueHust HHPOPMALMOHHOM
0€30MacHOCTH B HHPOPMAIIMOHHBIX CETHX.

19. CumMeTpuyHbIe MIUQPHI.

20. AccumeTpuyHble UGB

21. Kpunrorpaduuecknue npoTOKOIBL.

22. Kpunrorpapuueckue xen-QpyHKIuu.

23. DNeKTpOHHAsI TOIUCH.

24. Opraau3annoHHoe o0ecredeHne NHHOPMAIIMOHHON 0€30TTaCHOCTH.
25. Ciry>x6a 6€301acHOCTH OpraHU3alllu.

26. Metop! 3auThl MH(GOPMAIIUHU OT YTEUKH B TEXHUUECKHUX KaHalax.
27. nKeHepHas 3aIluTa 1 0XpaHa OOBEKTOB.

Bormpocsr k 3auery.pdf; kputepun 6anbHO-peUTHHTOBOM O1leHKH.pdf

IIpoMeKyTOYHBIN: 3a4eT

TecToBBIE 3aMaHUS COIEPIKAT BOIIPOCHI 10 TeEMaM: "BUPYCHI 1 aHTUBUPYCHAS

Yy
zamura”, "CeTu 1 o0ecneueHre 0e30MacCHOCTH B JIOKAJBHBIX U IT100aIbHBIX
ceTax"




1. KomnproTepHsIil BUpYC - 3710 ...

2. Bupycbl MOXHO KiacCu(UIIMPOBATH TIO ...

3. OCHOBHBIMU IYTSIMU IPOHUKHOBEHMSI BUPYCOB B KOMITBIOTEP SIBJISIOTCSL. ..
4. OCHOBHBIEC MPU3HAKHU MPOSIBJICHUS] BUPYCOB ...

5. AHTHBUpYCHBIE IPOIPAMMBI - 3TO MPOTrPaMMBbI JJIf ...

11. LleHTpann30BaHHBII KOHTPOJIb 32 pAa0OTON CETH OCYILECTBIAETCS IPU
TOIIOJIOTHH

12. DKOHOMHBIH pacxon Kabesst Py TOMOJIOTHH

13. Penmutephl UCTIONIB3YIOTCS TPU TOTIOJIOTHH

14. B Texyiee BpeMst 10 CETH MOKET IMPOXOAUTDH TOJIBKO OJJHO COOOIIEHNE
[IPY TOTIOJIOTHH

15. CooOmieHust «uayT» BO BCEX HANpaBIEHUSIX IPU TOTIOIOTH

[Tpumepnsie TecTsl o ceTsaM.pdf; [IpumepHbIe TECTHI IO aHTUBUPYCHOM
3amute nHGopmaruu.pdf

8. YueOHO-MeTOAMUYECKOE M MH(OPMAIIMOHHOE O0ecredeHUue TUCHUIIIMHBI

IleyaTHas y4yeOHO-MeTOANYECKAS JOKYMEHTALUS
a) ocHo6Has Iumepamypa:
He npenycmorpena

0) OononHumenvbHas Iumepamypa:
1. 3akupos, P. [lI. Uudopmarmonnas 6e30macHOCTh TEKCT KOHCIIEKT
JIEKIMA MO HAIpaBJICHUSM MOArOTOBKHU "OkoHOMUKA" U "Menemxment" P. I11.
3akupos ; FOx.-Ypan. roc. yH-T, Kad. Dxonomuka u ymp. npoekramu ; FOYpI'Y. -
Yensounck: Uznarensckuit Lentp FOYpI'Y, 2014. - 72, [1] ¢. 2eKTpoH. Bepcust

8) omeuecmeenHvle U 3apyOeNHCHbIE HCYPHANbL NO OUCYUNTUHE, UMelowuecs: 8 budiuomexe:
1.  Bectauk Yp®O : bezonacHocTs B nH(opmanronnou chepe. - 2011. -
Ne 1. - C. 71-75. Murynoga, I1. A. [IpoGiemsl ob6ecnieueHrs 0€30MaCHOCTH
NEPCOHAIBHBIX IAHHBIX B OPTaHe UCIOJIHUTENBHOU BiacTu cyobekTa Poccuiickoit
deneparyu, OCyIIECTRISIONIEM ITEPETAHHBIC TTOTHOMOYHS B 00JIaCTH COACHCTBUS
3arsToctn Hacenenus [ Tekct] / I1. A. MuryHnoBa

2) MemoouuecKue yKasaHus 0 Cmy0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:

1.  ApxuBaropsl
KommbroTepHbie BUPYCHI 1 aHTUBHUPYCHAS 3aIUTa
OOmeH nHpopMaIKel B INTOOABHBIX M JIOKATBHBIX CETAX
ba3oBbie TEXHOIOTHHM KOMITBIOTEPHBIX CETeH
Knaccuduxkanys nporpaMMHOro ooecredeHus

kW

U3 HUX: y4eOHO-Memoouueckoe obecneyerue camocmosmenpHol pabomsl cmyoeHma:
ApXuBaTopbl

KommbrorepHbie BUPYCHl 1 aHTUBUPYCHAS 3AIIUTa

OO6meH nHbopMaIKel B INTOOATBHBIX U JIOKATBHBIX CETAX
bazoBbie TEXHOIOTMH KOMIIBIOTEPHBIX CETEN

Knaccuduxanus nporpamMmmMHoro oobecrneyeHus

SNk W=

DJIeKTPOHHASI Y4eOHO-MeToAuYeCKasl IOKYMeHTaIus
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9. UnopManiuoHHbIE TEXHOJIOITHH, HCIIOJIb3yeMble IPU OCYLECTBICHUH
00pa3oBaTeJIbHOIO Npouecca

[TepedeHpb UCTIONB3YEMOTO MTPOTPAMMHOTO OOECIICUECHHS:

N —

. Microsoft-Windows(6eccpodHo)
. Microsoft-Office(6eccpouno)

[lepedeHp UCTIONB3YyEMBIX MHPOPMALIMOHHBIX CIIPABOYHBIX CUCTEM:

[E—

. 000 "T'apant¥YpanCepsuc'"-I"apanT(6eccpouHo)

2. -baza manaeix BUHUTU PAH(Geccpouno)




10. MarepuajibHO-TEXHUYECKOe O0ecnedeHue TUCHUIIINHBI

Bun 3aparuit

Ne

ay/I.

OcHoBHOE 000py/I0BaHKE, CTEHIBI, MAKETHI, KOMITBIOTEPHAsI TEXHUKA,
MpelyCTaHOBJICHHOE IPOrpaMMHOE 00eCTIeYeHUE, UCTIONB3YEeMOe IS
Pa3IMYHBIX BUJIOB 3aHATHI

Pabouee mecto npenonasarens. Komnbiorep koHpurypauuu: Pentium-915
2800/1024Mb/250G YerpoicTBa KOMMYTAllUU U YCUJICHUS aylanuo U

Jlexunn 206 BUJICOCUTHAJIOB, 3ByKoBas cuctema. [Ipoextop BenQ, npoekiunoHHbIN 3KpaH.
(89)
napthl aynuropHble- 40 mr. [locagounsix Mect -160 Okna -7 wt. BX. asepu-2
T
paKIHuecKie KomnbrotepHsliii kiacc Ha 16 pabounx mect. KomnbroTepsl KOHPUTypauuu:
P 112 (Intel Celeron G3930 2.9 GHz \4Gb\500Gb. [TpoexTop BenQ, nmpoekunoHHbIH
3aHATHS U o
(89) pxpan Cron ogHOMECTHBIN — 161T. 2XMecTHBIX cToJI0B — 10 mT. Beero
CEMUHAapbI

rnocagoyHbix mect-36. OxkHa — 3 mT. Bxoaueie asepu -1 mrt




