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npukazoM MunoOpHayku ot 19.09.2017 Ne 929

e
3aB.kadeapoii pa3paboTImnKa, L '!

K.FOpUJ.H., JI01I.

Pazpabotuuk nmporpamMmel,
CTaplLIMy IPENOIaBaTellb

0 yHiBepeHTeT

HwxueBapToBCK

A. P. Canumrapeena

JI. H. bynnymknHa



1. llesu u 3212494 AU CIUILIHHBI

Henbto aucuuruinabl «OpraHu3aloHHas 3aluTa HHQOpMalum» SBISETCA: - U3yUeHHE
OCHOBHBIX HalpaBJICHUH 3aIIUTHl KOMIIBIOTEPHOU HH(OPMALINK; - U3yUCHHE
OpraHU3alMOHHBIX U aIMUHUCTPATUBHBIX METOJOB 3alIMThl UHPOPMALUY; - U3yUEHUE
IPOrpaMMHO-AIAPATHBIX CPEACTB 3aIUTHI KOMIIBIOTEPHBIX CUCTEM; - 0030p T'OTOBBIX
peleHni o odecrne4eHno HH(PpOPManOHHON 0€3011aCHOCTH, pa3paboTKa NPOrpaMMHBIX
CPEJIICTB ayiuTa 0€30MaCHOCTH, BBISIBICHUS BTOPKEHHUIM U MPOTPAMMHBIX CPE/ICTB
Kpunrorpapuyeckoit 3auTsl HHGOpMalu. 3agayaMu JUCIUIUIUHBI SABISIOTCS: - 1aTh
3HAHUSA CTYIEHTaM 10 OCHOBHBIM YIp0O3aM 0€30MacCHOCTH KOMIIBIOTEPHBIX CUCTEM; - 1aTh
3HAaHUS OCHOBHBIX CTaHJapTOB 0€30I1aCHOCTH KOMITBIOTEPHBIX CUCTEM; - 1aTh 3HAHMS
Mojieliel 6e30MacHOCTH KOMIIbIOTEPHBIX CUCTEM; - AaTh 3HaHUS OCHOBHBIX
KpUNTOrpauyecKux CUCTEM; - 1aTh 3HAHUSI OCHOB a/IMMHUCTPUPOBAHUS CETEH U 3alUThI

UHGOPMAIINH B CETSIX.

Kparkoe cogepkanue TUCHUIIIIMHBI

OcHOBBI HH(POPMAITMOHHOM 0€301IaCHOCTH U 3anuTa nHhopmanmu. Mcropus
kpunrorpadun. OcHOBHBIE TepMUHBI U onipenenenus. Knaccuduxarus mudpos. [Hudps
3amensl. [Hudper nepecranoku. [Hudpsr rammupoBanus. KombuampoBanHblie mu@psl.
[IudpoBanue ¢ OTKPHITHIM KiTFOUOM. Xemi-pyHkinnn. Kpunrorpaduueckue mpoTOKOIHI.
IPOTOKOJIBI 0OOMeHa KitouaMu. [Iporokonsl ayTeHTudukanmnu (uaeHTudukanmun).
[IpoToKOIBI 3MEKTPOHHOMN TU(PPOBOW OANUCH. [IPOTOKOIBI KOHTPOJIS LIETIOCTHOCTH.
[IpoTOKOIMBI ANEKTPOHHBIX MIaTexkel. [IpoTokosbl ronocoBanus. pyrue npoToKoJb.
HexoTtopsie cBefeHus U3 TeOpUii aNropuTMOB 1 drcesl. OCHOBBI KPUITOAHATN3A.
Creranorpadus. KoqupoBanue nngopmanuu.

2. Komnerenun odyuawierocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS

AUCHUIIJINHbI

[Tnanupyemsble pe3ysbTaThl OCBOCHUS
OIT BO (xomneTeHuun)

[Inanupyemble pe3ynbTarhl
00y4eHHUs 110 TUCHUIUIMHE

OIIK-3 CniocoGeH periars CTaHIapTHBIC 3a/1a91
npoecCHOHANBHOMN JIeITeTLHOCTH Ha OCHOBE
nH(OpPMAITMOHHON 1 OMOIHOrpaduueCcKoi KyabTyphI
C IpUMEHEeHNEM HH(POPMAITMOHHO-
KOMMYHHUKAI[HOHHBIX TEXHOJIOTUH U C yY€TOM
OCHOBHBIX TpeOoBaHM HH()OPMAITMOHHOH
0e30macHOCTH

3HaeT: OCHOBHBIC HOPMATHUBHEIC PABOBBIC AKTHI B
obnacTu obecrieueHus HHGOPMAITMOHHON
0€30MMacHOCTH

'YMeeT: IPUMEHSITh IEUCTBYIOITYIO
3aKOHO/IATENbHYI0 0a3y B 00IaCTH 00eCIIEUeHUS
WHOOPMAITMOHHON O€30MacCHOCTH

lMmeeT npakTUYECKUI ONBIT: BIIAJCHUS
npodeccuoHaNbHON TEPMUHOIOTHEH B 001acTH
UH(POPMAITMOHHOW 0€30MaCHOCTH.

OIIK-4 CriocobeH yyacTBOBaTh B pa3paboTke
CTaHJIapTOB, HOPM U MPaBUJI, a TAKXKe TEXHUYECKOH
JIOKYMEHTAIH, CBA3aHHON C MPO(eCCHOHATBHOM
NeSITeTbHOCTBIO

3HaeT: CTPYKTYpPy AOKYMEHTOB U HOPMaTUBHbIE
TpeOOBaHUS K UX COCTABICHHUIO

YMeeT: pa3palaThiBaTh TEXHUYECKHE 3aJaHUs Ha
CO3/1aHKE TIOACKCTEM MH(OPMAITMOHHOM
0e301acHOCTH

MMeeT nmpakTUUECKUH OMBIT: paObOTHI C
JOKYMCHTaMM.

I1K-3 CriocobeH aHanu3upoBaTh TpeOOBaHUS K
KOMIIOHEHTaM amiapaTHO-ITPOrPaMMHBIX
KOMILIEKCOB ¥ IPOTPAMMHOMY 00ecCIIeueHUI0

3HaEeT: OCHOBBI OPraHU3aIl[MOHHON 3aIlUTa
nH(}OpMAIU pu padoTe ¢ KOMITOHEHTAMH

AIMapaTHO-MPOrpaMMHBIX KOMITIJICKCOB 1




MPOrpaMMHBIM O00€CIIeYeHUEM

YMeeT: aHaJIM3upoBaTh TpeOOBaHUS K KOMIOHEHTaM
anmnapaTHO-IPOrPaMMHBIX KOMIUIEKCOB U
MPOrpaMMHOMY OOECIIEUEHHUIO U BBIMOIHSTD 3aIIUTY
UH(POPMAIIUHN HAa (PU3UIECKOM U IIPOTPaMMHOM
YPOBHSIX

lMeeT MpakTU4EeCKUN OIBIT: METOAAMU
OpraHu3aIMy 3a1UThl HHPOpMAIUK HA (HU3UIECKOM
U IPOTPAaMMHBIX YPOBHSIX.

3. Mecro nucuuninnbl B ctpykrype OII BO

[TepeueHp npeanIecTBYOMUX JUCIUIUINH,
BUJIOB pabOT y4eOHOro MmjiaHa

[lepeueHs mocaenyONMX AUCIUTLINH,
BUJIOB paboT

1.0.21 KoMmploTepHbIE CETH U TEIEKOMMYHHUKAIIUH,
1.0.17 Metpomnorus, ctTaHgapTU3aius u
cepruduxanms

He npenycmoTpenst

Tpe6OBaHI/I$I K «BXOIHBIM» 3HAHUAM, YMCHUAM, HABbIKAM CTYIACHTA, HGO6XOI[I/IMI)IM
IIp1 OCBOCHHUHU I[aHHOI\/JI JAUCHUITIINHBI 1 HpI/IO6peTeHHLIM B PC3YyJIbTAaTC OCBOCHUA

NpCAMICCTBYIOINUX JUCIHUILINH:

Jucrumimna

TpeboBanus

1.0.17 Metponorusi, CTaHaapTU3aus U
ceprudukanus

3HaeT: OCHOBHI CePTU(PHKAIINH CPEICTB U3MEPEHHS
U KOHTPOJISL, CTPYKTYPY U IPUHIHUIIBI pabOThI
MU3MEPHUTEIBHBIX YCTPOMCTB, O0IINE MOIOKEHHS
OCHOBHBIX CTAaH/IapPTOB B 00JIaCTH METPOJIOTUH,
CTaHAAPTU3AIMHN U CePTUPUKAMH YMEEeT: HaXOAUTh
U ONPEAEIATh 001aCTh IPUMEHEHUS Pa3IHUHBIX
KaTeropuii ¥ BUIOB CTaHIAPTOB, CUCTEM
CTaHJIAPTOB, KIacCU(UKATOPOB U yKa3aTeseH,
TTOKyMEHTAIMe! POAYKIMH, TPOIIECCOB, YCIYT U
cucteM KayecTBa. CoOparh U3MEPUTEIBHYIO CXEMY,
PUMEHSATh METOJMKY CTAaHIAPTOB 110 METPOJIOTHU
11 00pabOTKHU pe3yabTaTOB U3MEPEHHI B
npodeccronanbHOM nesarenpHocTH Mimeer
NPaKTUYECKHH OTBIT: NCIOIb30BAHUS Pa3IMYHBIX
KaTeropyii ¥ BUIOB CTaH/IAaPTOB, CUCTEM
CTaHJIAPTOB, KIacCU(UKATOPOB U yKa3aTeseH,
NTOKyMEHTAIMel POAYKIMH, TPOIIECCOB, YCIYT U
cucTeM KauecTBa. HaBbIkaMu HCIIONB30BaHUS
[Pa3JINYHBIX CPEACTB U3MEPEHUSL., BIIaICCT
TEPMUHOJIOTHEH B 001aCTH METPOJIOTHH,
CTaHAAPTU3AIMHU U CePTH(UKAINN, HABBIKAMH
00pabOTKU pe3yabTaTOB N3MEPEHHIA.

1.0.21 KoMnproTepHbIE CETH U TEIEKOMMYHUKALUU

3HaeT: XapaKTEPUCTHKHU CETEBOr0 00OPYI0BaHUS U
[PUHLIMIIBI €70 YCTAaHOBKU U TIOAKITIOUEHUS;
npuHiHnsl padorsl CLI cereBoro o0opynoBanus
[Pa3IUYHBIX BEHJIOPOB; XapaKTEPUCTUKU
KOMMYTAIIMOHHBIX KaOeneil U NPUHIUIIBI UX
MPOKJIAJKU; METO/bI HHCTAJUISILIUM CETEBOTO
POrpaMMHOTI0 00EeCIIeYeHUsI Ha CETEBOE
000pyI0BaHUE U MEPCOHAIILHBIE KOMITBIOTEPHI,

O6H_II/Ie XApPaKTCPUCTUKHU KOMMYTAlIMOHHOI'O




000pyIOBaHUS; IPUHIIMITEI TUTAHUPOBAHUS U
TOKYMEHTUPOBAHUS JIOKATbHBIX BHIYMCIUTEIBHBIX
CeTei, MPUHIIMITBI YCTAHOBKU M KOH(DUTYPUPOBAHUS
KOMMYTAIIMIOHHOTO 000py10BaHust; HHTEp(deiic
KOMaHJTHOW CTPOKH Ha KOMMYTAI[HOHHOM
000pyI0BaHNHN; METOABI AUATHOCTUKH CETEeH U
[MOMCKa HEUCIIPABHOCTEW YMEET: CO3/1aBaTh U
HACTpPauBaTh JIOKAJIbHYIO CETh COTIIACHO
TEXHUYECKUM TPEeOOBaHUIM; TOJOUPATH
ONTUMAJIbHYIO KOHPUTYPALIUIO CETEBOTO
000pyIOBaHUs AJIs CeTEH pa3IuIHON CIIO)KHOCTH Ha
OCHOBE XapaKTEPUCTHK CETEBOr0 00OPYI0BaHUS;
POBOANUTH HACTPOHKY MEPCOHATFHOTO KOMITBIOTEPA
W CETEBOT0 000PYIOBaHUS JUIsl pa0OTHI B JJOKATHHOU
CETH; HHCTAJUIUPOBATh CETEBOE MPOTrPaMMHOE
oOecrieueHre Ha MePCOHANbHBIN KOMITBIOTEP U
ceTeBoe 000pyI0BaHUE, TUIAHUPOBATH CETh Ha
OCHOBE TpeOOBaHUI MPEABABIAEMBIX K CETH U
TEXHUYECKOM JOKYMEHTAIIMH 000pYy/I0BaHHUS;
[IAHUPOBATH OOHOBJIEHUE CETH HA OCHOBE
pacTyuux TpeOOBaHMI K BEIYUCIUTEIHHON CETH,
ucrnosb3oBarh CLI u BeO unTepdeiic mis
KOH(UTYpUPOBaHHS 000PYI0BaHHS; TPOBOAUTH
MOJIKJTIOUEHNE KOHEUHBIX y3JI0B U CETEBOTO
000pYIOBaHUS K JIOKAJIILHOW CeTH; 0OHApy>KUBaTh
HEUCTPABHOCTH B JIOKAJIbHOW BBIYUCIUTENBHOM ceTr
VMeeT MpakTUYEeCKUH OMBIT: paboThI ¢
KOMMYTAIIMOHHBIMU TIKadamu; paboThl C
MHCTPYMEHTAMU JJIs1 00KMMa U 3a/1€JIKH Kalest
ThTa "BUTas rmapa', 00KUMa U yKIaIKA
KOMMYTAIIMOHHOTO Ka0elisi, MOHTa)Ka JIOKaJIbHOU
ceTr; 0OHOBIICHUS/BOCCTAHOBJICHUS/PE3EPBHOTO
KOITUPOBAHUS IPOTPAMMHOTO 00ECTIE€YeHHUS
CeTeBOro 000pyI0BaHHUS., TNIAHUPOBAHUS,
OOHOBJICHUS U IOKYMEHTUPOBAHUS CETH MAJIOTO
MPEIIPUITHSA., TOCTPOCHHUSI JIOKAIbHOMN
BBIYUCIUTENILHON CETH BTOPOTO U TPETHETO YPOBHS;
paboThI ¢ 000OpPYIOBAaHUEM JJIST MOHTa)Ka
KOMMYTAIIMOHHBIX Kabeneil; paboTsl ¢
00opyI0BaHKEM JJIs TOMCKAa HEUCIIPaBHOCTEH Ha
KOMMYTAI[MOHHBIX JIMHUSX.

4. O0béM 1 BUIBI YUeOHOI1 padoThI

OO6m1as TpyA0€MKOCTh TUCHUIUIMHBI cocTaBiseT 3 3.e., 108 4., 18,25 4.

KOHTAKTHOU paboThI

Pacnpenenenue o cemectpam
. Bcero B Hacax
Bun yue6HOM paboThI
4acoB Homep cemectpa
10
O6mast Tpy10EMKOCTh AUCIIUTUIMHBI 108 108
AyoumopHvie 3auamusi: 12 12




Jlexuuu (JI) 8 8

[IpakTudeckue 3aHATUS, CEMHUHAPHI U (HIIN) IPYTHE BHUIBI 4 4
aynuTopHbIX 3aHsaTHi (I13)

Jlabopatopusie pabotsl (JIP) 0 0
Camocmosmenvuas paboma (CPC) 89,75 89,75

MOJITOTOBKA K 3aHATHAM 29,75 29.75

[ToaroroBka k 3auety 20 20

ITogroroBka pedepara, npezeHTau 40 40
KoHcynbTanum u mpoMexxyTodHas aTTecTalus 6,25 6,25
Bua konTposs (3adet, qud.3a4ueT, IK3aMeH ) - 3a4eT

5. Coneprkanue TUCUMIIIIMHBI

O06beM ayIUTOPHBIX
Ne 3aHATHUI 110 BUJaM B
HanmeHnoBanue pa3aenoB IUCHUILIMHbI
paznena yacax
Beero |JI| II3 | JIP
1 |OcHoBBI HHPOPMAITMOHHON 6€30MaCHOCTH U 3aIIUTa HH()OpMAIHH. 1 11 0 0
5 Vctopus kpunrorpaduu. OCHOBHbIE TEPMUHBI M ONPE/ICTICHHUS. 1 11 o 0
Knaccudukanus mmdpon
3 [udpe! 3amensl. [udpsr nepecranoBku. ndpsl raMmmupoBanus. 4 21 9 0
Kom6unupoBansslie mmdpsl. [ndpoBanne ¢ OTKPBITHIM KIFOUOM.
4  [Xemr-pyHKIIH. 1 1| O 0
Kpunrorpaduyeckue npoToKoibl. IPOTOKOIBI OOMEHA KITFOYaMH.
5  [[Iportokomsl ayTeHTHpHUKAIUU (MAeHTUUKAIH). [IpOTOKOIBI 2 1| 1 0
PIIEKTPOHHOM ITU(POBOM MTOAIHCH.
6 [IpoTOKOIIBI KOHTPOJISA LETOCTHOCTH. [IpOTOKONIBI IEKTPOHHBIX ) Ll 0
rutarexeil. [TpoTokosnel ronocosanus. /[pyrue mpoTokosl.
7 Hekoropsele cBeieHUS U3 TEOPHUM anropuTMOB U unces. OCHOBBI 1 11 o 0
kpuntoanaiusza. Creranorpadus. Konuposanue nHpopmanmu.

5.1. Jlekuuu

Kon-
HanmeHoBaHMe WM KpaTKOE COJCPIKAHUE JICKIIMOHHOTO 3aHATHS BO
4acoB

No No
JeKIuu{pasaenal

OcHoBbI HHpOpPMaLIMOHHOM Oe3omacHocTH: MHbopmanmsa u nHGopmamoHHas
0€3011acCHOCTh, OCHOBHBIE COCTABIIAIONINE HHPOPMAIIMOHHON 6€30MacHOCTH,
00BEKTHI 3aIUThI, KATETOPHH U HOCUTENTN UH(OPMALIUH, CPEJICTBA 3ALUTHI
nHGbOpPMAIIH.

WcTopus kpunrorpaduu: Hausnas kpunrorpadus, popmaibHas Kpuntorpadus,
MaTremaTtndeckast kpunrorpadus. OCHOBHbIE TEPMUHBI U OIPEIEICHHS:
Knaccudukanus mmdpoB. OCHOBHBIE TEPMUHBI M OTIPE/ICIICHUS, OCHOBHBIE
TpeOOBaHUS K KPUIITOCUCTEMAM, KI1acCU(UKAIMI KPUITOTpapUUECKUX CUCTEM.

[Iudpsl 3amenbl: OcHOBBI U(PPOBaHUS, IUGPHI: OHO3HAYHOM 3aMEHBI,
nonuandaBUTHBIE, oMOpOHUUECKHe, onuandasutheie. [LIndper nepecTaHoOBKH:
OcHOBBI M (POBaHUS, ITUPPLI OTUHAPHON U MHOKECTBEHHON NIEpECTaHOBKH.
[udpsr rammupoBanusi: OcHOBHI MK poBaHus, MK(poBaHUE 10 MOAYI0 N 1 2,
reHepanusi raMmbl, reHeparopsl raMM. KomOuH1poBanHsle mnppsi: OCHOBBI
nmdposanus, ADFGX, DES, TOCT 28147-89. llIudpoBanue ¢ OTKPHITHIM
kiatouoM: OcHOBBI M (poBanus, anroput™ RSA, anroputm Ha OCHOBe 3a/1a4u 00
YVKJIQJIKE paHIla, BEPOITHOCTHOE MH(PpPOBAHUE, ANTOPUTM I poBaHHS DITb-




FaMaJISI, AJITOPUTM Ha OCHOBC SJINIMIITUYCCKUX KPUBLIX.

Xemi-¢pynkuuu: OcHoBHBIE TOHATHA, MDS, npuMenenue mudpoBanHus s
MoJTyueHus Xen-oopasa

Kpuntorpaduueckue mpoToKoJibl. IPOTOKOJIbI 0OMeHa Kiitodamu: OCHOBHBIE
CBE/IEHUS 0 KpUNITOrpauuecKuX MPOTOKOJIaX, MPOTOKOJIBI OOMEHA KIIFOUaMH.
[IpoTokosnbl ayreHTUGUKaLUU (MaeHTUGuKaumn): OO1Ire cBeIeHus, TapoabHas
uAeHTUQUKaINS / ayTeHTUPUKALKS, TPOTOKOI UACHTU(DUKAIIUNY / ayTeHTU(UKALIMN
C MCMOJIb30BAHUEM XEII-(PYHKIINU, TPOTOKOT UJIEHTU(UKALIMY / ayTeHTU(UKALIUN
Ha OCHOBE MIM(POBAHUS ¢ OTKPBITHIM KIIFOUOM, cepBep ayTeHTudukanuu Kerberos,
uneHTUduKaIms / ayTeHTU(UKAIIS C TTIOMOIIBI0 OMOMETPUUYECKUX JTAHHBIX,
uneHTuguKanroHHble KapThl (ID-cards) u snexTpoHHbIe Kitoun. [IpoTokoss
PIIEKTPOHHOM 1u(poBoit noamnucu: OOIIKe CBeIEHUS, TPOTOKO Ha 0a3e
anroputma RSA, anropur™ mudposoit noanucu [OCT 34.10-94, anroputm
udposoit noanucu 'OCT 34.10-2001, paznoBugHoctu D1IUII.

[TpoToKOIBI KOHTPOJIA TeocTHOCTH: OOIIIe CBEIEHUS, HCIIOJIb30BaHNE
KOHTPOJIBHBIX CyMM, ucnofibzoBanue DI, ucnonbzoBanne MAC-ko10B,
[IPOBEpKa YETHOCTH, ucnoib3oBanue ECC, KoOMOMHUPOBAHHbBIE METO/IBI.
[TpOTOKOIBI AMEKTPOHHBIX MIaTexkei: O01Iue cBeieHus, TIaCTUKOBBIE KapThl,
CypporaTHbI€ IJIaTeKHbIe CpeicTBa B Internet, pacyeTsl MIaCTUKOBBIMU
KapToukamu B Internet, anekTpoHHBIE KOLIENkH B Internet, U poBbie TEHBIU.
[IpoTokosbl ronocoBanusi: OOIIME CBEACHUS, HEKOTOPHIE BAPHUAHThI PeaTu3aliu
[IPOTOKOJIOB 3JIEKTPOHHOTO TOJIOCOBAHMSI, POCCUICKHI OMBIT AIEKTPOHHOTO
rosiocoBanus. [Ipyrue nportokonsl: [IpoTokosn pa3aenenus cekpera, mpoTOKOI
moI0packIBaHMsI MOHETHI "'TO TenedoHy", TalHbIe MHOTOCTOPOHHHE BBIUYHCIICHUSI.

Hexoropsie cBefieHrs U3 TEOpUi aaropuTMoB U uncen: CiI0)XKHOCTh aJlfTOPUTMOB,
MPOCTHIC YUCIIA, PA3JIOKEHUE YHUCTIa HA TPOCTHIE COMHOXKHUTEIH, HAXOXKICHUE
HayaJIbHOTO CIHHCKA MPOCTHIX YUCEN, TECTUPOBAHUE YKCIIa Ha TPOCTOTY,
ompezeneHue HauOombIero oomero nenurens. OCHOBBI KPUIITOAHAN3A: YTPO3bI
0€30MacHOCTH TMPH UCTIONBH30BAHUN KpUIITOrpadun, 001ue CBeIeHUs O
KpUTITOAHAIH3E, PA3HOBUIHOCTH aTak Ha Kpunrocuctembl. CteraHorpadus:
OO0mue cBeaeHU, KJacCu4ecKas creraHnorpadusi, KOMIbIOTepHas cTeraHorpadus.
Komuposanue nndopmanuu: O0mue cBeeHns, o0IeTIOCTYITHBIE U CEKPETHBIS

KOJOBBIC CUCTEMBI, HOMCHKIIATOPHI.

5.2. lIpakTHyecKue 3aHATHS, CEMHUHAPBI

Ne
3aHATHA

No

paszena

HanmenoBanue unmn KpaTKO€ COACPIKAHUC MTPAKTUYCCKOIO 3aHATHUA, CCMUHApa

Koi-
BO
4acoB

[udpsr 3amensr: OcHOBHI UGPOBaHUS, UG PHI: OTHO3HAYHOHN 3aMEHBI,
nonuangaBuTHbE, oMopoHnYeckue, noiuandasutuele. Llndper nepectanoBKu:
OcHoBbI I (ppoBaHus, MHPPHI OJUHAPHON U MHOKECTBEHHON TIEPECTAaHOBKH.
[udpser rammupoBanus: OcHOBBI MU poBaHus, MU poBaHUe O MOAYI0 N 1 2,
reHepalus raMMbl, reHepaTtopsl raMM. KomOuHupoBanHbie muppsl: OCHOBBI
mupposanusi, ADFGX, DES, TOCT 28147-89. llludpoBanue ¢ OTKPHITHIM
kitouoM: OCHOBBI i (poBanus, anroput™M RSA, anroputM Ha OCHOBE 3a/1a4u 00
yKJIaJIKe paHila, BEpOTHOCTHOE MK (poBaHKE, aITOPUTM MU(POBAHUS DITb-
["amassi, anropuT™ Ha OCHOBE DJUIMIITUYECKUX KPUBBIX.

Kpunrorpaduyeckue npoToKoJbl. MPOTOKOIBI 0OMeHa Kirouyamu: OCHOBHBIE
CBEIIEHUS O KpUNTOrpadUIeCKHX MPOTOKOJIAX, IIPOTOKOIBI OOMEHA KITFOUaMH.
[IpoTokounsl ayreHTHGUKaIUK (MaeHTUGuKaIun): OOIIre CBeeHNS, MapoIbHas
naeHTuUKaIms / ayTeHTH(OHUKAIIS, TTPOTOKON HACHTU(PUKAIAN /
ayTEeHTU(HUKAINY C UCTIOIb30BAHUEM XelI-(DyHKIMH, TPOTOKON UICHTU(DUKAITUH /
ayTEeHTU(HUKAIMY Ha OCHOBE MU(POBAHUS C OTKPBITHIM KITFOUYOM, CEPBEP
ayrentudukanuu Kerberos, naenrudukaiys / ayTeHTUGHUKAINS C TIOMOIIBIO




OMOMETPHUYECKUX JAaHHBIX, HICHTU(UKAIMOHHBIE KapThl (ID-cards) u
DIIEKTPOHHBIE KITF0UH. [IpOoTOKOIIBI A5IeKTpoHHOM b poBoii moamucu: Odmue
CBeNIeHUsI, TPOTOKOJ Ha Oaze anroputMma RSA, anroputm mudpooii noanucu
['OCT 34.10-94, anroputm mudposoii noarmucu ['OCT 34.10-2001,
pazHoBuanoctu DI

[IpoTokonbl KOHTPOIIS LenocTHOCTH: OO0IKe CBeIeHHs, UCTIONIb30BaHHE
KOHTPOJIBHBIX CyMM, Hcnionb3oBanue DL, ucnons3oBanne MAC-kon0B,
[IpOBEpKa YeTHOCTH, uctoib3oBanne ECC, KoMOMHUPOBaHHBIE METOIBI.
[IpoTOKOJIBI 2EKTPOHHBIX MIaTexei: O01ue cBeieHus, MIaCTUKOBBIE KapThl,
CypporaTHsl€ IJIaTeKHbIE CPEACTBA B Internet, pacyeTsl MJI1aCTUKOBBIMU
kapToukamu B Internet, a1exTpoHHBIE KolIeNKH B Internet, U poBbie 1EHBIH.
[IpoTokosnsl ronocosanusi: OOmIME CBEIEHUS, HEKOTOPbIE BAPHAHTHI PeATU3aIIH
[TPOTOKOJIOB 3JIEKTPOHHOTO TOJIOCOBaHUS, POCCUMCKUH OIBIT JIEKTPOHHOTO
rosocoBanus. JIpyrue nporokossl: [IpoTokoi pa3aeneHus cekpera, IpoTOKOI
noaopackIBaHUsI MOHETHI "'TIO TenedoHy", TaliHble MHOTOCTOPOHHUE BBIUHCIICHHUS.

5.3. JIaboparopHbie padoThI

He mpenycmoTtpenbt

5.4. CamocrosiTesqibHast padoTa CTyIeHTa

Brimonmuenne CPC

IMTonsux CPC

Crrcoxk nuTeparypsl (¢ yKazaHueM
paszesnos, IIaB, CTPaHUIl) / CChIIKA Ha

pecypc

CemecTtp

Koi-
BO
JacoOB

IIOATOTOBKA K 3aHATHAM

OVYMJ OCH. 1 ctp. 25-65; ctp. 75-87; c1p.
111-130; ctp. 93-101; cTp. 183-210; DYMU
ocH. 2 ctp. 7-14; ctp. 15-39 DYMJI nom. 1
ctp. 41-51;

10

29,75

[ToaroroBka k 3a4eTy

DYMJI OCH. 1 ctp. 25-65; ctp. 75-87; cTp.
111-130; ctp. 93-101; cTp. 183-210; DYMJI
ocH. 2 ctp. 7-14; ctp. 15-39 DYM/JI nom. 1
ctp. 41-51;

10

20

[ToaroroBka pedepara, npe3eHTAUH

OYMJI OCH. 1 ctp. 25-65; ctp. 75-87; c1p.
111-130; cTp. 93-101; cTp. 183-210; DYM/]
nomn. 1 ctp. 41-95; ctp. 131-148 3amura
nHpOPMaLUU U KpUnTorpadus:
METOJMYECKUE YKa3aHHUsI 110 BHITOJIHEHUIO
CaMOCTOSITEIIbHOM paOOThI IS
oOyuaromuxcs o HanpasieHuto 09.03.04
[IporpammHas uHxeHepus /
JI.H.byiinymkuna — HuxaeBapToBek, 2021.
-9 c.

10

40

6. DoHJ OLIEHOYHBIX CPEACTB IAJd IMPOBCJACHUA TCKYIIECIro KOHTPOJIA YCIIEBACMOCTH,

NMPOMEKYTOYHOI aTTecTalluN

KonTponb kauecTBa 0CBOECHUS 00pa30BaTEIbHON NPOrpaMMbl OCYILECTBIISETCS B
cootBeTcTBUH ¢ [lonoxennem o 6aIbHO-PEUTUHTOBOM CUCTEME OIICHUBAHUS PE3YIbTaTOB
y4eOHOU JeSITeIbHOCTH 00yHarOIINXCS.

6.1. KouTpoabubie meponpusitus (KM)




Yuu-

HasBanue THIBA
Ne | Ce- Bun Makc.
KOHTPOJIBHOTO Bec [Topsanox HauncieHus 6aII0B -
KM|mecTp| koHTpouIA Oamn
MEpPOTIPUATHS eTcst
B [1A
13-15 6anioB - mpakTUYEeCKUE HABBIKH
ab0TBI C OCBOEHHBIM MaTEpHUaIOM
udposanwue, P p
nemudpoBaHue MOIHOCTLIO
p copmupoBansl 11-13 6aos -
. MHPOPMALIUH C
Texyrwmii MPAaKTHYECKHE HABBIKUA PAOOTHI C
1| 10 MIPUMEHEHUEM 1| 15 3a4eT
KOHTPOJIb OCBOEHHBIM MaTepHaioM c(pOpMHPOBaHbI
KOMOMHHUPOBaHHBIX
HepocTaToyHo 9-11 6amios -
KpunTorpaduueckux
HE00XOMMbIE IPAKTUYECKHE HABbIKU
aJITOPUTMOB
paboThI ¢ OCBOEHHBIM MaTepHAJIOM B
OCHOBHOM C(OPMUPOBAHBI
13-15 GannoB - npakTUYeCKHUE HaBbIKU
paboThl ¢ OCBOEHHBIM MaTepHaIOM
MOJIHOCTBIO chopmupoBansl 11- 13
Pexumbl paboThI 0aJIoB - MPAaKTUYECKHUE HABBIKU PaOOTHI
> | 10 Texymuii | OJOYHBIX MHUPPOB. 1 | 15 |c OCBOCHHBIM MaTepHaoM saer
KOHTPOJIb CxeMbl KpaTHOTO c(hOpMHPOBAHBI
mudpoBaHus HegocTaTtouHo 9-11 Gamios -
HE0OXOMMbIE TPAKTUYECKHIE HABBIKU
paboThI C OCBOEHHBIM MaTEpHUajoM B
OCHOBHOM C(HOPMHUPOBAHBI
13-15 6amioB - MpaKTUYECKHE HABBIKU
paboThI ¢ OCBOEHHBIM MaTepHAIIOM
Hemmudpoanue MOJIHOCTHIO chopmupoBanbl 11-13
3aaHHOM (ppa3sl ¢ 0aJuIOB - MPAaKTUYECKHE HABBIKA PAOOTHI
3| 10 Texymwmii IpUMEHEHUEM 1 | 15 [cOcBOCHHBIM MaTepHanom Lauer
KOHTPOJIb U3BECTHOTO chopMHUpOBaHbBI HEOCTATOUHO 9-11
KpunTorpaduyeckoro 0aI0B - HEOOXOAUMBIE MPAKTUUECKUE
anropuTMa HaBbIKU pabOThI C OCBOCHHBIM
MaTepuaioM B OCHOBHOM
chopmupoBaHbI
13-15 6amnoB - mpakTUYECKUE HABBIKU
paboThl C OCBOGHHBIM MaTepHUaIoM
MOJHOCTBIO COpMUPOBaHBI 11-
[Iporpammuas 13 6amioB - MPaKTUYECKUE HABBIKU
41 10 Texymumii peanu3anus 1| 15 paboThI ¢ OCBOSHHBIM MaTepHAIOM saueT]
KOHTPOJIb | KpunTorpahudecKux copmupoBanbsl HeAOCTATOUHO 9-11
MIPOTOKOJIOB 0aJI0B - HEOOXOIUMBIE MPAKTUIECCKUE
HABBIKK pabOThI C OCBOEHHBIM
MaTepuaioM B OCHOBHOM
chopmupoBaHbI
CTYZIEHTHI B ayIMTOPUN UHIUBUIYaJIbHO
OTBEYAIOT Ha TEOPETUUECKUE BOIIPOCHI,
KOTOpbIE BKJIIOUAIOT BOIPOCHI IO
Mone [IPOMCHHBIM pa3JienaMm, IPEernoaaBaTeb
P Oecenyer u orneHuBaet. 17-30 6amios
5| 10 | xyrouHas 3auer - | 30 . 3a4eT
OILICHKA 3auTEHO: 3HA€T OCHOBHOM
arTecTanus

MaTCpuall JUCHUIINIMHBI; BEPHO U3JIaract
U UHTCPIPCTUPYCT 3HAHUSA; U3JIOKCHUC
MaTcpHralia JJOTHYCCKU BBICTPOCHO.

Menbuie 17 6aiuioB oneHka He 3auTeHo:




BBICTPOCHO.

HE 3HACT 3HAUUTEIILHON YacTH
MaTepuana JUCLUILINHBL, OTBET HE JaH
WM JOITyCKaeT IpyOble OLUMOKYU NpU
W3JI0KCHUH OTBETA HA BOIIPOC; HEBEPHO
W3J1araeT U UHTEPIPETUPYET 3HAHUS;
W3JI0KCHUE MaTeprasa JIOTHYECKH He

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEeHMBAHUSA

Bun
IIPOMEKYTOYHOMN IIpouenypa nposeneHus Kpurepuu
ATTeCTALIN OIICHUBaHUS
3adeT BKJIIOYAET B ce0sl TEOPETUUYECKYIO U MPAKTUYECKYIO YACTH.
TeopeTnueckas 4acTh BHITIOJIHSACTCS B BUJIE OTBETA Ha BOIPOCHI.
[IpakTHyeckoe 4acTh COCTOUT U3 BBIMOJIHEHHBIX B TEUCHUU
ceMecTpa MpaKTUUECKUX padoT. [[1s pacuera uTOroBoii OIEHKH
0asIbl 32 OTBETHI HA TEOPETUUECKUE BOMIPOCHI U MpaKTUYeckrue |B cooTBeTCTBUU C
3a4er paboThI IPEACTABISIFOTCS B BUJIE JJOJIM OT MaKCUMaJlbHOTO Oaia [mm. 2.5, 2.6
KOHKPETHOTO 3a/IaHus M OTBETAa Ha BOMPOC, BHIPAKEHHOH B [TonmoxxeHus
nporeHTax. Toroas omenka 3a ceMecTp OnpeaensieTcst Kak
cpenHee apupMeTHIECKOe OLIEHOK 3a 3a/laHusl. 3auTeHo: MroroBas
olieHka B quanasone 61 - 100% . He 3auteno: Mtorosas oneHka B
muanaszoHe 0 -60% .
6.3. ITacnopt oHIa OLIEHOYHBIX CPEACTB
Ne KM
Kommereniuu Pesynbrarsl 00yueHus
12]314(5
OTIK-3 3HaeT: OCHOBHbIE HOPMATUBHBIE MIPABOBHIE aKThI B 00JIACTH 00eCTICUeHHS IRRAY
nH()OpPMAITMOHHON O€30MTaCHOCTH
OITK-3 YMeeT: MpUMEHSTh IeUCTBYIONIYIO 3aKOHOAATENbHYI0 0a3y B 001acTu IRANE
obecrieueHus HHHOPMAITMOHHON 0€30MTaCHOCTH
OITK-3 VMeeT mpakTUYeCKUi OTBIT: BIaeHUsS MPOPECCHOHATEHON TEPMUHOIIOTHEH B TAAEN
00macTu HHGOPMAIIMOHHON 0€30TTaCHOCTH.
OIIK-4 3HAET: CTPYKTYPY JOKYMEHTOB U HOPMAaTHUBHbBIE TPEOOBAHMS K UX COCTABICHHUIO +
OITK-4 'YMmeeT: pa3pabareiBaTh TEXHUUYECKHE 3aJaHHUS HA CO3aHUE TTOJICUCTEM ARAR
nH()OPMAITMOHHON O€30MTaCHOCTH
OIIK-4 MMeeT npakTUUECKUi OTBIT: paOOTHI C IOKYMEHTaAMH. + |
3HAET: OCHOBBI OPTaHU3AIMOHHOMN 3aIuTa HHPOPMAIIUU MTPH padoTe C
[1K-3 KOMITOHEHTaMH alapaTHO-IIPOTrPAMMHBIX KOMITJIEKCOB U MTPOTPaMMHBIM H

o0ecreueHneM

'YMeeT: aHaJIM3UpoBaTh TPEOOBaHMUS K KOMIIOHEHTaM annapaTHO-IPOrpaMMHBIX
[1K-3 KOMIUIEKCOB U IPOTPAMMHOMY 00€CIIEUEHHIO U BBIMOIHATH 3alUTy HHpopMarmu [+ [HHH
Ha (U3NYECKOM U MPOrPaMMHOM YPOBHSIX

Nmeer HpaKTI/I‘ICCKI/Iﬁ OIIBIT: MCTOAAMU OpTraHU3allUHN 3alIUTHI PIH(l)OpMaIII/II/I Ha

T1K-3 -+ [HHAHH
(bU3UYECKOM U TPOTPAMMHBIX YPOBHSX.
Tumnossie KOHTPOJbHBIC 3aIaHUS 110 KaXKAOMY MEPONPUITHIO HAXOAATCS B
MIPUIOKCHUIX.

7. YueOHO-MeTOoAMYEeCKOEe M HH(OPMAIIMOHHOE O0ecniedeHue TUCIUIIIMHBI




IHeuaTHas yyeOHO-MeTOAMYECKAS] JOKYMEHTALUS
@) OCHOBHAs TUmMepamypa:
He npenycmorpena

0) dononHumenvHas iumepamypa:

1.

[lanbrun, B.®.

Nudopmarnmonnas 6€30MacHOCTh KOMITBIOTEPHBIX

cucteMm u ceteit [Tekcr]/ B.®. lllaasrun.- M.: U1 «DOPYM»: UHDPA-M, 2011.-
416 c. - ISBN 978-5 8199-0331-5

Mamok, A.A. Beenenue B 3auTy nH(popmaium B
aBTOMaTU3UPOBAaHHBIX cucTeMax [TekcT]: yueOHoe mocodue st By30B / A.A.
Mamok, C.B. [Tazuzun, H.C.IToroxun. — 2-e uzn. — M.: I'opsiuasa nunus — Tenexom,
2004. — 147c.: un.- ISBN 5-93517-062-0.

Xopes, I1.b. MeTons! u cpeficTBa 3anuThl HHGOpPMAIUU B

KOMIIBIOTEPHBIX cucTeMax [TekcT]: yueOHoe mocodue /it cTyaeHToB By30B / I1.b.
Xopes.- M.: Akanemus, 2006.- 256c¢.- ISBN 5-7695-1839-1.

2.

3.

8) omeuecmeenHule U 3apyOexHCHble HCYPHANbL NO OUCYUNTUHE, UMerowuecs 8 bubauomexe:
[IporpamMmmupoBaHue

1.

2) MemoouuecKue yYKazaHus 0s Cmy0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:
OpranuzarnmonHas 3anmra HHHOPMAINHA: METOINYECKUE YKa3aHUS 110
BBITIOJTHEHUIO CAMOCTOSTEIFHOM PaOOTHI 1711 00yYJarOIIMXCs TI0 HAITPaBICHUIO
09.03.01 Undopmarrka u BeruncauTenbHas Texuuka/ JI.H.Byinymikuna
HwxneBaprosck, 2021. -9 c.

1.

U3 HUX: y4eOHO-Memoouyeckoe obecneyerue camocmosmenvpHol pabomsl CmyoeHma:
OpranuzarmonHas 3amuTa nHpopMaluu: METOINYECKUE YKa3aHUs 110
BBITIOJTHCHUIO CaMOCTOSITEIIFHOM pabOThI 1711 00yUarOIIMXCs 110 HaIlPaBISHUIO
09.03.01 Undopmaruka u BerancautenbHas Texuuka/ JI.H. Byinymikuaa
HwuxneBaprosck, 2021. -9 c.

l.

3ﬂeKTpOHHaH yqeﬁno-MeTounqecxaﬂ AOKYMECHTAIlUA

Haumenosanue
Ne Bun peeypea s bubnuorpagpuueckoe onrcanue
TUTEpPaTyphbl AIIEKTPOHHOMN
bopme
DIEeKTPOHHO- Kpakosckuii, FO. M. Mertonsl 3amuThl nHGOpMAIUY : y4eOHOE
1 OcHoBHas OubIMoTeUHAS nocobue s By3oB / FO. M. KpakoBckuii. — 3-e u3j., mepepao.
nuTeparypa cuctema — Cankr-IlerepOypr : Jlanb, 2021. — 236 c. — ISBN 978-5-
n3natenbceTBa JIanb|8114-5632-1. https://e.Jlanbook.com/book/156401
Tymo6unckas, M. B. KommuiekcHoe oGecrieueHne
DIEeKTPOHHO- " ]
MH(POPMALIMOHHOM 0€30MaCHOCTH HA NPEANPHUIATUH | YISOHHK /
OcHoBHas OoubnuoTeyHas .
2 LTeDpaTYDA cHCTeMa M. B. Tym6unckas, M. B. [lerpoBckuii. — Cankr-IleTepOypr :
patyp o i Ty 18P, 2019. — 344 ¢, — ISBN 978-5-8114-3940-9.
a https://e.lanbook.com/book/125739
DIEKTPOHHO- [munckas, E. B. MUadopmanronnas 6€30macHOCTh
3 JlonoiaHUTeNbHAs [OUOIHOTeYHAS KOHCTpYyK1Mit O9BM u cuctem : yueb. nocodue / E.B. I'munckas,
nreparypa cucrema H.B. YnuBapun. — Mocksa : UHOPA-M, 2019. — 118 c.

/nanium.com

https://new.znanium.com/read?1d=327864




JlomonauTeapHasA
TUTEpaTypa

JEeKTPOHHO- bapanosa,E.B. IndopmanronHast 6e30macHOCTh U 3a1uTa
OubIMoTeUHAS nHdopmaruu : yuebd. mocobue / bapanosa E.K., badam A.B. —
cucreMa 4-e u3., nepepad. u gorn. — M. : PUOP : UH®PA-M, 2019. —
Znanium.com 336 c. https://new.znanium.com/read?1d=336219

IlepedeHb UCTIONB3YyEMOIO TPOrPAMMHOTO OOECIICUEHMS:

N —

. Microsoft-Office(6eccpouno)
OI'AOY BO "IOVYpl'Y (HUY)"-IToptan "Dnexrponusiii OYpl'Y"

(https://edu.susu.ru)(6eccpodHo)
3. -Borland Developer Studio(6eccpouno)

[Tepedenb ucnonb3yeMbIx MpohecCHOHANBHBIX 0a3 TaHHBIX U HH(DOPMAITMOHHBIX

CIIPABOYHBIX CUCTCM!

1. -Koncynberant [Lmtoc (HuxueBapToBck)(31.12.2024)

8. Marepua/ibHO-TeXHHYECKOe o0ecrieyeHne Q1 CIUTLTHHbI

Bun 3apartun

Ne

ay/l.

OcHOBHOE 000pY/IOBaHUE, CTEHIbI, MAKETHI, KOMITBIOTEPHASI TEXHUKA,
NpeAyCTAaHOBJICHHOE IPOTPAMMHOE 00eCIIeueHUE, UCTIONIb3YeMOE TSI
pa3JII/I‘-IHI)IX BHUI0B 3aHﬂTHfI

SaHATHS CTYACHTOB IIPOXOAAT B JICKIMOHHBIX U KOMIIBIOTCPHBIX ayAUTOPUAX
(1)I/IJ'II/IaJ'Ia. OcHOBHas 1 JOIMOJHHUTCIIbHAA JINTCPATypPa, CJIOBAPU HAXOIATCA B

Jlexunm
donmax oubmuoreku unuana, riae Takke OPraHu30BaH AOCTYT K MaTepraiaM
DIIEKTPOHHBIX OMOJIIMOTEUHBIX CUCTEM
[IpakTrueckue [IpenycranoBnennoe nporpammHoe obecredenue: OC Windows 7 Professional;
3aHATHS U JlenBep; MS SQL Server 2008R2; Oracle VM VirtualBox; Microsoft Office
CEMHUHapPhI 2010; Madopmanmronno-npasoBas 6a3a «Koucynsrant — [Tnroc»; DOSBox




