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1. llesu u 3212494 AU CIUILIHHBI

[{esnp IUCHMIUIMHBI — TO3HAKOMUTB CTYAEHTOB B TEOPUM U HA IIPAKTUKE C COBPEMEHHBIMU
METOJaMU IOCTPOEHHUS KOMIIBIOTEPHBIX CeTe. 3a/1aul JUCUUILIMHBL: 1aTh IPEICTaBICHUE
0 CTEKE TEXHOJIOTHM, NCTIOJIB3YEMBIX ISl HOCTPOEHUS COBPEMEHHBIX KOMIIBIOTEPHBIX
CeTeH, 1aTh HAaBbIK OpraHu3aluy, KOHQUIypaluKi U aHaJIM3a KOMIIBIOTEPHOU CETH.

Kparkoe conepxanmne TUCHMILTHHBI

Kypc «KoMribtoTepHbI€ CETH U CUCTEMBD)» YUTACTCS CTyACHTaM Ha YETBEPTOM CEMECTpE
OakanaBpuara. ITOT Kypc AaeT 0030p COBPEMEHHBIX TEXHOJIOTUH, UCIIOJIb3YIOIIUXCS TTPU
NIOCTPOEHNUH KOMITBIOTEPHBIX CETEU. YIOP B KypCe JIEIAETCs Ha IPAKTUYECKOE
UCTIOIh30BAaHHE COBPEMEHHBIX TEXHUK, aJITOPUTMOB, COBPEMEHHOTO aIllapaTHOTO U
IPOrPaMMHOTO 00€CTIeUeHUS, UCTIONB3YIOIINXCS IPU TU3AHE U TOCTPOCHUH
KOMITBIOTEPHBIX ceTeld. [IpakTndeckne 3aHsATHs TO3BOJIST CTyJICHTaM HapaboTarh
MPAKTUYECKUN ONBIT PaOOTHI C CETHIO, BKIIIOUAs €€ MOCTPOSHUE, MOJCIIMPOBAHUE U aHAIHU3
ee paboThl. B Kypce CTy/leHThI HaydaTcs UCIOJIb30BaTh MHPOPMAIMOHHBIE TEXHOJIOTHUU U
MaTeMaTU4eCKUe METOIBI ISl ONITUMHU3AINHN X Oymy1iei npodeccuoHaIbHOM
NeSATENHHOCTH 1 9()PEKTUBHOTO peIIeHUs CIY>KEOHBIX 3a/1au.

2. Komnerenuuu odyuyarwmerocsi, opmMupyembie B pe3yJibTare 0CBOCHUS
AUCUMILTHHBI

[TnaaupyemMble pe3yabTaThl OCBOCHUS [Tnanupyemblie pe3yabTaThl
OII BO (komnieTeHIIuN) 00y4eHHUs 110 AUCUUTUIHHE

ITK-1 CriocoGeH cTpouTh npocTenme Gu3ndecKue
¥ MaTeMaTHYeCKHe MOJICTU MPUOOPOB, CXEM,
YCTPOMNCTB M YCTAHOBOK AJIEKTPOHUKH U
HAHOJICKTPOHUKHU PA3TMYHOTO (DYHKITMOHATLHOTO
HA3HAY€HUs, a TAKXKE UCIIOJIb30BaTh CTAHJAPTHHIC
MPOrpaMMHBIE CPEJICTBA UX KOMITBIOTEPHOTO
MOJICTTUPOBAHUS

3HAeT: MPUHLIUIIBI IPOEKTUPOBAHUS U HACTPOUKU
KOMIIBIOTEPHBIX CETEH U CUCTEM

3. Mecro nucuuninubl B ctpykrype OII BO

[lepedens mpeAnIeCTBYIOMUX TUCIIATUIHH, [lepedens MOCIETYIOMNX AUCITUTITNH,
BUJIOB paboT yueOHOro MiaHa BUJIOB paboOT

CxeMOTexHHKa [U(PPOBBIX YCTPONUCTB,
Craructuueckas (pu3nka,

YpaBHEHHUST MaTeMaTH4eCKON (PHU3HKH,
BrraucnurtenbHas MaTeMaTuka, CrienanpHbIE TJIABBI KBAHTOBOM MEXaHUKH,
Teopust GyHKIMI KOMIUIEKCHOTO MEPEMEHHOTO BBeznenue B KBaHTOBYI0 00paOb0OTKy HH(pOPMAIHH,
Du3rKa KOHICHCUPOBAHHOTO COCTOSHHSA,
[IporpaMMHBIE CHCTEMbI HHKEHEPHOTO aHAJIN3a,
@Du3KKa U IUATHOCTHKA MOBEPXHOCTH

TpeboBaHMs K «BXOIHBIM» 3HAHUSM, YMEHHUSIM, HABbIKAM CTY/I€HTA, HEOOXOIUMbBIM
IIPY OCBOCHUHM JTAHHOM TUCIMIUIUMHBI U IPUOOPETCHHBIM B PE3yIbTaTe OCBOCHUS
MIPEAIECTBYOIINUX TACIUTLIINH:

Jucrumnimaa | TpeboBanus




BrrauciauTenpHas MaTeMaTuKa

3HaeTI aJII‘OpI/ITMLI BBI‘-IHCJIHTCJILHOﬁ MaTCMAaTUKU
HEO0OXOMMMBIC JUTsl TOCTPOSHUS (PU3NUECKUX U
MaTeMaTHYE€CKUX MOJIEIN MOJIENEH, y3710B, OJOKOB
DJIEKTPOHUKHU ¥ HAHODJIEKTPOHUKH Pa3TUIHOTO
(GyHKIIMOHATBHOTO Ha3HaueHus Ymeet: Mmeer

MPAKTUYECKUI OTIBIT:

Teopust GyHKITUI KOMIUIEKCHOTO IMTEPEMEHHOTO

3HAET: MOJIOKEHUS TEOpUU (PYHKIUI KOMIIEKCHOTO
epEeMEHHOT0, HEOOXOUMBIE JUIs TIOCTPOCHHUS
(GU3UYECKUX U MATEMAaTHUECKUX MOJICITH MOJICIIEH,
y3J10B, OJIOKOB 3JIEKTPOHUKH U HAHODJIEKTPOHUKH
Pa3IUYHOTO (PYHKIMOHAJIBHOTO Ha3HAYEHUs] YMeEeT:

meeTr npakTUYECKU OIBIT:

4. O0béM 1 BUABI YUeOHOI padoOTHI

OO6u1as TpyA0€eMKOCTh JUCHUILUIMHBI cocTaBseT 3 3.e., 108 4., 70,25 .

KOHTAKTHOU paboThI

Pacnipenenenue no cemectpam
N Bcero B Hacax
Bun yuenoi padoret 4acoB Howmep cemectpa
4

OO0mmast TpyI0EMKOCTh UCITUTLITTHBI 108 108

Ayoumophvie 3aHAmusL: 64 64
Jlexuuu (JI) 32 32
[IpakTudeckue 3aHATUS, CEMUHAPHI U (WIIN) IPYTHE BUIIBI

aynuTopHbIX 3aHsaTui (I13) 32 32
Jlabopatopusie pabotsl (JIP) 0 0

Camocmosmenvuas paboma (CPC) 37,75 37,75
ITonroroBka K KOHTPOJIBHBIM MEPOIPUATHUIM 14 14
[ToaroroBka K NpakTUUYECKUM 3aHATUSAM 18 18
[ToaroroBka k 3a4eTy 5,75 5.75

KoHcynbTanum u mpoMexXyTodHas aTTeCcTalus 6,25 6,25

Bun koHTpOs (3aueT, aud.3auet, IK3aMeH) - 3a4eT

5. Coneprxkanue TUCUHMILIIMHBI

Ne q OObeM ayTUTOPHBIX 3aHATUH 110 BHJAM B Yacax
alMEHOBAHUE PA3/IeNIOB TUCLIUILUIMHEI
pasnena P At Bcero J 113 JIP
1 |CereBas mogens OSI. Yposuu NHTepHeTa 26 14 12 0
2 |KomMmyTauus ¥ MapupyTu3anus 22 10 12 0
3 |CereBas 6e30MacHOCTb 16 8 8 0
5.1. Jlekuum
Ne Ne Kox-
HanmenoBaHMe niy KpaTkoe COAEPKaHUE JIEKIIMOHHOTO 3aHATUS BO
leKIuujpasaenal
4acoB
1 1 (Beenenue B qucturuinHy. Moaens OSI, ocHOBHBIE ypOBHU MOJIETH 2
2 1 [[IpuHumnsl noctpoeHus cerel. MHkancynsnus, MappyTU3aiysi, KOMMYTaIusl. 2




CeTeBOll YPOBEHb.
3 1 |[Iporoxou IP. IP agpecauus, nogceTu. 2
4 1 Tpancnoptasiii yposess. [Ipotokon TCP, ero cBoiicTBa, peanusanus. Koneunsiii 2
aBTomar TCP. Koppexius onibok B TCP
5 1 HpOTOKOJIuTCP. Mexanusm HajexHoM nepegaun gaHHbix B TCP, crparerun )
MOBTOPHOM Iepeayn
6 1 |[[Iporokonsl UDP, ICMP 2
7 1  [KanamwHbIil ypoBeHs. [IpoTokons! komnektuBHOTO Aoctymna: Ethernet, 802.11 2
8 2 |KommyTtanus naketoB B UnTepHere. 3anepxku. Teopus ouepeneit. 2
9 2 |Tpancusropsl ceteBbIX agpecoB (NAT). JlokanbHast cetb. Tunbsl NAT 2
10 2 |Mapmpyru3aims naketoB B IHTepHeTe. TaOnuisl MapmipyTH3aHH 2
1 ’ AJTOpUTMBI MapiIpyTH3anuu nakero: bemnman-®opa, Jelikctpa. [pad )
Nurepuera. MCST
12 ) Hepapxuueckoe crpoeHre MHTepHeTa. ABTOHOMHBIE cCTeMbl. MapiipyTuzanus 5
MEXKy aBTOHOMHBIMU CHCTEMaMHU
13 3 CereBas 6e3onacHocTh. Kondunennuansuocts B IHTepHETE. CUMMETPUYHbBIE )
anroputmbl mudposanus: AES, DES. Acummerpuansie anroputmbel: RSA, DSA
14 3 Ayrentudukamus B TaTepuere. Anroputmsl ayreHtudukanuu. Ludposas )
MOJIITNC.
15 3 Ceprudukanus nyonuuaoro kitoya. Llugpossie cepTudukarsl, HEHTPHI )
cepTuduKarmm.
16 3 be3zonacHoCTh Ha ceTeBoM ypoBHE. [IpoTokonsl [PSec. BupryanbHbie yacTHbIE 2
cetu (VPN).
5.2. HpaKanecmle 3aHATHUHA, CCMUHAPbI
Ne Ne Kox-
sansTnslpasena HanmeHnoBaHMe UM KpaTKOe COAEPKaHNUE MPAKTUYECKOTO 3aHATHS, CEMUHApa BO
4acoB
1 1  |OGxumMm ceTeBoro Kabens 2
2 1 Pacuét moxcereti IPv4 2
3 1  |CocraBnenue kapThl ceTn IHTEpHET ¢ TOMOIIBI0 KOMaH I ping u traceroute 2
4 1  [[IpocmoTp ceTeBoro Tpaduka ¢ moMorsio mporpammbl Wireshark 2
5 1 Hcnonb3zoBanne Wireshark nist HaGmroeHus 32 MPOIIECCOM TPEXCTOPOHHETO )
pyxonoxarus TCP
6 1  [M3yuenue 3axBaueHHBIX JaHHBIX DNS UDP ¢ nomompto nporpammsr Wireshark 2
7 2 [YcranoBka nporpammbl Cisco Packet Tracer 2
8 2 |MognenupoBaHH€e NMPEICTaBICHUS CETH 2
9 2 [3maxomctBo ¢ Cisco IOS, maBuranus B I0S 2
10 2 [MonenupoBaHHUE MOAKIIOYSHUS TTPOBOAHON U OECITPOBOAHON CETH 2
11 2  |UccimenoBaHue CXOMUMOCTH CETH 2
12 2 |CpaBHeHue MeTo0B BbiOOpa mmyTH B mpoTokonax RIP u EIGRP 2
13 3 [Hacrpoiika ayrentudukanum npotokosiaoB PAP u CHAP 2
14 3 |Omnagxa PPP c ayrentuduxanueit 2
15 3 |[Hactpoiika cereit VPN 2
16 3 |[Hacrtpoiika nporokosna GRE 2

5.3. JIaboparopHblie padoThI

He npenycmorpenst




5.4. CamocrosiTesibHasi padoTa CTyIeHTAa

Brimonnenue CPC

Crnucoxk nureparypsl (¢ yKazaHUEM Kon-
[MonBun CPC paszenos, ras, CTpaHull) / ccbuika Ha  [CemecTp| BO
pecypc JacoB
Pakutnn P. }O., Mockanenko E. B.
[ToaroroBka K KOHTPOJBbHBIM MeponpusaTUiM |[KoMiibroTepHble ceTu, pasa. 4.2-4.3, ctp. 69- 4 14
78, 1. 7, ctp. 124-147
Pakutun P. 0., Mockanenko E. B.
[ToaroToBka K MPaKTUYECKUM 3aHATHIM Kommproreprbie cetu, rt. 2-3, cTp. 28-61, 4 18
1. 9, ctp. 161-178, . 8, ctp. 148-160, r.
5, ctp. 75-100
Pakutun P. 0., Mockanenko E. B.
KomnbrorepHsie cetu, pasa. 4.2-4.3, ctp. 69-
[ToaroroBka K 3a4eTy 78, 1. 7, ctp. 124-147, . 2-3, ctp. 28-61, 4 5,75

1. 9, ctp. 161-178, . 8, ctp. 148-160, m.
5, ctp. 75-100

6. (I)OHI[ OLCHOYHBIX CPEACTB AJA NMPOBCACHUA TEKYIIECT0 KOHTPOJA YCIIEBAEMOCTH,

NMPOMEKYTOYHON aTTecTalMU

KonTpons kauecTBa 0cBOEGHUS 00pa30BaTEIbLHOMN MPOrpaMMbl OCYIIECTBIISCTCS B
cootBeTcTBHH ¢ [Tonokennem o 6aTbHO-PEUTUHTOBON CUCTEME OIICHUBAHUS PE3YIbTaTOB

yueOHO! AeSITeNbHOCTH 00yJatonXCs.

6.1. KourpoabHubie meponpusitusa (KM)

HazBanue
KOHTPOJIBHOTO
MEPOIPUATHS

Ce-
MeCTp

Bun
KOHTPOJIS

KM Bec

Makc.
Oa

[Topsinok HauKcneHus 6amIoB

Yuu-
THIBA

eTcs
B ITA

O0XUM BUTOH
napbl

Texymui
KOHTPOJIb

10

[TonHbIM GaT CTaBUTCS 3@ MOJIHOCTBIO BEPHO
U C TIEPBOM MOMBITKUA 00KAThIH Kabeb.
Kaxxaast ommOka mrpadyercst CHATHEM JIBYX
0asIoB, OCIe YeTo HEBEPHO 00KATHIM
KOHHEKTOp 00pe3aercs, U CTyJEHTY
MpeiaraeTcs epeodxkarb MoydeHHbIH
KoHell. MUHHUMAaJIbHOE KOJIMYECTBO 0aJIOB,
MOJy4yaeMBbIX 3a padory, - 2.

3a4CT

Pacuet macku
IIOJICETH

Texymui
KOHTPOJIb

10

Crynenty naercst 10 3anaHuii, B Ka’KJ10M U3
KOTOPBIX JaHBI 2 ip-aJipeca U MackKa MoJCeTH;
CTYACHTY TPeOyeTCsl OPEICNTh, B OMHOU JTH
MOJICETH HaxoaaTcs aapeca. Kaxxmas ommbka
mTpadyercs 2 6amtamu, 6ojee 3 ormmodok
oreHuBaroTcs B 0 6amios.

3a4CT

Tabmuna
MapIIpyTU3auN

Texymui
KOHTPOJIb

10

CryneHTy naeTcsi TabauIa MapuIpyTH3aluu
poyTepa, CTaBsIIas B COOTBETCTBHE TOJICETh
u uaTepdeiic poyrepa, u 10 ip-agpecon
HA3HAYCHUA MPUILICAIINX IMAKETOB; CTYACHTY
TpeOyeTcst onpenenuTs HHTepdeiic, mo
KOTOpPOMY OyJIeT MapuIpyTU3UPOBAH ITAKET.

Kaxas ommoOka mrpadyercs 2 6amiamu,

3a4CT




6onee 3 ommbok oreHnBaroTcs B 0 6asios.
Crynenty naercs 3 cinosa B ASCII-
Texymuii Pacuer § KOJIUPOBKE; CTY/IEHTY TpeOyeTcs pacCunuTaTh
4| 4 KOHTPOJTD KoHTposbHOM | 1 | 15 [koHTpOnbHYIO cymMy (checksum) kaxknoro — [3auer
CYMMBI 13 cy10B. Kakplil MpaBUIIBHBINA OTBET
OlLIeHUBAeTCs B 5 6AJIOB.
CTyneHTy 1aeTcsl B3BEILIECHHBIN
MOJIHOCBSI3HBIN rpad cetu. CTyaeHTy
[TocTpoenune [IPEUIaraeTcsi HOCTPOUTH C IOMOILBIO
5 4 Texymnii MCST 1| 10 [AropuT™Ma JIefiKCTpbl MUHUMAJIbHOE saer
KOHTPOJIb aJITOPUTMOM CBsI3yIOlIEee JIEpeBO rpad)a c HauajIoM B
JlefikeTphl onpeaeneHHoM Hoje. Kaxxnas ommbka
(neBepHo mobasneHHblit B MCST y3en)
mrpadyercs 2 OayuiaMu.
Crynenty naercs nmapa RSA-kiroueit u
Texymuit | Iudpoanue Y1CII0, KOTOpOe He0OX0AUMO 3aIugopoBaTh
6 4 1] 10 . 3a4eT
KOHTpOJb |anroputMoM RSA anroputMoM RSA. IIpaBuiibHBII OTBET
OLIEHUBAETCS MaKCUMaJIbHBIM OaJljIoM.
CTyaeHTy MOXKET ObITh HAYUCIIEHO 110 15
71 4 Bonyc  |Komcrexr nexumii| - | 15 6aJIJ10]i 3a KOHCIIEKT JeKuui. OTcyTCTBUE Lauer
Ka)J10M JIeKIIMK HakIapIBaeT mrpad B 1
Oas1.
Tpome- YCTHBIH oIpoc 1o TeMaM Kypca. KonnaectBo
3asaBaeMbIX BOpocoB - 10. ITpaBuibHBIM
8 4 KYTOYHAS 3auer - | 40 S 3a4eT
arTecTamms OTBET Ha KaX</IbIil BOIIPOC OLICHUBAETCS B 4
Oaa.
6.2. Ilpouenypa npoBeaeHus, KpUTEPHUH OLCHUBAHUSA
Bu
npOMemyﬁquoﬁ ITponienypa nposeneHus Kpurepun
OILICHUBAHUS
aTTecTalyu

[TpomexxyTo4dHast aTTeCTAIMsI MOXKET OBITh BHICTABIICHA T10
pe3ynbTaraM TeKyIlero KOHTposs. CTyAeHT MOXKET NMOBBICUTh |B cOOTBETCTBUM €
3a4er PEUTHHT, IPOH KOHTPOIBHOE MEPOIIPUITHE TPOMEXYTOUHOU |r1I. 2.5, 2.6
aTTecTally, KOTOpoe MPOBOIUTCS B (hopMme yCTHOTO onpoca o ([lonoxkeHus

TEMaM Kypca.

6.3. ITacnopt oHaa OLIEHOYHBIX CPEACTB

K p 5 Ne KM
OMIICTCHIINN €3VJIbTaThl O YCHUA
Y Y 1Blalsl6]7]8
HK-I 3HaeT. HpI/IHHI/IHBI HpOCKTHpOBaHI/IH H HaCTpOI/IKI/I KOMHLIOTeprIX CETEU U n [
CUCTEM

TumnoBbie KOHTPOJIBHBIC 3aJaHUS 110 KAXKAOMY MCPOIIPUATHIO HAXOIATCA B
IMPUIIOKCHUAX.

7. YueOHO-MeTOoAMYEeCKOe 1 MH(OPMALIMOHHOE O0ecredeHUe TUCHMIIMHBI

ITeyaTHas ydyeOHO-MeTOAUYECKAS JOKYMEHTALMS
@) OCHOBHAs TUumMepamypa:
He npenycmorpena




0) OononHumenbHas IUmepamypa:

He npenycmotpena

8) omeuecmeenHvle U 3apyOedtCHbIE HCYPHANbL NO OUCYUNTUHE, UMelowuecs: 8 bubiuomexe:
He npenycmorpenst

2) MemoouuecKue yKasaHus 0 Cmyo0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:
Co6oneB A.H. KomnberoTepHbsie ceTy U cUCTeMbI. MeTouyeckue
MaTepUaJIbI JIJIs1 CAMOCTOSATEILHON pabOTHI CTYICHTOB

1.

U3 HUX: Y4eOHO-Memoouyeckoe obecneyerue camocmosamenbHol pabomsl CmyoeHma:
Co6oneB A.H. KomnbroTepHbie ceTH U CUCTEMBI. MeTonueckue
MaTepHaIbl i1l CAMOCTOSITENTLHOM PaboThI CTY/ICHTOB

1.

JJIEKTPOHHAs Y4eOHO-MeTOANYeCKAs TOKYMEHTAIUsA

HaumenoBanue
Ne Bux peeypeas | bubnuorpaduyeckoe onucanue
JTUTEPATYPBI AJIEKTPOHHOHN
bopme
Ceprees, A. H. OCHOBBI JIOKQJIbHBIX KOMITBIOTEPHBIX CETEH :
IIEKTPOHHO- yaeOHoe mocobue ais By3oB / A. H. CepreeB. — 3-e u3n., crep.
N — OubIMOTeUHAS — Cankr-IlerepOypr : Jlanb, 2021. — 184 ¢c. — ISBN 978-5-
1 TepaTYha cucTema 8114-6855-3. — Tekcr : dneKTpoHHBIH // JIaHb : 37eKTPOHHO-
patyp W30aTeIbCTBA ouOnmnoreyHad cucrema. — URL:
Jlann https://e.lanbook.com/book/152651 (nara oOparmmeHus:
22.10.2021). — Pexxum mocTyna: AJist aBTOPH3. TIOJIb30BaTENCH.
S EKTPOHHO- Paxutun, P. 0. KommnberotepHbie cetu : yuebHOe mocobue / P.
6I/I6JII/II())Te‘lHa5I [O. Pakutun, E. B. Mockanenko. — bapnayn : AntI T1Y, 2019.
OcHoBHast — 340 c. — ISBN 978-5-.88210-942-3. — Tekcr :
2 cucrema o
TUTEpaTypa I — DIIEKTPOHHEIH // JIaHb : 37eKTpOHHO-OMOIMOTEUHAsI CUCTEMA. —
URL.: https://e.lanbook.com/book/139182 (mara oOpamienus:
Jlanb 3
22.10.2021). — Pexxum noctyna: AJis aBTOpH3. MOJIb30BaTENCH.

Hepequb HCIIOJIB3YCMOTO IIPOIrpaMMHOIO oOccrIeUeHMS:

1. The Wireshark developer community, http://www.wireshark.org-Wireshark
(6eccpouHo)
2. Canonical Ltd.-Ubuntu(6eccpouHo)

[Tepedenp ucmonb3yeMbpIx MpoheCCHOHATBHBIX 0a3 TaHHBIX U WH(DOPMAITMOHHBIX
CIIPABOYHBIX CHUCTEM:

Her

8. MarepuajibHO-TeXHHYECKOe o0ecredeHne T CIUTITHHbI

No OcHoBHOE 000pyI0BaHUE, CTECHIBI, MAKEThI, KOMITBIOTEpHAS TEXHUKA,
Bup 3ansTuit . J; Mpe1yCTaHOBICHHOE MPOrPaMMHOE 00E€CIIEUeHHE, UCTIONB3YyEeMOe TS
YA pa3IMYHBIX BUAOB 3aHATUN
[IpakTnueckue 463 . .
p Kommnbrorepnsiii kitacc Ha OC Linux
3aHATUS U ceMuHapsl [(1)







